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2.1 IPv6 Networking Protocols
Section Item Requirements HARSAO LD S
GEN.NETV6. 1 The RG MUST support IP Version 6, BRFEICECb (XA LAY, BERG =6
which is defined in IETF RFC 2460. fEIREZEL .
GEN.NETV6. 2 The RG MUST support enabling and HARSA 1L, 1Pv6 #REZ FIFH

disabling of IPv6.

T HRIEANOEECDOINTEERLT
L\5T=8, IPv6 #EEZ off (2T 5
ZEITDWNTIH AN TUVELY.




IPv6 ZJEH N — 2 A KT A 5 2 L TR-124i5 O Lk

3 Wide Area Networking (WAN)
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3.1 Bridging
Section Item Requirements HARSAL2 LD B

WAN.BRIDGE. 1 The RG MUST be able to bridge IPv4 | TARS A Tl IPv4 T1)wIiEE
over Ethernet. [ZDULTIE &4},

WAN.BRIDGE. | 2 The RG MUST be a learning bridge | HAFS A2 Tl P4 T HEEE
as defined in IEEE 802.1D for all [ZDNTIE &R
logical and physical Ethernet
interfaces, supporting a minimum of
272 MAC addresses.

WANBRIDGE. | 3 If bridge mode is enabled for IPv4 on | TR-069 MEfREEMNELEH&

the RG by default for LAN
connected devices, the RG MUST be
able to support additional
connections for TR-069 remote
management addressability (using
direct DHCPv4 or static IPv4, PPP,
etc.), and connections for any locally
terminated service that require IP
(v4 or v6) addressability (e.g.
gateway integrated voice ATA ports,
etc.).

Note that this special bridge mode
that includes a device remote
management session connection
requires an additional WAN
connection from the network. This
requirement is considered
conditional as a result of the
network side dependency, but the
RG must support this type of

configuration.

B TS, HARS(TIE
ISES)S
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Section Item Requirements HARSA LD LB

WANBRIDGE. | 4 | The RG MUST be able to bridge IPv6 | HARS AL TIZT )P HEEIZD
over Ethernet (Ethertype 0x86DD). WTIEfi TULVELY. IPv6 [ZERE
This includes bridging of multicast FBTVYOHEEIC DT, KAk
frames. LI TREFE.

WANBRIDGE. | 5 | The RG MUST be able to configure | HARSAL TIET ) v HEEIZD
IPv6 bridging for a WAN interface, | LNTI&fl TLMVELY. IPv6 ZBEE
separate from IPv4 treatment. F5T)yIBEEICDOLTIE, RiR

LI TIRETF .

WANBRIDGE. | 6 | The RG MUST be able to configure | HARSAL TIET ) v HEEIZD
IPv6 bridging separately for each WTIEfA TULELY. IPv6 [ZBSE
WAN interface (if there are multiple | 57y BEEICDULNTIX, KAk
WAN interfaces). LI TREFE.

WAN.BRIDGE. | 7 | When IPv6 bridging is enabled ona | HARSATIZT v HEEIZD
WAN interface, the RG MUST be WTIEAEN TLVELY. IPv6 [ZBSE
configurable to act as a host on that | $ 27y H#EEIZDULNTIE, KR
WAN interface (doing SLAAC, etc.). | LB THREFE.

It will not request IA_PD, since that
is not a host function.

3.2 EAP Re-authentication (ERP) for DHCPv6

Section

Item

Requirements

HARSALEDLE

WAN.DHCPv6.ERP

1

The RG MUST support the ERP
Local Domain Name (LDN) DHCPv6
Option (RFC 6440 [136]).

ERP [ZRLTIE, ERNTOFIFA
RREAELI-LET, KR~D
RBEFIZDONTHEETS.

WAN.DHCPv6.ERP

The RG MUST support receiving a
DHCPv6 request message from a
UE client, which includes an Option
Request option requesting the
DHCPv6 ERP Local Domain Name
option (RFC 6440 [136]). The
DHCPvV6 request message may be

Solicit, Request, or Information

Request.

ERP [ZEALTIX, ERTHOFIA
RREAELI-LT, Khr~D
RMERIZONTHRETA.
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Section

Item Requirements

BARSAED LT

WAN.DHCPv6.ERP

3 If the RG has pre—existing
knowledge of the ERP local domain
name for a client (for example, from
a previous AAA exchange), it
SHOULD include it in an instance
of the DHCPv6 ERP Local Domain
Name option of the DHCPv6
message and forward it to the
DHCPvV6 server as a sub—option of
the Relay—Supplied Options option
(RFC 6422 [134]).

ERP [CEALTIX, ERTOFIA
RRZEAELI-LT, KE~D
RMERIZDNTHRETS.

WAN.DHCPV6.ERP | 4 | The RG MUST support relayinga | ERP IZEALTIX, ERTOFIH
DHCPv6 Reply Message with the RiREFEL-LET, Rig~D
DHCPv6 ERP Local Domain Name | REREF(IZDL\THEET 2.
option from the DHCPv6 server to
the client.

WAN.DHCPV6.ERP | 5 | The RG MUST support ERP [CEALTIX, ERTOFIA

configuration of the parameters for
it to connect to the RADIUS or
Diameter server via Web GUI or

TR- 069 extension.

KRERAEL-LT, RERAD
RBEFRIZDONTHRETTS.

3.3 IPv6 WAN Connection

Section | Item Requirements HARSA LD LB

WANIPv6. | 1 | The RG MUST support automated EHRIO—ITDWT, AAFSA
establishment of an IPv6 connection DNITERRB LR, HARSA
according to the flow in Annex A.2. WhREFIC 3 EDBEEICEER T S

HESERBRELTSRT L.

WANIPv6. | 2 | The RG MUST support a dual stack of IPv4 | T/ RS> TIXIPv6 #EEEIZHHE
and IPv6 running simultaneously, as LI-EH%ERiBL TS A, KE
described in section 2 of RFC 4213. REGIRFDERENES S,
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Section | ltem Requirements HARSA LD LB

WANIPv6. | 3 | The RG MUST allow the IPv6 stack to be | HAFZ A (&, IPv6 H#EEE% FIF
enabled / disabled. T RHIZEDEEITONTIRAL

TW571=8, IPv6 BEER off 2T
BHIETDONTIEERN TUVELY.

WAN.IPv6. | 4 | The RG MUST support DHCPV6 client HAARZA42TE, WAN /22T
messages and behavior per IETF RFC —ATDHCPv6 #E&E3 5 LIE
3315. See WAN.DHCPC.5 for further WEELTULNS. IAID [2DULVTIE
specifics on IAID value. HARSATIEERLTES

¥, RIRTORBRZERETTS.

WANIPv6. | 5 | The RG MUST support the role of the CPE | H/F54/4TH, MEDRERE
requesting router in RFC 3633. Y. EH 1)

WANIPv6. | 6 | The RG MUST support specifying in its HARZAIZIFER L.
DHCPvV6 prefix delegation request an H—EREHRICIKRET S5,
indication of the length of prefix it requires. | JRRTH KBIZ DWW TIZERET
If the RG supports multiple LANSs, or has ET 5.

PD requests from its LAN, it MUST
indicate a preferred prefix length that
would at least enable the RG to assign a
/64 prefix to each LAN it supports. Note
that the delegated prefix may vary from the
requested length.

WAN.IPV6. | 7 | When sending DHCPv6 messages, the RG | HARS A IZIE5E k%L,
MUST identify itself in OPTION_CLIENTID | RFC A f=flIZZ>THY,
(1) (client=identifier) using the same client | RERTO KLIZ DL TIZERET
identifier as for IPv4 (see WAN.DHCPC.3 9%,
and .4).

WANIPv6. | 8 | The RG MUST support IPv6 node HARSA42TI&, RFC4294
requirements as a host node, per [IETF RFC | (RFC6434) FD1LDESMEL T
6434 [135]. WELAY, RERTOHRBRIZDL

TIHERFHETS.
WAN.IPv6. | 9 | The RG MUST support stateless address | HAKSA2 T, BIEDEERE

auto—configuration (SLAAC) as a host, per
IETF RFC 4862.

Y. (Ef 4
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Section | ltem Requirements HARSA LD LB

WAN.IPv6. | 10 | The RG MUST support receipt of route HARS A2 TlE, WAN @lIZD0
information per RFC 4191. If the RG only TIX RFC4191 Xt iGIZBH 9 %50k
has one WAN connection, it does not need | [E%ELY. RERTH RELIZDUNT
to place this information in its routing table, | [FE&ETET 5.
but it does need to save it (for possible
forwarding on the LAN interface).

WAN.IPv6. | 11 | If route information is provided (RFC 4191) | HA KRS A2 Tl&, WAN lIZD0Ly
and the RG has multiple WAN connections, | Tl& RFC4191 Xt (ZRB8 9 B EC 1k
it MUST place the route information in its | [F%iLY. RARTO RBEIZDNT
routing table. [TE®RFTETS.

WAN.IPv6. | 12 | If the RG does not have a globally-scoped | A K51 (EH 6)ICEHDEC
address on its WAN interface after having | iiA& 20, BFDEHRTL 7«
been delegated a prefix, it MUST create Y RS A EERIG & DLk
addresses for itself from the delegated [ZDWTREBIZERT 5.
prefix. It MUST have at least one address
and MAY have more.

There is currently no algorithm defined for
address creation. It should be assumed
that different service providers will want
different rules for how to create the
address, how many addresses to create,
and in the case of multiple addresses, how
the different addresses are used.

WAN.IPv6. | 13 | Requirement deleted; redundant with EHEMNEIRSNTLNS A,
WAN.IPv6.3 HENETD.
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Section | ltem Requirements HARSA LD LB
WANIPv6. | 14 | The RG MUST be able to request the HARTAUIZIE, IANA,
following DHCPV6 options: IA_NA (RFC IA_PD,DNS_SERVERS [ZDLT
3315), reconfigure accept (RFC 3315), &, 723> B TOEEMRALELY
IA_PD (RFC 3633), and DNS_SERVERS &, RERIZTEBRET S.
(RFC 3646). Reconfigure IZBEL TI&, BAEE
R (EH 36)I<H B,
Reconfigure Accept MIBERHE
ORBTHRERABTIZ DN TR
F9 5. =, ISP LDIFERD KO
YEYIZEHATOrILELT
JaraAToavIcEY B
RIZONWTEHRBERDORELE
B9 5.
WAN.IPv6. | 15 | The RG SHOULD be able to request the HARSAUIZIE,
following DHCPv6 options: SNTP_SERVERS, Domain Search
SNTP_SERVERS (RFC 4075), domain List [CDWTIE, # T3V AT
search list (RFC 3646), and Client FQDN | D&l AVEL A, RARICTERE
(RFC 4704). 9 %. Client FQDN [ZBEL TIL,
ERTOMARKRERHEL-L
T, ZIR~NDRBRESIZDINT
a5, Ff=, ISP LOTERD
PYLYICEhBHTarILE K
vraraAtToavicidTd
ROV TEAEHROREL
ZIREAT D
WAN.IPv6. | 16 | The RG MUST continue to use the HARTAUIZIFERBIRAZLAY,
connectivity parameters (obtained via RA | RER TR ERERETT 5.
or DHCP) and consider them valid until
either they expire or the RG is explicitly
told to use different values.
WAN.IPv6. | 17 | The connectivity parameters (obtained via | HARSAUIZEEBRAZLIAY, R

RA and DHCPv6) MUST persist across
loss of WAN connection (or lack of

response from WAN connection).

YD —OREENA LS DHEE
AbhdE, RIRIZTERET 5.
WEEICDOVWTIFERE.
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Section | ltem Requirements HARSA LD LB

WAN.IPv6. | 18 | The device MUST continue to use the HARSAUIZERBHELD,
connectivity parameters (obtained via RA | Wh T —OREENR LT HEE
or DHCP) and consider them valid until ZbNndh, RRICTERET 5.
either they expire or the device is explicitly | HMEEIZDWTIZERET.
told to use different values.

WANIPv6. | 19 | The RG MUST NOT advertise any address | 74/ RS IZ52ab%zL. WAN
prefixes on the WAN using the IPv6 ABITT—ADTAIHILEIE
neighbor discovery protocol, or advertise ELTELETHIEFRRTRED
itself as a default router. 9 5.

WAN.IPv6. | 20 | The RG MUST provide up to 4 instances of | HAKS A IZIZ5Eak % L. BBF
option—data within a single IZBITHENEHEEHLND
OPTION_VENDOR_OPTS (17) (RFC 3315) | A&, XtR5HET 5.
with IANA “ADSL Forum” Enterprise
Number as the enterprise—number. Each
instance will have one of the 4 sub—options
from WAN.DHCPC.7 as the
vendor—specific opt—code, with the
corresponding value in the vendor—specific
option—data. If the value of a parameter is
empty for the RG, then the sub—option
MUST be omitted. If there are no values to
provide, the entire option MUST be
omitted.

WANIPVv6. | 21 | The RG SHOULD be able to request the | HARSAVIZTERERAEL. 7TvT
following DHCPv6 options: address OO EHHDIGEE DRI
selection policy (RFC 7078 [142]), route DLTIE, SEDEIRRETR
information RADRBREEETT 5.
(draft—ietf-mif-dhcpv6—-route—option Error!

Reference source not found.), and DNS
selection policy (RFC 6731 [139]).
WANIPv6. | 22 | If route information is provided HARSAvIZTRBEL. 7yvT

(draft—ietf-mif—-dhcpv6—route— option) and
the RG has multiple WAN connections, it
MUST place the route information in its

routing table.

D OMEHRSHHIBE DXL
DWTIE, SEROERERETR
FRAD RBRERETT S
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Section | ltem Requirements HARSA LD LB
WAN.IPv6. | 23 | The RG SHOULD generate address HARSAvIZTRAL. 7y

selection policy based on policies obtained

from each WAN link by DHCPv6 option

D ONERSHHIHE DHITIS
DWTIE, SEDOEFRRETR

(draft— ietfF-6man—addr—select—opt) or RAD R ERETT 5.
manually configured policy.
3.4 Transitional IPv6 WAN Connection
3.4.1 6rd Transition Mechanism
Section Item Requirements HARSA2 LD
WAN.TRANS. 1 The RG MUST support the 6rd 2019 £ 1 AR TIE,
6rd. transition mechanism as described in E R TI& IPv6 only £LLIE
RFC 5969. This includes being able to IPv4/IPv6 Dual Stack [Z&B ARy
configure the necessary parameters via | N —O28 AT RICHLTH
TR-069 and DHCPv4, creation of the | Y, 6rd D FI A EEESNALY
prefix, using the created prefix as a B, HARSAOTIEHIGF ER
“delegated prefix” for purpose of L.
including one of its /64s in RA {BL, BBF Tl& MUST E#&7%>
messages, and modifying the IP header | TUL\5A.
for traffic that goes between the WAN
and LAN devices.
WAN.TRANS. | 2 | The RG MUST support enabling and 2019 &£ 1 AR R TIL,
6rd. disabling of the 6rd feature on the ERTI& IPv6 only £LLIE

“default” routed IPv4 connection. 6rd is
not applicable to bridged WAN

interfaces.

IPv4/IPv6 Dual Stack [Z&k2 7y
FO—OBBNERIZESTH
Y, 6rd DR AIFEESNAL
B, HARSAOTIEREFER
L.

{EL, BBF Tl& MUST E#-&4>
TW%.

10
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Section Item Requirements HARSA LD LB
WAN.TRANS. 3 If the RG supports configuration 2019 &£ 1 AR Tl
6rd. mechanisms other than the 6rd DHCPv4 | [EIR Tl IPv6 only £L<IZE

option 212 (user—entered, TR-069, etc.),
the RG MUST support 6rd in “hub and
spoke” mode. 6rd in “hub and spoke”
mode requires all IPv6 traffic to go to
the 6rd border relay. In effect, this
requirement removes the “direct
connect to 6rd” route defined in section

7.1.1 of RFC 5969.

IPv4/IPv6 Dual Stack [Z&k5 Y
FO—OEMNERICHELTS
Y, 6rd DFIAIETEESINGLY
B, HARSAOTIEREF ER
L.

{BL, BBF Tl MUST E#-&7%->
TWV3.

3.4.2 Dual Stack Lite Transition Mechanism

Section Item Requirements HARSAO LD HE
WAN.TRANS. | 1 | The RG MUST support DS-Lite (RFC RIRIZT, IPv6 BATRITOEZE
DS-LITE. 6333) with IPv4 in IPv6 encapsulation EBML, EHEERT 5.

(RFC 2473). BL, Y—EXEHITEKET S
A BEECOVTITERE.
WAN.TRANS. | 2 | This requirement replaced by RERIZT, IPv6 BITHHIDES:
DS-LITE. requirement WAN. TRANS.DS-Lite.6. EmL, EH4%EELT S.
BL, ¥—ERERKRICEKEFET S
B, WEEITOVTIXERE.
WAN.TRANS. | 3 | The RG MUST configure a static IPv4 RERIZT, IPv6 BITHHIDES:
DS-LITE. default route toward the DS-Lite tunnel. | JBIIL, BE#4%EET 5.
BL, Y—ERERKRICEKEFET S
B, WEEITOVTIXERE.
WAN.TRANS. | 4 | The RG MUST deactivate the NAPT RERIZT, IPv6 BBITHMTOEE
DS-LITE. function on the DS-Lite interface. EBmML, EHREERT 5.

BL, Y—ERE#HIZKET S
B, BWEEIZODVWTIZERE.

11
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Section Item Requirements HARSAOEDHE
WAN.TRANS. | 5 | The RG MUST support enabling and RERIZT, IPv6 BITHHODEE
DS-LITE. disabling of DS-Lite. BML, EHEBRLTS.

BL, Y —EXERKRICEET D
&, BDEEISODVTIEERE.
WAN.TRANS. | 6 | The RG MUST be able to use the RIRIZT, IPv6 BITETOEZ
DS-LITE. DHCPV6 option to retrieve the FQDN of | iBfNL, E##BIET 5.
the AFTR element, as defined in RFC BL, ¥—ERLHKIZEKET D
6334. B, BWEEICOVTITERE.
WAN.TRANS. | 7 | Manual configuration on the RG of the | XRARIZT, IPv6 FITHMfTDEZ
DS-LITE. FQDN or the IPv6 address of the AFTR | iBiNL, EH#BIET 5.
element SHOULD be supported. BL, Y—EXRERKRIZEKEFET S
B, WEEITOVTIEEREH.
WAN.TRANS. | 8 Remote configuration via TR-069 of the | XRhRIZT, IPv6 BITHETOESE
DS-LITE. FQDN or the IPv6 address of the AFTR | iBiNL, EH#BIET 5.
element SHOULD be supported. BL, Y—ERXRERKRICEKEFET S
B, REEITOVTIEEREH.
WAN.TRANS. | 9 | The RG MUST support configurable RIRIZT, IPv6 BITHMTOESR
DS-LITE. precedence between the FQDN and the | :Bi0L, BE#%BET 5.
IPv6 address. BL, Y¥—ERERKRICEKEFET S
A, BDEEITOVTIEERE.
WAN.TRANS. | 10 | The RG MUST support configurable RIRIZT, IPv6 BITHMTOESR
DS-LITE. precedence between dynamic or static | JBIIL, BEHZEELT 5.

configuration of the IPv6 address of the
AFTR element when both are available.

The RG MUST use DHCPvV6 by default

or use an operator—specific

configuration.

{BL, H—EREHIZKET S
B DEEICDOLTIEERE.

12
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3.4.3 IPv6 connectivity with content-based IPv4 release control
transition mechanism

Section Item Requirements HARSAOED S
WAN.TRANS. 1 | The RG MUST 2019 £ 1 AR R TIL,
v4-release—control provide a mechanism | EIRNTIl& IPv4 Release Control(IPv4 7KL X% A
that monitors IPv4 UTIVURTHAT S Y —EX)TR-242 %5 8&
session/traffic. DZEIDFRIFHER SN TGS,
HARZAVTIEFIGFELL.
{BL, BBF Tl& MUST E#£74>TLV5.
WAN.TRANS. 2 The RG MUST 2019 &£ 1 AR TIE,
v4-release—control provide a E R TIXIPv4 Release Control(IPv4 7KL X &4
timer—based trigger | YT YR THATSHH—E R)[TR-242 %518
for releasing an IPv4 | M ZEIDF|RAIFHERIN TGS,
address. HARSAVTIERGFELL.
{BL, BBF Tl& MUST E#&74oTLV5.
WAN.TRANS. 3 | The RG MUST 2019 £ 1 AR R TIL,
vl-release—control provide signaling to E R TIlXIPv4 Release Control(IPv4 7KL X &4
the BNG according | YT URTHATH Y —ERNTR-242 25 R
to RFC 1332. DEIDFRIFHERSNTLENE, HARS5A
DTIEHISFEREL. {BL, BBF TIE MUST &
HLlioTLNVS.
WAN.TRANS. 4 The RG MUST 2019 &£ 1 AR RTIE,
v4-release—control provide the E R TIXIPv4 Release Control(IPv4 7KL X &4
(re)assignment of an | T YR THIFAT Y —E X)[TR-242 2518
IPv4 address inside a | D EIDF A IEHEREIN TGS,
PPP session HARZATIERFEFELL.
according to RFC {BL, BBF Tl& MUST E#&745TLV5.
1332, independent of
the IPv6CP status
according to section
2.1/RFC 4241.

13
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Section Item Requirements HARSAL LD HE

WAN.TRANS. 5 | The timer that 2019 £ 1 AR TIE,

v4-release—control triggers the release E R TIlLIPv4 Release Control(IPv4d 7KL X &7
of the IPv4 address | T IR THIAT HHY—ER)TR-242 258
MUST be DIEIDFIRIFHERSNTULENA,
configurable. HARSAUTIEREFTERL.

{BL, BBF Tl& MUST E#&74oTLV5.
WAN.TRANS. 6 | The timer that 2019 £ 1 AR RTIL,

v4-release—control

triggers the release
of the IPv4 address
MUST be

configurable via

E N Tld IPv4 Release Control(IPv4 7 KL X% #
UTIVURTHAT S Y —EX)TR-242 %5 8&
DEIDFIAIFHEREIN TGS,
HARSAUTIEXIEFERL.

TR-069.

{EL, BBF Tl& MUST EffL4-TLVA.

3.4.4 MAP-E Transition Mechanism

Section Item Requirements HARSAO LD HE
WAN.TRANS. | 1 | The RG MUST support mapping | RhIZT, IPv6 B{THTDEZEML,
MAP-E. of address and port with EH#IBETS.

encapsulation method (MAP-E)
as specified in RFC 7597 [144].

{BL, Y—EREHKRICIKFT S5,
WEEIZTDOVTIEERE.

WAN.TRANS. 2
MAP-E.

The RG MUST support the
configuration for MAP-E
operation by one or more
methods, including TR-069,
DHCPv6 with options as
specified in RFC 7598 [145].

RIRIZT, IPv6 BATHRATDEZENML,
EHFBETS.

BL, Y—ERLHRICIKEFT D5,
WHEEIZDONWTIEERET

WAN.TRANS. 3
MAP-E.

The RG MUST support the
MAP-E configuration for
parameters with consistence as

specified in RFC 7598 [145].

RIRIZT, IPv6 BATHRATDEZENML,
BEHZEBRLTD.

BL, Y—ERLHRICIKEFT D5,
WHEEIZDOVTITERET.

WAN.TRANS. 4
MAP-E.

The RG MUST support enabling
and disabling of MAP-E

operation.

RIRIZT, IPv6 BBATHRAT D EZENML,
BEHFIBET 5.

BL, Y—EREHICIKET DA,
HEEIZDONTITERET.

14
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Section Item Requirements HARSAOEDHE
WAN.TRANS. | 5 | When performing NAT44 RIRIZT, 1Pv6 BATEMDEZEML,
MAP-E. function, the RG MUST restrict | ZE#4%B5E T 5.

the port assignment within the | {BL, Y —EXL#IZIKTET S 4,

range per MAP-E configuration. | A EEIZ DUV TIXERET.
WAN.TRANS. | 6 | The RG MUST support MAP-E | RhRIZT, IPv6 4TI D EZEBML,
MAP-E. operation in “hub and spoke” BHYEBILT 5.

{BL, Y—EREHICIKEFT D5,
WEEIZDOVTIEERET.

mode by forwarding
IPv4-in—-IPv6 packets to the
MAP-E BR for distribution.

WAN.TRANS. 7
MAP-E.

The RG SHOULD be able to RIRIZT, IPv6 BITHEMTDEZIEBML,
EHFEETS.
{BL, Y—EREHKRICIKEFT S5,

WEEICDOVTITERE.

connect to more than one

MAP-E domain.

3.5 PPP Client

Section | Item Requirements HARSA LD LB

WAN.PPP. 1 The RG MUST support PPP and the associated | 54 K5 4> Tl& IPv4 PPP [Z
protocols as defined in IETF RFCs 1332, 1334, | DLNTIEXI R4}
1661, 1877, 1994.

WAN.PPP. 2 Upon receipt of non—standard or unrecognized | HAFS 4> Tl& PPP [ZD0LY
PPP extensions according to IETF RFCs 1570 | TIl&xt&4}.
and 2153 from the broadband network (e.g.
vendor or proprietary), the RG MUST operate
without fault.

WAN.PPP. 3 The RG MUST support PPPoE as defined in HARS 42Tl PPPoE 2D
IETF RFC 2516. WTIEH RS

WAN.PPP. 4 The RG MUST support IETF RFC 4638 in order | A K54 > Tl PPPoE 2D
to accommodate MTU/MRU values greater WTIE R
than 1492 bytes in PPPoE.

WAN.PPP. | 5 | If the RG supports ATM, the RG SHOULD HARSAUTI& PPPoA [2D
support PPP over AAL5 (PPPoA) as defined in | LNTIZ Xt &4}
IETF RFC 2364.

15
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Section Item Requirements HARSA LD LB

WAN.PPP. 6 The RG MUST be able to save all logins and TARS A TIEER B AN
passwords for PPP sessions originated by the | A%, B FOEREIFLLT
RG. Passwords MUST NOT be available outside | 2% RhRICTEEETH. B
the RG (that is, they cannot be queried or KE L SHOULD &9 5.
displayed). (TR-124i5 Tl MUST T#H5

CEEIEBRET D)

WANPPP. | 7 | The RG MUST NOT immediately terminate HARSAUTIXERB ALY
PPPoE sessions and upper layer protocol h, —E R BID PPPoE 2y
connections when the physical connection is aviaME T A=HIZE
lost. It should defer the teardown process for | ZE FMDEREFBIELL TitihE
two minutes. If the physical connection is RIRICTIBET 5. EREL
restored during that time, the RG MUST first SHOULD &9 %. (TR-124i5 T
attempt to use its previous PPPoE session & MUST THAHZEFBERT
settings. If these are rejected, then the original | %)

PPPoE session is to be terminated and a new
PPPoE session attempted.

WAN.PPP. 8 The RG SHOULD incorporate a random timing | H A K54 > TlXER kA7
delay prior to starting each IP (v4 or v6) and A, BEEEDARREE
PPP session. This random timing delay helps to | [EMAT=0IZEE FDER
reduce connection failures when a group of FIFLLTREABRERMRIZTE
users attempts to establish connections to a LI 5.
service provider at the same time (e.g. after
power is restored to a neighborhood that had a
blackout).

WAN.PPP. | 9 | If the RG receives an authentication failure HARSA U TIXEEBRAELY

when attempting an automated PPP
connection attempt, it SHOULD re—try
immediately to establish the connection. After
three unsuccessful attempts, the RG SHOULD
wait for five minutes, then repeat the
connection attempt three times. If
authentication still fails, the RG SHOULD back
off to thirty minute intervals between groups of

three attempts.

N, MAKEDERERE
[EMBF=HIZREEDER
FIRELTERARZRIRIZTE
ECE )
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Section

Item

Requirements

IPv6 % % - mE LHEtE S

BARSAED LT

WAN.PPP.

10

If the RG is using the PPPoE client function
actively, the RG MUST be able to forward
PPPoE sessions initiated from LAN devices as
additional PPPoE sessions to the WAN
interface (this is sometimes known as PPPoE
pass—through). Specifically, these LAN initiated
PPPoE sessions MUST NOT be tunneled inside

the RG’s primary PPPoE client session.

HARS AL TIERIBALL
A, A—FRETOFEN
FEDA, RbERIRICTE
275.

WAN.PPP.

11

When fragmentation is required, the RG MUST
fragment all PPP sessions that it originates on
an access VC using MLPPP interleaving as

defined in IETF RFC 1990.

HARSA2TIE PPP [ZDLY
TIEH &R

WAN.PPP.

12

If PPP is used, the RG MAY obtain an IPv4
subnet mask on its WAN interface using IPCP
(IPv4) extensions. If this is done, the IPv4
subnet masks will be communicated with IPCP
(IPv4) using the PPP IPCP (IPv4) option with
option code 144, the length of the option being
6 and the mask being expressed as a 32-bit
mask (e.g. OxFFFFFF80), not as a number
indicating the consecutive number of 1s in the
mask (from 0 to 32).

The learned network information MAY, but
need not, be used to populate the LAN side
embedded DHCP server for the RG.

The learned network information is treated as a
subnet and not as a collection of individual
addresses. That is, the first and last addresses
in the subnet should not be used.

The IPv4 address negotiated SHOULD, but

need not, be the one assigned to the RG.

HARSA2TlE IPv4 PPP (2
DLNTIER R4,

WAN.PPP.

13

The RG MUST make the access concentrator
name used with PPPoE connections available
via the Web GUI, TR-064i2 and TR-069

interfaces for diagnostic purposes.

HARSAIZIEER R AL .
BBF IZHT5EAEHEE
hd%a, AENETS.
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Section Item Requirements HARSA LD LB
WAN.PPP. 14 The RG MUST support RFC 3544, “IP Header HARSAIZIEER b [F AR LY

Compression over PPP”.

A, RIRICTRBERETT
3.

3.5.1 PPP Client for establishment of IPv6 connection

Section

Item

Requirements

HARSAU EDLE

WAN.PPP.IPv6.

The RG MUST support IPv6 over
PPP per IETF RFC 5072 and RFC
5172.

HARSAUIZIFERERTEA,
RIRIZTRERZEIBEE S 5.

WAN.PPPIPv6. | 2 | The RG MUST support HARSAVIZIFEERITTZLVAY,
establishment of an IPv6 over R CERBEIEBEET 5.
PPPoE connection according to the | BREIZDUWTIXR&ESTT 5.
flow in Annex A.1.

WAN.PPPIPv6. | 3 | The RG MUST allow any particular | 34 FZ4 U IZIEELRIEAELVAY,
PPP connection to be configurable | RhRICTERRZIEEET S.
for IPv4 only, IPv6 only, or both. BEREIZDOVTIHAIRIRE T 5.

WAN.PPPIPv6. | 4 |If the RG is configured for multiple | 74 FZA U IZIEERRIEAELAY,
PPPoE connections, it MUST be RIRIZTERABZEIBIEY 5.
possible to configure it to use the BEREICDOWVWTIERIRESTT 5.
same login and password for all, so
that only the domain is unique per
connection.

WAN.PPPIPv6. | 5 | The RG MUST NOT tear down a HARSAVITIFERR LAY,

shared (IPv4 and IPv6) PPP session
if error conditions prevent only one
IP stack (either IPv4 or IPv6) from
working. The session MUST be torn
down if error conditions apply to

both stacks.

RARIC TR FBEE T 5.
BEREICDWTIXAIR®RET 5.
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3.6 802.1x Client

IPv6 % % - mE LHEtE S

Section | Item Requirements HARSAOED S
WAN.dot1x. 1 The RG MUST support IEEE 802.1X acting as | WAN {8l T@ IEEE 802.1X F|FH
a supplicant. IZBALTIEX, ERTOR AR
RERAELIZLT, RIR~D
RBEEIIDOVNTHETS.
WAN.dot1x. 2 | The RG MUST be able to respond to an WAN 8| IEEE 802.1X |
appropriate IEEE 802.1X request and provide | [CELTI, ERNTOHOFI ALK
certificate information using Extensible REFAEBELI-LT, R~D
Authentication Protocol-Transport Layer RRERIZDODLNTHEET 5.
Security (EAP/TLS).
WAN.dot1x. 3 The RG SHOULD support EAP-MD5 WAN {8 T IEEE 802.1X F|
username and password type authentication. | [CELTI&, ERTO FIAK
REFEL-LT, RER~D
RMERCDOVNTHRETT 5.
WAN.dot1x. | 4 | The RG MUST support receiving IEEE 802.1X | WAN {8] G IEEE 802.1X |8
EAPOL frames with an individual MAC [CELTIE, BATOFAR
address (i.e. unicast) as well as frames with a | RZEFELI=LT, RiE~®D
group MAC address (i.e. multicast). REERIZDNTIRETT 5.
WAN.dot1x. | 5 | The RG MUST perform mutual authentication | WAN {8] G IEEE 802.1X |8
by authenticating certificate information of IZBEALTIE, EBRTOFAK
the requesting authenticator. REFEBEL-LT, RE~D
RERIZDOWTHRETTS.
WAN.dot1x. 6 | The RG MUST be able to store certificate WAN {8 T IEEE 802.1X F|A
information used to authenticate the ICEALTIE, ERTOFIAK
authenticator. REFELIZLT, RER~D
RERIZDOWNTHRETTS.
WAN.dot1x. | 7 | The RG MUST be able to update the WAN {8 IEEE 802.1X FI|FH
information used to validate the authenticator | [ZBIL TI&, ERNTOHOFIALK
by either a firmware upgrade or via updated REFEEBEL-LT, RE~D
certificates. RMEEFIZDONTHRETT 5.
WAN.dot1x. 8 The RG SHOULD be able to update the WAN {81 IEEE 802.1X #I)

information used to validate the authenticator
by updated certificates without a firmware

upgrade.

IZEALTIX, ERTORAIK
REFABL-LT, RER~AD
RBEF(CDOLNTHRETTS.
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Section Item Requirements HARSAOEDHE

WAN.dot1x. | 9 | The RG MUST be able to authenticate a WAN {8 T IEEE 802.1X FI|A
minimum of eight authenticators. IZEALTIEX, ERTOFAIK

REFEL-LT, RE~D
RBEFIZOVTHRET 5.

WAN.dot1x. | 10 | When used with IPv4 over Ethernet and WAN {8 T IEEE 802.1X F| A
DHCPv4, if the RG already has a connection | [CEALTI&, ERTOFI AL
when receiving an IEEE 802.1X request, the REFEL-LT, IR~D
RG SHOULD subsequently perform a DHCPv4 | REREEHIZDULNTHRETT 5.
lease renewal upon successful 802.1X
authentication.

WAN.dot1x. | 11 | Each RG MUST have a unique WAN {8 T IEEE 802.1X F 8
factory—installed private/public key pair and IZEALTIE, ERTOF AKX
an embedded ITU-T X.509 version 3 / IETF REFELI-LT, KR~D
RFC 5280 [125] certificate that has been RMEEIZDONTHRET 5.
signed by the RG vendor’ s certificate
authority.

WAN.dot1x. | 12 | The RG certificate MUST have a validity WAN {8 IEEE 802.1X |
period greater than the operational lifetime of | [CEELTI, ERTOFI ALK
the RG. MEFELIZLET, RER~D

RELEFITOVTRET 3.

WAN.dot1x. | 13 | When used with IPv6 over Ethernet and WAN {8 T IEEE 802.1X F|FH

DHCPv6, if the RG already has a connection
when receiving an IEEE 802.1X request, the
RG SHOULD subsequently perform a DHCPv6
CONFIRM upon successful 802.1X

authentication.

[CEALTIE, ERTORAK
REFMELI-LT, REE~D
RMERIZOVTRETTS.
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3.7 Denial of Service Prevention
Section | [tem Requirements HARSAO LD S
WAN.DoS. 1 The RG MUST provide denial of service TARSAUIZEER AL LVAY,
(DOS) protection for itself and all LAN CPE | N M E &M AEE 4 A B BE/T
including protection from ping of death, B BHLLTERTAEITEHE
SYN flood, LAND and variant attacks. The | &&Z 5.
extent of this protection will be limited RERIZT, TR-124i5 TIX MUST &
when the RG is configured as a bridge in HTHAHES LU AEEH L
which only PPPoE traffic is bridged. This | EBH%iBiE T 5.
protection MUST be available when the RG | JL—A1RERF EFIRNED /N
terminates IP (v4 or v6) or bridges IPv4. SURITIKRETHE)
WAN.DoS. 2 | The RG MUST reject packets from the HARSAUIZERBHIZUVAY,
WAN with source MAC addresses of MAC ZRL R[22 TR ok
devices on the local LAN or invalid IP (v4 or | € 9 ITEBEEIMET S &L ATRE
v6) addresses (e.g. broadcast addresses or | HDEEZD A, MIETELL. IP
IP (v4 or v6) addresses matching those TFELRIZDWTIXRIRIZTIBE
assigned to the LAN segment). TN, FEHIP FRLRADESE
[SOVWVTHREABE
WAN.DoS. 3 | The RG MUST reject any unidentified HARSAUIZERBHIEUVAY,
Ethernet packets (i.e. any packet that is not | unidentified D E T EERE 5,
associated with IP (v4 or v6) or PPPoE BEHLLTHIGFELEL. RARIC
protocols). T, TR-124i5 TIX MUST ZH#TH
HIEBLUVRBNRELGIERE
BEEY S, UL—FHRERF LD
AREDNTGURIIKTFT HF)
WAN.DoS. 4 | The RG MUST perform anti—spoofing TARSAUIZIXEE R (AR ULVAY,
filtering for IPv6. All IPv6 traffic sent to the | RARIZTEBRE T 5. BEXREIZDLY
WAN from the LAN MUST have an IPv6 TIX RFC7084 [ZT MUST M5
source address with a prefix assigned to SHOULD [ZH T IFEn =@ 1 H
the LAN by the RG, that was delegated Y, ERET
from the WAN (through DHCPvV6 or
configuration).
WAN.DoS. 5 Because the RG must perform TARSAUIZEER LAY,
anti—spoofing filtering for IPv6, until it has | RRIZCTIEBEET 5.

an IPv6 LAN prefix delegation it MUST filter

all upstream IPv6 traffic from the home.
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3.8 Quality of Service

IPv6 % % - mE LHEtE S

Section | Item Requirements HARSAOED S
WAN.QoS. | 1 | The RG MUST support classification of WAN HARSAVIZIFEERAL.

directed LAN traffic and placement into QoS &, HEBAIDHRE, —
appropriate queues (or discard) based on any one | EXEBHHETEZDINE
or more of the following pieces of information: nHY, Fi=, HAEZL1>

(1) destination IP (v4 or v6) address(es) with NDEETHAIRIEBVLE
subnet mask, EENDHHEEERTHLD]

(2) originating IP (v4 or v6) address(es) with [ZERULAELVEEELEZ S
subnet mask, =&, XRHNETS.

(3) source MAC address,

(4) destination MAC address,

(5) protocol (TCP, UDP, ICMP, IGMP, --+)

(6) source TCP/UDP port and port range,

(7) destination TCP/UDP port and port range,

(8) IEEE 802.1Q Ethernet priority,

(9) FQDN (fully qualified domain name) of WAN
session,

(10) Diffserv codepoint IETF RFC 3260),

(11) Ethertype (IEEE 802.3) length/type field),

(12) traffic handled by an ALG,

(13) IEEE 802.1Q VLAN identification.

(14) Wi-Fi SSID and,

(15) LAN type (Ethernet, WiFi, etc.).

WAN.QoS. | 2 | The RG SHOULD support classification of WAN | A/ RS54/ IZ(&ERR%L.

directed LAN traffic and placement into
appropriate queues (or discard) based on any one
or more of the following pieces of information:

(1) packet length (note: to be used with caution to
avoid re—ordering packets), and

(2) LAN-side physical port.

QoS [, #RIDHRE, ¥ —
EXEHDOETERDLE
Y, Ft=, HARF1>

DEETHA RIERBE
ESNDOHREERT DD
[CZRAELGVVEREEEZD
=8, HEHNETD.
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Section | Item Requirements HARSAOEDHE
WAN.QoS. | 3 | The RG MUST support the differentiated services | ARSI/ IZIXERR7EL.
field (DS field) in IP (v4 or v6) headers as defined | QoS I&, #EIDHERE, H—
in IETF RFC 2474 EXEHHETEZIDE
nwY, Fte, HAESALY
DEETHHBERHE
EENBREZR T HID]
IS LB R D
=8, }RNETS.
WAN.QoS. 4 The RG MUST by default recognize and provide HARSAUIZIXEE R L.
appropriate treatment to packets marked with QoS &, HEIDHRE, H—
recommended Diffserv codepoints, whose values EXREDHETEZDZNE
and behavior are defined in IETF RFCs 2474, 2475, | &Y, £z, HARS1>
2597, 3246, and 3260. Specifically, the values DEETHAH HIERKE
shown in the DSCP column of the table below EENDEEERTHLD ]
MUST be supported, except Cs0-7, which are 2L EREEE 2 D
optional. =8, WRHNETS.
DSCP
DSCP marking
marking  (decimal
Class Description (name) value)
EF Realtime ef 46
AF4 - in-contract Premium class4 (in) afdl 34
AF4 - out-of-contract ~ Premium class4 (out)  af42, af43 36,38
AF3 - in-contract Premium class3 (in) af3l 26
AF3 - out-of-contract ~ Prenuum class3 (out)  af32, af33 28. 30
AF2 - in-contract Premium class2 (in) af2l 18
AF2 - out-of-contract ~ Premuum class2 (out)  af22, af23 20, 22
AF]1 - in-contract Prenuum class! (in) afll 10
AF1 - out-of-contract ~ Premuum classl (out)  afl2, afl3 12. 14
DE/BE Default / Best Effort be 0
Cs0 (optional) Class Selector 0 ¢s0 0
Csl (optional) Class Selector 1 csl 8
Cs2 (optional) Class Selector 2 cs2 16
Cs3 (optional) Class Selector 3 cs3 24
Cs4 (optional) Class Selector 4 cs4 32
Cs5 (optional) Class Selector 5 csS 40
Cs6 (optional) Class Selector 6 cs6 48
Cs7 (optional) Class Selector 7 cs7 56
WAN.QoS. | 5 | The RG MUST be able to mark or remark the HARSAUIZIEERRAL.

Diffserv codepoint or IEEE 802.1Q Ethernet
priority of traffic identified based on any of the

classifiers supported by the RG.

QoS [, #MRIDHRE, Y —
ERXREHDOETEZDILE
nHY, £z, HARZ1>

NDEETHA RIERDLE
ESNHEREER T HLD]
[CEZELGVHEEEEEZD
=86, HEHNETD.
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Section | Item Requirements HARSAOEDHE

WAN.QoS. | 6 | Requirement relocated to WAN.QoS.VLAN.1 HARSAUIZIXEE R %L .

QoS (&, #MAIDHEEE, —
EXREHHETEZDINLE
nHY, £z, HAEZ1>

DEETHAH FIERKE
ESNBHHEEEZETHLD]
[CERULELMEREEEZD
=8, WENETB.

WAN.QoS. | 7 | Requirement relocated to WAN.QoS.VLAN.2 HARSAUIZIEEEBR%L.

QoS (&, HEIDHRE, —
EXEBHETERILE
nHY, £z, HAESA4>

DEETHI RIERLE
EENHBEEEZR TS0
[CERBLGUVMEEEEEZ D
=8, JARNETS.

WAN.QoS. | 8 | Requirement relocated to WAN.QoS.VLAN.3 HARSAUIZIFERRAL.

QoS [, MAIDFEEE, Y —
EXEHHETEZDINLE
&Y, £z, HARS1>

DEETHARIERLE
ESNDHREZF T HLD)
[CERALEVMEREEEZD
=&, XFHNETS.

WAN.QoS. 9 | The RG MUST support one best effort (BE) queue, | HARSAIZIZEE %L .
one expedited forwarding (EF) queue and a QoS &, fMERAlDOKeE, H—
minimum of four assured forwarding (AF) queues. | EREHHETEZIDE
&Y, £z, HARS1>
DEETHARIERLE
EESNBHAEZR T HID]
[CERALEVMEREEEZD
=8, }ERNETS.
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Section | Item Requirements HARSAOEDHE
WAN.QoS. | 10 | The RG MUST duplicate the set of queues for HARSAUIZIXEE R %L .
each access session (e.g. L2 PVC, VLAN). This QoS &, HEBAIDHEE, H—
can be done logically or physically. EXREHHETERDILE
nHY, £z, HAEZ1>
DEETHAH FIERNKE
ESNBHHEEEZETHLD]
[CERBLELMEREEEZD
=8, WENETB.
WAN.QoS. | 11 | The RG SHOULD support the appropriate HARSAVIZIFEERAL.
mechanism to effectively implement Diffserv QoS &, HEIDHRE, H—
per—hop scheduling behaviors. The RG SHOULD EXREHDHETEZRDINE
be able to configure each queue defined in BHY, £f=, HAKS1>
WAN.Qo0S.9 for strict priority or weighted round NDEETHA RIERENE
robin scheduling. SP queues are served with EENBHEEEEFTHED]
priority over all other queues. A strict priority [ZEZY LG VEREEE 2D
scheduler is preferred for EF. WRR queues are =8, ARNETS.
served on the basis of configurable weights,
provided with a mechanism to prevent starvation
(WRR queue minimum bandwidth)
WAN.QoS. | 12 | The RG MUST support aggregate shaping of BHARSAUIZIFEE R L.
upstream traffic across all access sessions (e.g. QoS &, MRl KkeE, —
L2 PVC, VLAN). EREHBDLETERADDE
&Y, £z, HARS1>
DEETHARIERLE
ESNBHREZR T HLD]
[CERALEVMEREEEZD
=&, XFHNETS.
WAN.QoS. | 13 | The RG MUST support per—class shaping of HARSAUIZIFEE R L.

upstream traffic.

Classes are defined in WAN.QoS 4.

QoS [, #MRIDHRE, Y —
EXREHHLETERINE
nHY, Tz, HARZ1>

DEETHA RIERBE
ESNHEREER T HLD]
[CEZELGVVHEEEEEZD
=8, HEHNETD.
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Section

Item

Requirements

HARSAU EDHLE

WAN.QoS.

14

The RG MUST support the capability to fragment
IP traffic on sessions that it originates, in order to

limit the effect of large packets on traffic delay.

HARSAUIZFEERAL.

QoS (&, HEIDHeE, U —
EXEHHETERINE
nHY, Ff=, HARSAY

DEETHA RIERBE
ESNHHEREER T HLD]
[CRELGVVEEEEEZD
=&, HRNET D,

WAN.QoS.

15

The packet size threshold before fragmenting AF
and BE packets MUST be configurable.

HARSAUIZFEERAL.

QoS [, #MRIDHEE, ¥ —
EXREHHOETERDINE
nHY, Ft=, HARZ1>

NDEETHA RIERBE
ESNDOHAREZET DD
[CEZELGUVMEREREERZD
=86, HEHNETD.

WAN.QoS.

16

The RG MUST handle all telephone
service—related network traffic by a high priority
queue to avoid congestion, delay, jitter, or packet

loss.

HARSAUIZTEERAL.

QoS [, #MRIDHEE, ¥ —
EXREHDOETERDINE
nHY, Tz, HARZ1>

NDEETHA RIERDLE
ESNDOHAREZEI DD
[CERELGVHEEEEZD
=86, HEHNETD.

WAN.QoS.

17

The RG MAY handle all telephone service—related
network traffic by a dedicated WAN interface to

avoid congestion, delay, jitter, or packet loss.

HARSAVIZFEERAL.

QoS [, #MRIDHRE, Y —
ERXREHDOETEZDILE
nHY, Ft=, HARZ1>

NDEETHARIERDLE
ESNDOHAREZEIT DD
[CERELGVHEEEEEZD
=86, HEHNETD.
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Section | Item Requirements HARSAOEDHE
WAN.QoS. | 18 | The RG MUST provide counters in terms of HARSAUIZIFERR AL,
dropped and emitted packets/bytes for each QoS &, Ml DHeE, H—
queue. Statistics SHOULD be collected from the | EXEHHETEZHINE
time of last counter reset or on a configurable BHY, £f=, HAKS1>
sample interval. NEETHLS RIERKLE
ESNBHHEEEZETHLD]
[CERBLELMEREEEZD
=8, WENETB.
WAN.QoS. | 19 | The RG MUST provide information about queue | A4S/ IZ(EERR%AL.
occupancy in terms of packets and peak QoS &, MRl KEeE, —
percentage. Statistics SHOULD be collected from | EXEDHETEZDINE
the time of last counter reset or on a configurable | H%Y, £f=z, HAFS1>
sample interval. NDEETHAIXIEBHE
ESNDHHEEEZETHLD]
[CEZELIGLVMEREEE RS
=&, XRHNETS.
WAN.QoS. | 20 | The RG MUST support classification of HARSAUIZIXEE R L.
WAN-directed internally—generated traffic and QoS &, HEIDRE, —
placement into appropriate queues based on any EXREDHETEZDINE
one or more of the following pieces of information: | &Y, Ft=, HAFSL>
(1) destination IP address(es) with subnet mask, NDEETHA RIERBLE
(2) originating IP address(es) with subnet mask, ESNLBEREEETHED
(3) protocol (TCP, UDP, ICMP, --), [CERHLABVEREEE R D
(4) source TCP/UDP port and port range, =&, XFHNETS.
(5) destination TCP/UDP port and port range,
(6) Diffserv codepoint (IETF RFC 3260),
(7) physical port, in case of voice packets.
WAN.QoS. | 21 | The RG SHOULD support classification of WAN HARSAUIZIFEE R L.

directed internally generated traffic and placement
into appropriate queues based on any one or more
of the following pieces of information:

(1) packet length.

QoS [, #MRIDHRE, Y —
EXREHHLETERINE
nHY, Tz, HARZ1>

DEETHA RIERBE
ESNHEREER T HLD]
[CEZELGVVHEEEEEZD
=8, HEHNETD.
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Section | ltem Requirements HARSA LD HLE

WAN.QoS. | 22 | The RG MUST be able to learn classification keys | I/ FZ 4 IZ(&ERb%EL.
(MAC address and IP address) through the QoS (X, #HEBIDHERE, H—
following option of the DHCP client requests on EXEHHETEZDIDLE
the LAN that it serves: nHY, £z, HAEZ1>
(1) DHCP Option 60 (Vendor Class ID), NEETHLS RIERKLE
(2) DHCP Option 61 (Client Identifier), ESNHHEERTHLD]
(3) DHCP Option 77 (User Class ID), and [CERULABVVREEE RS
(4) DHCP Option 125 (Vendor Specific 128, REHNET .

Information).

WAN.QoS. | 23 | The RG SHOULD be able to learn classification HARSAUIZIFERRRAL.
keys (MAC address and IP address) for trusted QoS &, MRl KEeE, —
DLNA devices as they are recognized on the LAN. | EXEHHEBTEZINE
&Y, £z, HARS1>
DEETHAFIERLE
ESNBHEREZF T HL D]
[CEZRELIGLVMEREEE RS
=&, XRHNETS.
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3.8.1 VLAN based QoS

IPv6 % % - mE LHEtE S

Section | Item Requirements HARSAL2 LD B
WAN.QoS. | 1 | The RG MUST support sending the HARSAUIZIERE B %L,
VLAN. following frame types: untagged frames, | WAN €220 x—XIZH 15 VLAN 2
priority—tagged frames, and JOFEEFL WEIO#EE, y—E
VLAN-tagged frames in the upstream REHHETEZDILENDHY, £
direction. This satisfies TR-101 R-01. | fz, HARSAVDEETHHHIER
DEESNDIEEEZRTHLD I
LULBVVEERELE X D120, MR E
T5.
WAN.QoS. | 2 | The RG MUST support setting the HARSAUIZIEEE %L,
VLAN. priority tag and VLAN ID values. This WANIZ$I1+5 VLANSZ T DT 5%,
satisfies TR-101 R-03. HBEIOHEE, Y—EXLHHETER
BLENHY, =, HAFSAODE
ETHARIERDELSN DR
BITHLDIHBLEVEEEEER
218, MEHNETB.
WAN.QoS. | 3 | The RG MUST support receiving HARSAUIZIEEE %L,
VLAN. untagged and VLAN-tagged Ethernet WANIZ$I1+5 VLANSZ T DT 5%,

frames in the downstream direction, and
MUST be able to strip the VLAN tagging
from the ones received tagged. This

satisfies TR-101 R-04.

HAlIDHEE, Y—EREHDOETER
BWEMNHY, =, HARZA2DE
ETHARIERDBELSNDHHAEE
BT BHLDIHRELEVHEEEE R
2=, }RNETD.
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3.8.2 Quality of Service for Tunneled Traffic
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Section | Item Requirements HARSAOED S
This module only applies when the RG is an
endpoint for a tunnel to the WAN. This module
applies to IPv6 if it is used as either the tunneled
or the tunneling protocol.
WAN.QoS. | 1 | The RG MUST be able to mark or remark the HARSAUIZIFERBARL.
TUNNEL. Diffserv codepoint of traffic that will be placed QoS HEEIX, ARSI D
over a tunnel, based on classification of that traffic | T E THAHIZIEBHEL
(prior to placing it on the tunnel) using any of the | SN A#EREZHITHELDIIZ
classifiers supported by the RG. This only applies | 522 LA MVEREEE 2 B 1=
when the traffic is going from LAN to WAN. &, XRNETD.
WAN.QoS. | 2 | The RG MUST be able to mark the Diffserv HARSAUIZIFEERAL.
TUNNEL. codepoint of the underlying tunnel or the IEEE QoS HEEEIX, HAFSA2D
802.1Q Ethernet priority of Ethernet that is FETHARERVEL
transporting the tunnel, based on classification of | S AREREZHE THELD I
the tunneled traffic using any of the classifiers ZAULILVERELE R BT
supported by the RG. This only applies when the &, XFRNETD.
traffic is going from LAN to WAN.
WAN.QoS. | 3 | When the RG receives tunneled traffic from the HARSAUIZIEER AL,
TUNNEL. WAN, it MUST be able to mark or remark the QoS #EEIX, HARSA D
Diffserv codepoint of that traffic, based on FETHARERNEL
classification of the tunneled traffic using any of SNOMEEEFTHHEDIC
the IP-layer or higher layer classifiers supported ZAULIELVVERELE R BT
by the RG. &b, MENETD.
WAN.QoS. | 4 | When the RG receives tunneled traffic from the HARSAUIZIEERBAL.
TUNNEL. WAN, it MUST be able to mark the IEEE 802.1Q QoS HEEIX, HAFSA2D

Ethernet priority of the LAN Ethernet frame, based
on classification of the tunneled traffic using any
of the IP—layer or higher layer classifiers supported

by the RG.

TETHARIERBEE
ShAMREZRT HHDIIC
FZALLGWEEEE R 5T
&b, MRENETD.
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Section | Item Requirements HARSA LD HLE
WAN.QoS. | 5 | When the RG receives tunneled traffic from the HARSAUIZIEER %L
TUNNEL. WAN, it MUST be able to mark or remark the QoS #EEIX, HARSAD
Diffserv codepoint or mark the IEEE 802.1Q FETHAXERLEL
Ethernet priority of the LAN Ethernet frame, based | ShAHEEEH T HEHD 1
on classification of the WAN Ethernet, using any of | & LA MEEREEE Z 51
the Ethernet-layer classifiers supported by the &, AENETS.
RG.

WAN.QoS. | 6 | When the RG receives tunneled traffic from the HARSAUIZIEEEBR%L.

TUNNEL. WAN, it SHOULD be able to mark or remark the | QoS #&E(E, HAFZA D
Diffserv codepoint or mark the IEEE 802.1Q FETHARIERENEL
Ethernet priority of the LAN Ethernet frame, based | ShA#HEEZHE T HED 1
on classification of the underlying tunnel, using any | & LA VEEEEEE X 51
of the IP—layer classifiers supported by the RG. 0, HENETS.

3.9 IPsec VPN peer to peer

Section Item | Requirements HARSA LD LB

WAN.IPsecClient.

1 The RG MAY support peer to peer [PSec
VPN, as defined in IETF RFCs 4301, 4303,
5996.

HARSAUIZIEERIRZL.
IPsec #REICEAL TIXHAF
FJIVDEETHARIE
RAEEINDEEEEZET
5HD BB LG HEEES
EBAL=0, AENETS.

WAN.IPsecClient.

2 If the RG supports IPSec VPN, it MUST
support encapsulating security payload

(ESP), as defined in IETF RFC 4303.

HARSAUIZIEERBAL.
IPsec #REICEAL TIXAHAF
FIVDEETHARIE
RAEEINDEEEEZET
HD BB LELEEES
EAL0, AENETS.
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Section Item | Requirements HARSAED LB
WAN.IPsecClient. | 3 | If the RG supports IPSec VPN, it MUST HARSAUIZIFERBAEL.
support the IKEv2 key exchange protocol | IPsec #8E(ZBALTIEZHAF
as defined in RFC 5996. FAVDEETHAHHIE
RABEESNDEEETRT
23D IR H LGRS
EZLH=0, AERNETS.
WAN.IPsecClient. | 4 | If the RG supports IPSec VPN, it MUST HARSA I FEERAL.
support IPSec VPN in tunnel mode, which | IPsec #&EIZBALTIZHAK
is defined in section 3.2 of RFC 4301. FAVDEETHARIE
RABESNDHEEETERT
HLD JITERAELGLMERES
BEABI-0, AENETS.
WAN.IPsecClient. 5 | If the RG supports IPSec VPN, it MUST HARSAUIZIXEE R L.
support dead peer detection (DPD), which | IPsec #4BEICBAL TIZH AR
is defined in RFC 5996. ZAVDEETHAHRIE
RABEENDHEEETERT
HLD JITERAELAGLERES
BEABI-0H, AENETS.
WAN.IPsecClient. 6 | If the RG supports IPSec VPN, it must HARSAUIZIXEE R L.
support configuring the IPSec VPN via web | IPsec #4BEICBAL TIZHAK
GUI or TR-069 extension. FAVDEETHAH RIE
RABZEENDEEETRT
B DI E LGRS
EABI=-0, AENETS.
WAN.IPsecClient. | 7 | If the RG supports IPSec VPN, it MUST HARSAUIZIFRRRAL.

support that the source address in the
IPSec is configured to be either an IP
address or a TR-069 instance of WAN

interface.

IPsec #REICBAL TIXHAF
FAVDEETHAH RIE
RABZEENDHEEETRT
B DI E LGRS
EZLH=0, AENETS.
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Section Item | Requirements HARSAED LB
WAN.IPsecClient. | 8 | If the RG supports IPSec VPN, it MUST HARSAUIZIFERBAEL.
support that the destination address in the | IPsec #8E(ZBALTIEHAF
IPSec is configured to be either an IP SAVDEETHHIRIE
address or a dynamic domain name. RHBEESNDHEEETET
23D IR H LGRS
EZLH=0, AERNETS.
WAN.IPsecClient. | 9 | If the RG supports IPSec VPN, it MUST HARSA I FEERARL.

support querying the status of child

security associations (SA) via TR-069

extension.

IPsec #EEICEALTIEAAF
FAVDEETHAH RIE
RABESNDHEEETERT
HLD JITERAELGLMERES
BEABI-0, AENETS.

3.10 L2tp VPN Remote Access

Section Item | Requirements HARSAO LD B
WAN.L2tpClient. | 1 | The device MAY support L2TPv2 HARZAVIZIFEH#LEL TR
VPN, as defined in IETF RFC 2661 | 7zL. L2TP #&EICBEL TIZHAFS
[73]. AVDEETHI RIERBELS
NOWEEZETH LD IICKRALL
WVEBEEE Z D718, MR ET
%.
WAN.L2tpClient. | 2 | The device SHOULD support HARZAVIZIFEH#LL TR
L2TPv3 VPN, as defined in IETF L. L2TP #8e(CBALTIXAHAFS
RFC 3931 [97]. AVDEETHI RIERBELS
NOWREZETHLDIIKRALL
WVEBEEE Z 57128, MR ET
%.
WAN.L2tpClient. | 3 | If the device supports L2TP VPN, it | HARSAVIZITEHELTH T

SHOULD support L2TP Disconnect
Cause Information, as defined in

RFC 3145 [81].

7L, L2TP #EEICBIL TIEH (RS
AVDEETHA RIERBELS
NEMEEE AT HLDIITEKALE
WMEREEE Z D128, RN ET
3.
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Section Item | Requirements HARSAVEDHE

WAN.L2tpClient. | 4 | If the device supports L2TP VPN, it | HARSAUIZITEHELTH T
MUST support L2TP/IPSec VPN L. L2TP #EE(CBIL TIXH MRS
connection. 1VDEETHAXERBLELS

NOWREZETH LD IICKRALL
WVRBEEE Z D128, RRHNET
5.

WAN.L2tpClient. | 5 | If the device supports L2TP VPN, it | HARSAUIZITEHELTH T
MUST support LNS functions, as L. L2TP #EEICREAL TIZA MRS
defined in IETF RFC 2661 [73] or AVDEETHARIEBRBLELS
IETF RFC 3931 [97]. NAWEZHETHLDIIHZALE

LVEBEEE Z D718, RRHNET
5.
WAN.L2tpClient. | 6 | If the device supports L2TP VPN, it | HARFSAVIZIFEH#ELLTO @

MUST support configuring the L2TP
VPN via Web GUI or TR-069

extension.

L. L2TP #EEICRALTIXH (RS
AVDEETHARIEBRVLELS
NEWEEEFETHLDIITERALY
WMERELE Z 5128, RN ET
5.

3.11 Port Control Protocol

Section Item | Requirements HARSAO LD HE
WAN.PCP. | 1 | The RG MUST support Port Control | HARSAVIZIFEHELTDERRAEL.
Protocol (PCP) Client as specified in | CCTD1—RY—XIE, IPv4d H—E R
RFC 6887 [140]. [ZHELTHEID CGN D7R—k%E PCP T
BETEHEDOTHS. IPv4 [ITOHEEE
[ZDWTIE, HARZADOHENET
5.
WAN.PCP. | 2 | The RG MUST support Port Control | HARSAVIZIFEHELTDRERBAEL.

Protocol (PCP) Extension for Port
Set Allocation as specified in Error!
Reference source not found..

A EEYIFLURIL, RFCTT53
[147] TH%.

ZITOI—RT—RIE, IPv4d H—E R
[ZHLTHAEID CGN DR—+%E PCP T
BT HLDTHD. IPv4 [T DOHEEE
[ZDWVWTIE, HARZAV DR ET
.
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Section [tem | Requirements HARSAL LD HE

WAN.PCP. | 3 | The RG MUST support configuring | HARSAVIZIEEHLLTDERBAL.
the PCP Client via web GUI or AEHL, PCP FIARICHEITIEHT
TR-069 extension. HY, HAESAODRENET .

WAN.PCP. | 4 | The RG MUST be able to use the HARSAVIZIFEHELTOREREL.
DHCP option to retrieve Server AEMHIL, PCP FARKICHITAEHRT
name(s) as defined in RFC 7291 [143]. | %Y, HARSA OREHET S.

WANPCP. | 5 | For the DS-Lite case, if PCP is HARSAVIZIFEHELTOREREL.
enabled and no PCP server is DS-Lite #&d> CGN IZ$(+5 PCP M F
configured, the RG MUST consider AL, BRY—E XIZENTHAEL
that the AFTR is the PCP server. &, RHERNETD.

WANPCP. | 6 | The PCP client of the RG MUST HARSAVIZIFEHELTORREL.
support invocations from applications | A& #(X, PCP FIBEIZHITHEHT
on the RG, from the Web GUI or from | &Y, HAFS AV DHERNET S.
TR-069 extensions.

WANPCP. | 7 | The RG MUST embed an interworking | A RS AV IZITEHLLTORBAEL.
function to ensure interworking AREHF, PCP RARFIZHITEEHT
between the UPnP IGD (Internet HY, HAESAODRRNET .
Gateway Device) used by CPE LAN
devices in the LAN and PCP as
defined in RFC 6970 [141].

WANPCP. | 8 | The RG MUST embed a PCP proxy | HARZAVIZITEHLLTORBAEL.
function as defined in the IETF AREH(E, PCP RARFIZHITEEHT
document “Port Control Protocol HY, HAESAODRERNET .
(PCP) Proxy Function” Error!
Reference source not found..

WAN.PCP. | 9 | Static (i.e. configured) PCP mappings | TARSAUIZIZEHELTHEERAL.

MUST be stored on the RG across

reboot or power off situations.

AEHE, PCP FIARIZEITHEEHRT
HY, DAL DRENET B.
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4 Local Area Networking (LAN)

4.1 General LAN Protocols

Section | Item Requirements HARSAO LD S
LAN.GEN. 1| The RG MAY support SOCKS as defined | 771 RS54 TId IPv6 #REIZHFE
in IETF RFC 1928 for non-ALG access to | LI=BE##iikL T 55, it
the public address. DEFHNETD.
LAN.GEN. 2 Both NetBios and zero config naming HARS A Tl IPv6 BRI E
mechanisms MAY be used to populate LI-EHEiE LTS A, &Et
the DNS tables. DEFENET D,
LAN.GEN. | 3 | The RG MAY act as a NETBIOS master | /RS54 TI& IPv6 #EEIZ4F1E
browser for that name service. L-ZE#Zid LTS5, &t
DEFENET B.
LAN.GEN. 4 The RG MUST support multiple subnets | RARTIL, LAN BIDZE(Z BBF M
being used on the local LAN. MUST #gELL TS TLVAC
EERRBLIZLT, MAY DEHE
ELTERIRT B.

4.2 LAN IPv6 Addressing

Section Item Requirements HARSA2 ED
LAN.ADDRESSV6. | 1 | The RG MUST create a Link Local (LL) | AR5 A IZIE k%L .
address for its LAN interface, and RHRLABREIZT, YooB—hiL

perform Duplicate Address Discovery | 7L A {FEIZDWWTIXBASE T
(DAD), per RFC 4862. It MUST always | . J>VBO—hAILTRLADE
use the same LL address, even after | BIZDULTIXEE B D ZIEIZEE
reboot or power failure. LTHET9 5.

LAN.ADDRESSv6. | 2 | The RG SHOULD try alternate LL HARSAUIZIFERR L.
addresses, if DAD fails. The RG vendor | XARLABE TR D 2 IEE &St
can define the algorithm to be used in | 3.

this case.
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Section [tem Requirements HARSA LD LB
LAN.ADDRESSV6. 3 The RG MUST have a ULA prefix (RFC | AR TIL, LAN BIDEIZ BBF
4193). It MUST always maintain the D MUST #gELLTEER SN T
same prefix, even after reboot or Wb EFRRMLI-LT, EX
power failure, unless this prefix is ELED, LN BEERTT
changed through configuration, in 5.
which case it MUST maintain the
changed value.
LAN.ADDRESSvV6. 4 The RG MAY allow its ULA prefix to be | Rz TI&, LAN IO E [ BBF
changed through configuration. D MUST #8ELLTEREIN T
WAzl i-LT, EX
ELE®H, BN BEEHRETT
.
LAN.ADDRESSV6. | 5 | The RG MUST support the ability to | AARSAVICREDERFY
enable or disable advertising a /64 (3.3.4)
from its ULA prefix through Router RERTIE, LAN BIOZE(Z BBF
Advertisement. When enabled, this /64 | ) MUST #gE&L TRERIN T
will be included in RA messages, with | LNdZEFERMLI- £ T, ER
L=1, A=1, and reasonable timer values. | B3 &, LR AREREETT
.
LAN.ADDRESSv6. | 6 | The RG MUST support RFC 4861 HARSUIZIEEERAL.
section 6.2, Router specification RERTIE, LAN flOE(ZEE
requirements. BT 5.
LAN.ADDRESSV6. | 7 | The RG MUST support configuration | HARSAVIZEEEST SiEkE
of the following elements of a Router | Y (6.1.1 &£7.2.2)
Advertisement: M and O flags (RFC RERTIE, LAN IO EIZ BBF
4861), route information (RFC 4191), | M MUST #gEEL TEREBEN T
and default router preference (Prf) WHIEERRLIZ LT,
(RFC 4191). RFC4191 DEREH KU D
FTTLavDRERLED, B
MRABERETT 5.
LAN.ADDRESSv6. | 8 | The RG SHOULD support HARSAVIZE—DEBEY

configuration of the following elements
of a router advertisement: MTU (RFC
4861).

(6.3.1)
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Section Item Requirements HARSALED LB
LAN.ADDRESSv6. | 9 | The RG MUST advertise (in RA) a /64 | HARSAVICEES B A
prefix from all prefixes delegated via L(6.1.1)
the WAN interface. This will have L=1, | RERTIE, ZiEShI-2TD
A=1, and lifetimes per the received Prefix M\5/64 #IRET AL
(from the WAN) delegation. DRI, LIZTHE1ETHBIE
DEIFE®RELI-LT, AFED
RRABET D BT, 8LD
BRICOVWTLEET S,
LAN.ADDRESSv6. | 10 | The RG SHOULD advertise DNS HARSA VIR —DEEdRHY
server using the RDNSS option in (6.2.1)
Router Advertisements (RFC 6106). RIRTIL, RFC8106 #SHELT-
£T, AT I EBOEREIC
DULWTHEERET .
4.3 DHCPv6 Server
Section Item Requirements HARSAOEDHE
LAN.DHCPvV6S. 1 The RG MUST support DHCPvV6 server HARS A4 Tl&, RFC3315 M
messages and behavior per RFC 3315. Ayt —U T ROIRDE MR
ERCT U S YA
ERECO\WTHREILEZLET
SR DEMEREST S, (YR
—~F AT avITm L TR
ST HAvE—CPIRAEND
R7:5%%, SHOULD BE#L9 3
CETRED
LAN.DHCPV6S. | 2 | The RG MUST support and be HARSAVIZIE, AIARRET
configurable to enable/disable address [TEWATRL REEfRMRIEET
assignment using DHCPv6. HH_EDHEHRHY(6.1.2).
LAN.DHCPVv6S. | 3 | The RG MUST either have an algorithm or | HAKS A2 Tlk, 7RLREB
allow configuration (or both) as to which | [CESE I 2EIELLTEEHRLT
/64 prefix to use, from any received WAN | (V5(3.3.2,3.3.3, 3.3.4)A, A&
prefixes or its own ULA prefix. HirasgIntns.
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Section [tem Requirements HARSAO LD B

LAN.DHCPV6S. | 4 | The RG SHOULD be configurable to H—ERERITIKREFT B0,
support rules as to which host devices *heFREAHL.
will be assigned addresses through
DHCPvV6. That is, it should be possible for
a service provider to place its own host
devices at the customer premises and
have the RG only support DHCPv6
address assignment to those devices.

Note that this does not require use of the
RA “M” flag, as the service provider host
devices can be configured to always use
DHCPv6 for address assignment. The
DUID may help to identify host devices.

LAN.DHCPV6S. | 5 | The RG MUST be configurable to HARSAVIZIE, REDAZ-
enable/disable prefix delegation via i35 a5 e A ERBT I oA AN
DHCPv6. RERTIE, LAN.DHCPV6S.7 &

HETRET S,

LAN.DHCPv6S. | 6 | The RG MUST support delegation of any | HARSAIZI, Wh?BHERET
received WAN prefix and its own ULA [TV TL Iy RE M
prefix, that is shorter than /64, using A[RETHAHEDHEEHY
mechanisms of RFC 3633. (6.1.2). RERTIZ, LAN BIDE

[Z BBF O MUST ##E& L TAR
MBEINTNSIEEFRERLIz L
T, MAY DEHEELTRRY
.

LAN.DHCPV6S. | 7 | The WAN / ULA prefixes that an RG is | HAFSAUICIE, HEMEET
allowed to further delegate SHOULD be | [Z7EWLVAATL 4y XD EE
configurable. MOARETHAHS_ LD HY

(B 37). RERTIEX, 1—HR
BTOFEERLEDA, Fib
ZEBREET 5.

LANDHCPv6S. | 8 | The RG MUST support DHCPv6 HARSAVIZIE, kDR

Information_request messages.

HYEH 39).
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Section [tem Requirements HARSADEDLE
LAN.DHCPV6S. The RG MUST support the following HARSAUIZIE, RO

DHCPv6 options: IANA (RFC 3315),
IA_PD (RFC 3633), and DNS_SERVERS
(RFC 3646).

HHEHNEH 39, EH 40), i
BEEICDOVTIHRET 5.

LAN.DHCPv6S. | 10

The RG SHOULD support Reconfigure
Accept (RFC 3315) and pass the
additional set of DHCP options received
from the DHCP client on its WAN

interface to IPv6 hosts.

HARZAUIZIE, RO R
DHHMNNEH 41), BEEIZD
WTIERET 5.

LAN.DHCPvV6S. | 11

The options that the RG will provide via
DHCPv6 MUST be configurable.

HARSAUIZIFEREEL. K
MRICTEBEEZWEE(ZDINT
EHO®RETTS.

LAN.DHCPvV6S. | 12

If address selection policy option is
requested in a DHCPv6 request from
hosts, the RG SHOULD advertise the
generated address selection policy (see

WAN.IPv6.21).

HARSAUIZFEERAL.
SROBERE TRIR~ND R
RERETTB.

4.4 Naming Services (IPv6)

Section Item

Requirements

HARSALEDLE

LAN.DNSv6. 1

The RG MUST act as a DNS server for
IPv6—capable LAN devices by supporting
IPv6 (AAAA) records in its DNS server (per
RFC 3596) and allowing these records to be
queried using either IPv4 or IPv6 transport
(RFC 3901).

HARSAUIZIE, b RR—
MZBALCREEY e HY
(5.1).

AAAA RR [FE2R 7L .
RIRTEBMERETT 5.

LAN.DNSv6. | 2

The RG MUST attach all known (for the host
device) globally scoped IPv6 addresses to
the DNS record for a particular host device
(see LAN.DNS.6), as AAAA records for that

device.

HARSAUIZIEEE R .
CPE JL—A2 &L TIXRLEL NG
Bhnb=HXELEVNTE.
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Section Item Requirements HARSA DL

LANDNSv6. | 3 | The RG SHOULD support dynamic DNS HARSAVIEET St
(DDNS) for devices to provide their own B2.D[EH DA, MELEWNF
DNS information. This would override any 7.

DNS entries the RG might have created for
the IP addresses included in the DDNS
request.

LANDNSv6. | 4 | The RG MUST be able to query for Aand | HARSAVIZER i HY(5.1.1).
AAAA records using either IPv4 or IPv6
transport to DNS recursive name servers in
the WAN.

LAN.DNSv6. | 5 | The RG SHOULD use a DNS recursive name | TAAAA RR @ query 17535
server obtained through DHCPv6 option 23 | &, DHCPv6 THR{FL = DNS %
(OPTION_DNS_SERVERS) to query for —N\EREFERELTHERT S
AAAA records to the WAN, as its first ELSEERIE, AARFSIUIZE
choice. wENTULVEL. BRIZEITS

Y—EXDEHTTIE, COE
HIEBTLEBALFESAEN
=&, ®IELARLY.

LAN.DNSv6. 6 When the RG is proxying DNS queries for TR-124i5 TI&IIPv6 T® query
LAN devices, it SHOULD use IPv6 transport | D AJREARIZE (L, IPv6 THEK
regardless of the transport mode used by (SHOULD) | C&IZ#»TLNVA
the LAN device, when querying to the WAN. | A%, HAKSA> Tl&

This is only possible if the RG has IPv6 ThSURAR—HEIATRERZBRY &
addresses for DNS recursive name servers | 2% (MAY) J&FRaR &S TLY
on the WAN. 5. MIGLIEWFE.

LAN.DNSv6. | 7 | The RG MUST support receiving at least 2 | HAKSA> TlLEER7EL.

DNS recursive name server IPv6 addresses
from the network through DHCPv6 option 23
(OPTION_DNS_SERVERS) (RFC 3646).

2 DLLE® Nameserver 52T
WMAHZENARETHA LR,
RIRLAFFCEMTFE.
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Section Item Requirements HARSA DL
LAN.DNSv6. | 8 | The RG SHOULD allow the user to specify | HAKS4>IZ Nameserver DT
that the network—learned or user—specified | FLXEHBAED IR IEHD
DNS recursive name server addresses be (6.2.2).
passed back to the LAN devices in DHCPv6 | 7=1=L, B2%19 % Nameserver
responses instead of the RG's address itself | D 7KL XD ERIZEHT HECuh
as the DNS recursive name server(s). [FELN=8, RARLABE THRET
FE. BEREISOVTIIER
&t
LANDNSv6. | 9 | When the RG learns DNS name server HARSATIEEERLL.

addresses from multiple WAN connections,
the RG SHOULD make recursive query to
the DNS name server specified with DNS
selection policy that is obtained through
DHCPv6
(draft—ietf-mif-dns—server—selection) or

manually configured DNS selection policy.

B WAN IRIRIRICE 1T
HELTHARSAVITIBRET
3.

4.5 Port Forwarding (IPv6)

Section Item Requirements HARSA LD LB
LAN.PFWDv6. | 1 | The RG MUST support security HARSATIEEER R A H
mechanisms described in RFC 6092. SHEMICOVTERLTLVE
LY. RERICTERE BN ZE 4R A
5.
LAN.PFWDv6 2 | Individual port forwarding rules MUST be HARSAUIZIFEXF2)T4D

associated with a LAN device, not the IPv6
address of the LAN device, and follow the
LAN device should its IPv6 address

change.

ERHDH, BETBEBA
£,

R—h T4 —F 4 H R
RIEUAB TRRERET 2.
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Section Item Requirements HARSA DL

LAN.PFWDv6 3 | The port forwarding mechanism of the RG | AAKSAIZIdEXa)F14D
SHOULD be easy to configure for common | EM&HHH, LY T BB A
applications and user protocols (e.g. ftp, A
http, etc.) by specifying a protocol name or | IR—, AT —FT 124 HRE (L
application name in a “Common RIRLIE CEBEEZRETT 5.
Applications Names List” instead of a port
number and protocol type. A partial list of
applications for potential inclusion appears
in Appendix L.

LAN.PFWDv6 | 4 | The RG SHOULD NOT apply RFC 6092 RhRLARTIBEZRETT S.

security mechanisms to traffic associated
with prefixes it has delegated to other
routers inside the LAN.

4.6 MLD and Multicast in Routed Configurations (IPv6)

Section Item Requirements HARSA LD LB

LAN.MLD.ROUTED. | 1 | The RG MUST support MLDv2 as HARZAUIZEE B HY(7.3.2)
defined in IETF RFC 3810.

LAN.MLD.ROUTED. | 2 | The RG MUST support functionality | IPv6 ¥ JLF ¥+ R MEREIF— %
as described for IGMP in MICFIAT 5 —ERITIRTEF
requirements LANIGMP.ROUTED. 1, | LTW\57=&, HARSAVIZH
3-5,7,9, 11, 14-16, 18-23 WTIEX ST ELL.

LAN.MLD.ROUTED. | 3 | The RG SHOULD support IPv6 T JLF v R EREIS— A%

functionality as described for IGMP
in requirements LAN.IGMP.ROUTED.
6, 10, 17

HIZFIRY 5 —E RIS
LTWB1=8, AARTIUITH
WTIER ST EGRL.

LAN.MLD.ROUTED.

4 The RG MUST be configurable to
prevent sending MLD messages to

the WAN interfaces for specified

multicast addresses or scopes.

IPv6 < JLFFr R MERE (T —A%
MIZFIRT 5 —ERIZIKEF
LTWB=8, HARSAUIZEH
WTIEREFELL.
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Section Item Requirements HARSALED LB
LAN.MLD.ROUTED. 5 The RG MUST default to not sending | IPv6 ¥ JLF X A MEREIZ— 5

MLD messages for scope of 0

through 8.

BICRI AT B Y —E RIZIKTE
LTW51=8, HARSAUIZE
WTIEREFEREL.

4.7 Firewall (Basic)

Section | [tem Requirements HARSA DL
LAN.FW. | 1 | The RG MUST drop or deny IPv4 access requests RFC6092 L DEAEEFER
from WAN side connections to LAN side devices and | L1= LT, RiR~DEEE
to the RG itself except in direct response to outgoing | Z&E19 5.
traffic or as explicitly permitted through configuration
of the RG (e.g. for port forwarding or management).
LAN.FW. | 2 | The RG MUST support a separate firewall log to RFC6092 LDEAEEFER
maintain records of transactions according to firewall | L1z T, RR~DIBEED
rules. RETT 5.
LAN.FW. 3 The firewall log file MUST be able to hold at least the | RFC6092 & MR EZE R
last 100 entries or 10 Kbytes of text. L=LT, RiR~DIEE
R 5.
LAN.FW. | 4 | Firewall log entries SHOULD NOT be cleared except | RFC6092 &M EE R
when the RG is reset to its factory default settings. | L1=E T, RERA~NDIEBED
R 5.
LAN.FW. 5 The RG MUST timestamp each firewall log entry. RFC6092 & DR EXHEER
L=t T, RiR~DiEEE
TREY 5.
LAN.FW. | 6 | The RG MUST support the definition of IPv6 firewall | RFC6092 & DRI EXHEER

rules separate from IPv4.

L=LT, Rii~DiEE
RIS,
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4.8 Firewall (Advanced)

IPv6 % % - mE LHEtE S

Section

Item

Requirements

HARSA EDHER

This module applies to IPv6 as well as IPv4, but only if
the RG has an IPv6 stack.

LAN.FW.SPL

The RG MUST support a more robust firewall, such as
one that provides a full OSI 7 layer stack stateful

packet inspection and packet filtering function.

RFC6092 SN EE

FLf-LT, &R
~MDBERERET
3.

LAN.FW.SPL

The RG SHOULD provide protection for the following:
— Port scans

— Packets with same source and destination
addresses

— Packets with a broadcast source address

— Downstream packets with a LAN source address

— Invalid fragmented IP (v4 or v6) packets

— Fragmented TCP packets

- Packets with invalid TCP flag settings (NULL, FIN,
Xmas, etc.)

— Fragmented packet headers (TCP, UDP and ICMP)
— Inconsistent packet header lengths

— Packet flooding

— Excessive number of sessions

— Invalid ICMP requests

— Irregular sequence differences between TCP
packets

The extent of this protection will be limited when the
RG is configured as a bridge in which only PPPoE
traffic is bridged. This protection MUST be available
when the RG terminates IP (v4 or v6) or bridges IPv4.

RFC6092 ~DEESE
HZELE=LET, RiR
~MBERERET
3.

LAN.FW.SPL

Each type of attack for which protection is provided
SHOULD be configurable on the RG and be on by
default.

RFC6092 DR ES
fEEL=LT, XK
~MDBERERETT
3.
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Section Item Requirements HARSAO LD HE

LAN.FW.SPL. 4 The RG MUST support passing and blocking of traffic | RFC6092 &M E%
by user—defined and TR-069 configurable rules. FHL-LT, &k

~DEEERET
.

LAN.FW.SPL. 5 The RG MUST support setting firewall rules by the RFC6092 & DB E%
TR-069 ACS that cannot be altered by the user. If fEZRLI-LT, Xk
firewall rules are set via security policies in TR-181i2 | ~ADEBELZRETT
profiles, or via other mechanisms such as TR-069 file | 5.
download, the rules MUST NOT be able to be
overridden by user firewall rules.

LAN.FW.SPL | 6 | The RG MUST support the user temporarily disabling | RFC6092 &ME&E%
specific user—defined rules or all user defined rules, fERLI-LT, Xk
that is, without deleting the rules. ~MDIBFEERETT

.
LAN.FW.SPL | 7 | The RG MUST support the user specifying the order in | RFC6092 &M ES&E%

which firewall rules are processed.
Note: not all firewall rules need be included under the

scope of this requirement.

ALfzLET, &k
~DERREREAT
3.
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Section Item Requirements HARSAO LD HE
LAN.FW.SPL. 8 The RG SHOULD support specification of any of the RFC6092 & D EE%
following in a firewall rule: LT, &k
— destination IP (v4 or v6) address(es) with subnet ~DERERETT
mask .

— originating IP (v4 or v6) address(es) with subnet
mask

- source MAC address

— destination MAC address

— protocol (0-255, or by alias: TCP, UDP, ICMP, IP,
IGMP, eigrp, gre, ipinip, pim, nos, ospf, **-)

— source port

— destination port

- IEEE 802.1Q user priority

- FQDN (fully qualified domain name) of WAN session
— DiffServ codepoint JIETF RFC 3260)

— Ethertype (IEEE 802.3) length/type field)

— Traffic matching an ALG filter

- IEEE 802.1Q VLAN identification

— packet length

— TCP flags (urg, ack, psh, rst, syn, fin)

— IP option values (potentially name aliases)

— logical interface of source

— logical interface of destination

LAN.FW.SPL | 9 | The RG MAY support filtering based on other fields RFC6092 & D E%
unique to specific protocols. BLI=LET, Xk
~DERREREAT
3.
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Section Item Requirements HARSAO LD HE

LAN.FWSPIL. | 10 | The RG SHOULD support firewall rules that support RFC6092 & D EE%
generic pattern matching against the header or data FAL=LT, &R
payload of traffic. Logically this can be envisioned as: | ~DIBEEERETT
match(header[offset[,length|max]],condition) 5.
match(payload[offset[ length|max]], condition)
where condition is (relationship, data) such as
(5, ne, all, one, and, or) for a hex field
(5 ne, gt, ge, It, le) for a decimal/hex field
(=, ne, contains) for a string field

LAN.FW.SPL | 11 | The RG SHOULD support a set of predefined rules to | RFC6092 &M E&E%
which the user can set or reset the firewall settings. ZEL-LT, &R

~DEERETRET
3.

LAN.FW.SPL | 12 | If a set of predefined rules has been set on the RG, the | RFC6092 & MR &E%
RG rule set SHOULD be able to be used as the basis PBLI- LT, &R
for a user maintained set of firewall rules. ~DEBRERET

3.

LAN.FW.SPL | 13 | In addition to blocking or passing traffic identified by a | RFC6092 &M Eq&E%
firewall filter, the RG MUST support other actions as | #Es2L1= LT, Xhk
well, including but not limited to: ~DIEBREFHET
- logging on success or failure, 5.

- notification on success or failure (to email or pager if
supported),
— sending notification to a PC monitor application
(either originator and or centralized source), and
- requesting verification from a PC monitor
application.
LAN.FW.SPL | 14 | The RG MUST allow for configuration of global firewall | RFC6092 &M E8&E%

values.

BALf-LET, &R
~DEREREAT
3.
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Section Item Requirements HARSAO LD HE
LAN.FW.SPL. | 15 | The RG firewall SHOULD be either ICSA certified RFC6092 & MDEFEZE
(www.icsalabs.com) or be able to display all the ZEL-LET, &k
attributes necessary for ICSA certification for the ~DIEBFREERETT
current version of either the Residential category or 5.
the Small/Medium Business (SMB) category.
LAN.FW.SPL | 16 | Unless configured otherwise, DOS, port blocking and RFC6092 & DB E%
stateful packet inspection MUST be provided to all fEZRLI-LT, Xk
LAN devices receiving traffic from the WAN interface. | ~MDBEEEEETT
3.
4.9 Captive Portal with Web Redirection
Section Item Requirements HARSAO LD HE
LAN.CAPTIVE. | 1 | The device and the ACS MUST support a redirect | 4 FZAIZIEED R
function, which, when enabled, intercepts WAN L. ZR~DIEE
destination IP (v4 or v6) HTTP requests and #RE9 5.
responds to these by substituting a specified URL in
place of the web page request. The URL, as well as a
list of locations for which this redirect would be
bypassed (i.e., white list), MUST be set through the
TR-069 interface. The actual captive portal to be
redirected to may be established at the time the
white list is defined or the white list defined first and
the captive portal specified at a later time.
LAN.CAPTIVE. | 2 | The redirection function and associated fields MUST | H 4 K54 1L EE
NOT be modifiable by the subscriber. 2L, RhR~DEEE
ERFITS.
LAN.CAPTIVE. | 3 | The device MUST support turning on and off the HARSAIZFEER
redirect function when the captive portal URL field | ZEL. RER~DIBED
is populated and cleared respectively by the TR-069 | Z4&519 5.
ACS.
LAN.CAPTIVE. | 4 | All port 80 traffic, excluding that associated with the | HAFS A IZILEE bk

white list, MUST be redirected when the redirect

function is turned on in the device.

ZL. RhR~DEFE
EREID.
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Section Item Requirements HARSAO LD HE

LAN.CAPTIVE. | 5 | The captive portal that traffic is redirected to MUST | HAKRS A IZIEER R
be defined as an IP (v4 or v6) address or a URL with | 7ZL. KRR~ DIEEE
a maximum length of 2,000 characters. *&it9 5.

LAN.CAPTIVE. 6 The redirect white list MUST support 512 separate | HA KRS A IZIXEE R
list entries which can be individual IP (v4 or v6) EL. REiR~DiEEE
addresses, a range of IPv4 addresses, an IPv6 prefix, | Z1& 519 5.
or any combination thereof. For a range of IPv4
addresses a subnet mask is required.

LAN.CAPTIVE. | 7 | Variable length subnet masking (VLSM) MUST be | HARSAVIZ(&ERk
supported in the redirect white list. For example: BL. RiR~DER
~ Individual IPv4 Address: EREID.
ipaddress or ipaddress/32 or ipaddress
255.255.255.255
— Range of 64 IPv4 addresses
ipaddress/26 or ipaddress 255.255.192.0

LAN.CAPTIVE. | 8 | The device MUST support only one set or captive | HARS A IZILER iRk
portal and redirect settings as a time. If new settings | ZiL. R~ DIEED
are needed, the ACS will submit these to overwrite | Z&R&19 5.
the existing values within the device.

LAN.CAPTIVE. | 9 | A valid set of redirect settings MUST be enabledina | H A KS 4 1Z(F Rk
device within five seconds of the redirect URL being | %L. KRR~ DEEE
sent from the ACS. TRRETT 5.

LAN.CAPTIVE. | 10 | The redirect function MUST be disabled on the HARSA (TR
device within five seconds of the captive portal TL. RER~DEEE
string being cleared in a device by an empty redirect | Zt&519 5.

URL being sent from the ACS.
LAN.CAPTIVE. | 11 | Incremental packet delay through the device due to | HA RS/ (ZI& R

white list lookup MUST NOT exceed 5 ms.

2L, RhR~DiEEE
EREID.
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5 Management & Diagnostics

5.1 UPNP

IPv6 % % - mE LHEtE S

Section [tem

Requirements

HARSA EDHER

MGMT.UPnP. 1

The RG MUST support UPnP device architecture
1.0. This specification is available for download at

http://www.upnp.org.

HARS AR
L. R~ DIRERE
BETD.

MGMT.UPnP. 2

The RG MUST support UPnP device identification
in accordance with the UPnP device architecture.
The RG MUST display itself as a network device
with the following information:

— Manufacturer name

- RG name

— Model number

— Description (e.g. VendorName Wireless Gateway)

- Device address (e.g. http://192.168.1.254)

HARSA V(T i
7L, RhE~DIEEEE
BRE9 5.

5.1.1 UPnPIGD

Section Item

Requirements

HARSA ED LB

MGMT.UPnP. 1
IGD.

This requirement has been replaced by

MGMT.UPnP.IGD 4.

(MGMT.UPnP.IGD.4 18
)

MGMT.UPnP. 2
IGD.

The RG MUST allow the user to enable logging of

all UPnP IGD actions and events.

HARSA V(T
BL. RiR~DEREE
R 5.

MGMT.UPnP. 3
IGD.

The user SHOULD be warned upon enabling UPnP
IGD that this may allow applications to configure
the box and allow unintended access to local

devices.

ARSIl 5D
#L. RIE~DBREE
RIS,

MGMT.UPnP. 4
IGD.

At a minimum, the RG MUST support UPnP
InternetGatewayDevice:2 device template version
1.01 standardized DCP. This specification is

available for download at http://www.upnp.org.

HARSAUIZFEER
BL. REE~DEREE
‘9 5.
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5.1.2 UPnP IGD to allow Connection Request Forwarding

Section Item Requirements HARSAO LD S
MGMT.UPnP. 1| The RG MUST support UPnP Internet HARSAUIZFEERAL.
IGD.ACRF. Gateway Device:2 root device as defined in | ARA~DIBEEERETT 5.

[176]. This specification is available for
download at
http://upnp.org/specs/gw/UPnP-gw-Inter
netGatewayDevice—v2—Device.pdf
MGMT.UPnP. 2 | The RG MUST support IGD specific HARSAUIZIFERRAL.
IGD.ACRF. security as defined in section 2.3 Security | XiE~DEBEEZRETT S.
Policies of UPnP InternetGatewayDevice:2
[176]
MGMT.UPnP. 3 Across resets or reboots, the RG MUST HARSAUIZIEERBAL.
IGD.ACRF. remove port mappings and pinholes. KRR~ DEBEFEEHETT 5.

5.1.3 UPnP IGD to allow Connection Request Forwarding through
the Firewall of the device

Section Item Requirements HARSALED LR
MGMT.UPnP. 1 | The RG MUST have a HARSAUIZIFERBAL.
IGD.ACRF.IPV6. WANIPv6FirewallControl:1 service as TR~ DIBEZERETT S.

specified in [179]. The specification is
available for download at
http://upnp.org/specs/gw/UPnP—-gw-WA
NIPv6FirewallControl-v1-Service.pdf
MGMT.UPnP. 2 | The RG MUST allow Inbound Pinhole HARSAVIZTEERAL.
IGD.ACRF.IPv6. management (InboundPinholeAllowed set | RiR~NDIEBEEERETT 5.

to ” 1 n)-
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5.2 Remote Management (Web Browser)

IPv6 % % - mE LHEtE S

Section [tem Requirements HARSAL2 LD B

MGMT.REMOTEMWEB. | 1 | The device MUST be able to allow HARSAIZFEERARL.
temporary manual remote access to S0EX1)T1EEE
its Web GUI remotely from the WAN LEEL T, HRITREEY
interface. TlFEWEEZLND A,

XMENET S,

MGMT.REMOTEWEB. | 2 | When temporary WAN side remote HARZAIZFEERAL.
access is enabled to the device, the SOtX1)T1EEE
remote access session MUST be LEEL T, #HRTREEH
started within 20 minutes and the TREWEEZLND A,
activated session MUST time out after | Xt& 5 &ET 5.

20 minutes of inactivity.

MGMT.REMOTEWEB. | 3 | The user MUST be able to specify that | T4 FZ 4/ IZILFBAL.
the temporary WAN side remote SOtExX21)T14EFE
access is a read only connection or LEEL T, #ETREEH
one which allows for updates. The TlIGEWEEZILND A,
default MUST be read only. HENETD.

MGMT.REMOTEWEB. | 4 | Temporary WAN side remote access HARSAUIZIFERREL.
MUST NOT allow for changing the SDEFXa)T1EIEE
device password. LEEL T, #ETREEH

TlHGEWEEZILND A,
XMENET S,
MGMT.REMOTEWEB. | 5 | Temporary WAN side remote access HARSAUIZIFERRAL.
MUST be disabled by default. SDtEX1)T1HEE
HELT, BT RESEH
Tl GWEEZALND A,
XMENET S,
MGMT.REMOTEWEB. | 6 | Temporary WAN side remote access HARSAUIZIFERR AL .

SHOULD be through HTTP over TLS
(i.e., https using TLS).

SOteXa)T14EFE
LLELT, R ~EEH
TREBVWEEZLND S,
HERNETB.
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Section [tem Requirements HARSA LD LB
MGMT.REMOTEWEB. | 7 | The device SHOULD use a randomly | A4 RS/ (ZIFEERAL.
selected port for temporary WAN side DX T14EIFE
remote access to prevent hacking of a | LLERL T, HRI RE=EH
well known port. TIEGWEEZOND A5,
MENET B,
MGMT.REMOTEWEB. | 8 | If a default port is used for temporary | HAFS AU IZIFEERAL.
WAN side remote access, it MUST be SOtX1)T1EEE
51003. LEELT, #ERI~ERN
TREWEEZLND S,
HENET B.
MGMT.REMOTEWEB. | 9 | The user MUST specify a non-blank | A/ FZ A IZ(EFRRAL.
password to be used for each SDExX1)T4HIEE
temporary WAN side remote access LEESL T, HRTREEY
session. This information MUST not be | TIEHRW\CEABND A,
saved across sessions. MENET B,
MGMT.REMOTEWEB. | 10 | The User ID for all temporary WAN HARSAVIZIFEERAL.
side remote access sessions, if SDEFXa)T1EIEE
required based on the method of LEESL T, HRTREEY
implementation, MUST be “tech” by TlIIEWEEZONS S,
default. XMENET S,
MGMT.REMOTEWEB. | 11 | The user MUST be able to change the | A RS A IZ(XER%L.
User ID for all temporary WAN side SDEX1)T1EEE
remote access sessions. LEEL T, #ETREEH
Tl GWEEZILND A,
XMENET S,
MGMT.REMOTEWEB. | 12 | The device MUST allow only one HARZAITIFERRAL.

temporary WAN side remote access

session to be active at a time.

SDtEX1)T1E1EE
LLELT, #EYNEEH
TIRBWEBZLOND A,
MNRINETD.
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Section [tem Requirements HARSALED LB
MGMT.REMOTEWEB. | 13 | All other direct access to the device | HARSAIZILERR%L.

and blocked by default.

from the WAN side MUST be disabled

SOteXxa)T4EEE
LLELT, Ry ~EEH
TREBVWEEZLND %,

MENET B,
5.3 Network Time Client
Section Item Requirements HARSAO LD HE

MGMT.NTP. 1 The RG MUST support an internal HARSA2 Tl IPv6 #EREIZ4SEL

clock with a date and time mechanism. | 7=E#ZiEHRL TS A, REXRE
HIERETDEENET B.

MGMT.NTP. | 2 | The RG clock MUST be able to be set | HAFS A TI& IPv6 HEEEIZ4FIEL
via an internal time client from an F-BEHERRLTIND A, RKERE
Internet source using IETF RFC 1305. | IR Et D EFE N ET 3.

MGMT.NTP. 3 The RG MUST support the use of time | AR/ (ZIXER AL .
server identification by both domain KRR~ DEBEFEEHETT 5.
name and IP (v4 or v6) address.

MGMT.NTP. | 4 | If the RG includes default time server | HARS AL TI& IPv6 HEEEIZ4FIEL
values, they SHOULD be specified by | =EH#FEEHR L TLVEE, KERSE
domain name and not by IP (v4 or v6) | #EIZIRETDEFE T 5.
address.

MGMT.NTP. | 5 | The RG SHOULD allow configuration | 34/ RZ4> Tl IPv6 HREIZHHEL
of the primary and alternate time EHEZERLTNASSE, KAERE
server values in addition to or in place | fFIZHRETDEFE T 5.
of any default values.

MGMT.NTP. 6 | If the RG includes default time server | AR5 4 2 Tl& IPv6 #EEIZ4FEL
values or if time server values are EHFRRLTLND S, RERSE
identified in documentation, these HIEREFOEHENET S.
values SHOULD be selected using
industry best practices for NTP and
SNTP clients, as published in section
10 of IETF RFC 4330.
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Section [tem Requirements HARSAOEDHE

MGMTNTP. | 7 | The time client SHOULD support DNS | i/ FZ 4 Iz ERR %L .
responses with CNAMEs or multiple A | SRR~ D BEEFHEETT 5.
or AAAA records.

MGMTNTP. | 8 | The default frequency with which the | HARS A Tl IPv6 #AEIZHHEL
RG updates its time from a time EHFEERR LTINS A, KRERSE
server MUST NOT be less than 60 B DEENET S,
minutes, or use an operator—specific
configuration.

MGMTNTP. | 9 | The default frequency with which the | HARS A Tl IPv6 #AEITHHEL
RG updates its time from a time EHFEERR LTINS A, KERSE
server MUST NOT be greater than 24 | #EIZ4&STOEHE T 5.
hours, or use an operator—specific
configuration.

MGMT.NTP. | 10 | The frequency with which the RG HARSA U TIE IPv6 HEREITHEL

updates its time from a time server

SHOULD be able to be configured.

F-EHZEELRL TS A, KERE
B R DEEINET S,
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