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2 Networking Protocols

2.1 IPv6 Networking Protocols
Section Item Requirements HARSAOED S
GEN.NETV6. 1 The device MUST support IP Version 6, | BAFEIZEE R (X7 LVvAY, BBAZ =8
which is defined in IETF RFC 2460. fEIREZEL .

GEN.NETV6. 2 The device MUST support enabling and | AR5 A1, IPv6 #aEZEFIHT
disabling of IPv6. BEEOELECDONTRERRLTLY
21=8, 1Pv6 H{EEZ off ITF 5L
[ZDWTIEAN TV,
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3 Wide Area Networking (WAN)

3.1 Bridging

IPv6 % % - mE LHEtE S

Section

[tem

Requirements

HARSA ED R

WAN.BRIDGE.

1

The device MUST be able to bridge

IPv4 over Ethernet.

HARSADRARIZEEELRZLY.

WAN.BRIDGE.

The device MUST be a learning
bridge as defined in IEEE 802.1D for
all logical and physical Ethernet

interfaces, supporting a minimum of

272 MAC addresses.

HARS L DREICEELAL.

WAN.BRIDGE.

If bridge mode is enabled for IPv4 on
the device by default for LAN
connected devices, the device MUST
be able to support additional
connections for TR-069 remote
management addressability (using
direct DHCPv4 or Static IPv4, PPP,
etc.), and connections for any locally
terminated service which require IP
(v4 or v6) addressability (e.g. gateway
integrated Voice ATA ports, etc.).
Note that this special bridge mode
that includes a device remote
management session connection
requires an additional WAN
connection from the network. This
requirement is considered conditional
as a result due to the network side
dependency, but the device must

support this type of configuration.

HARSA DRARIEELRZLY.

WAN.BRIDGE.

The device MUST be able to bridge
IPv6 over Ethernet (EtherType
0x86DD). This includes bridging of

multicast frames.

HARSAUTIE Ty O HEEIZD

WTIEfRA TLVELY. IPv6 [ZEHE
FTHIT)yOHEEICDOLVTIE, KR
LI CIRET P 7E.
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Section [tem Requirements HARSAOEDHE

WAN.BRIDGE. The device MUST be able to manage | AR5 4> TIETUyI#EEICD
IPv6 bridging for a WAN interface, LTI TUOELY. 1PV (ZESE
separate from IPv4 treatment. T5T)yIOBEEICDNTIE, KRR

LI TRETFE.

WAN.BRIDGE. The device MUST be able to manage | HARS 1 TIET )y OHEEICD
IPv6 bridging separately for each WVTIE A TUNVELY. IPv6 [ZREE
WAN interface (if there are multiple FB5T)yDHEEEICDNTIE, R
WAN interfaces). L TREFIE.

WAN.BRIDGE. When IPv6 bridging is enabled ona | HAFS AU TIET Yy oH#EEIZD
WAN interface, the device MUST be | LNTIZfii TULVELY. IPv6 [ZREE
configurable to act as a host on that | 3737y EEIZDIVTIX, RER
WAN interface (doing SLAAC, etc.). It | LABE THEETFE.
will not request IA_PD, since that is
not a host function.

3.2 IPv6 WAN Connection
Section | Item Requirements HARSAU ED LB

WANIPV6. | 1 | The device MUST support automated BEHEOIO—(IDVTI, HMRS
establishment of an IPv6 connection AVIZREB L.
according to the flow in Annex A.2.

WANIPV6. | 2 | The device MUST support dual stack of | HARZ A Id IPv6 #AEICHFEL
IPv4 and IPv6 running simultaneously, as | THY, IPv4 2D TIXEERL TLY
described in Section 2 of RFC 4213, AN
“Transition Mechanisms for IPv6 Hosts
and Routers”.

WAN.IPV6. 3 | The device MUST allow the IPv6 stack to | A/ RS A& IPv6 BEREZFIA T
be enabled / disabled. SEEDEECDONTERRLTL

B1=8, IPv6 HhHEEZ off [CTHE
[ZDWTIEAEN TLVRL.
WANIPv6. | 4 | The device MUST support DHCPV6 client | HARZ1>TH WAN 12271 —

messages and behavior per IETF RFC
3315. See WAN.DHCPC.5 for further

specifics on IAID value.

AT DHCPv6 #EEF 5 &%
WZBEL TSN, IAID 12DV TIE
SR L TULVRLY.
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Section [tem Requirements HARSAOEDHE

WANIPV6. | 5 | The device MUST support RFC 3633, HARSAUTELRFDTREY.
“IPv6 Prefix Options for Dynamic Host
Configuration Protocol (DHCP) version
6.”

WANIPv6. | 6 | The device MUST support specifying in | T4 RS AU IZILFRRAEELVAY,
its DHCPV6 prefix delegation request an | RIRTHD R ERETT 5.
indication of the length of prefix it
requires. If the RG supports multiple
LANSs, or has PD requests from its LAN, it
MUST indicate a preferred prefix length
at least equal to the longest length that
would enable the RG to assign a /64
prefix to each LAN it supports. Note that
the delegated prefix may vary from the
requested length

WAN.IPv6. 7 When sending DHCPv6 messages, the HARSAUIZIX BB AENAY,
device MUST identify itself in KRR TORRERETT S.
OPTION_CLIENTID (1) (client-identifier)
using the same client identifier as for
IPv4 (see WAN.DHCPC.3 and .4).

WAN.IPV6. 8 The device MUST support IPv6 Node HAKS A2 TlE, RFC4294
Requirements as a host node, per IETF (RFC6434) ZDHDZES L TLY
RFC 4294. Note that RFC 2461 reference | %L\AY, RARLAME TRILFEEE
by RFC 4294 has been obsoleted by RFC | 19 5.

4861.

WAN.IPv6. 9 The device MUST support stateless HARSAoTEREDEREY.
address auto—configuration (SLAAC), as
a host, per IETF RFC 4862.

WAN.IPVG. 10 | The device MUST support receipt of HAKSA42[6.1.1]TlE, RFC4191

route information per RFC 4191. If the
device only has one WAN connection, it
does not need to place this information in
its routing table, but it does need to save
it (for possible sending on the LAN

interface).

% LAN Bl A TSHELTLSAY,
RERLARE WAN BIIZDUNTH Bk
HEERET 5.
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Section Item Requirements HARSAEDHE

WAN.IPVG. 11 If route information is provided (RFC HARS42[6.1.1]1TIL, RFC4191
4191) and the device has multiple WAN % LAN Bl & TSHEL TS A,
connections, it MUST place the route RARLARE WAN B IZDUNTH B
information in its routing table. HiEFRET 5.

WANIPv6. | 12 | If the device does not have a HARSAI2IF, DHCP-PD THY
globally—scoped address on its WAN BLETZELAOGESDTRLAR
interface after being delegated a prefix, it | Z2FA&ELSBHRIAZA R (7R
MUST create addresses for itself from LY.
the delegated prefix. It MUST have at =L, WFhhrDoa—/\)LF7R
least one address and MAY have more. LREDITBENHBIETLD
There is currently no algorithm defined T, AR50 ELELL.
for address creation and it should be
assumed that different service providers
will want different rules for how to create
the address, how many addresses to
create, and, in the case of multiple
addresses, how the different addresses
are used.

WAN.IPv6. | 13 | The device MUST support enabling / HARZAUIZIT TR A LAY,
disabling of this IPv6 WAN connection KRR COERBERETT 5.
interface.

WANIPv6. | 14 | The device MUST be able to request the | HARSAUIZIF, 7 TavET
following DHCPv6 options: IANA (RFC | [XE2i (Z74EL AY, TANA, IA_PD,
3315), Reconfigure Accept (RFC 3315), DNS_SERVERS A #hZE &> TLY
IA_PD (RFC 3633), and DNS_SERVERS %. Reconfigure Accpet IZBE9 %
(RFC 3646). Hapu 3~ (AN

WAN.IPv6. 15 The device SHOULD be able to request SNTP_SERVERS (RFC 4075),

the following DHCPv6 options:
SNTP_SERVERS (RFC 4075), Domain
Search List (RFC 3646), and Client FQDN
(RFC4704).

Domain Search List (RFC 3646),
Client FQDN (RFC4704). &R T
&5 L. (SHOULD)

RELTIE, EH 4062 128FN
TLSH, BRMICERGT HILE
RIRTEET 5.
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Section Item Requirements HARSAEDHE

WANIPv6. | 16 | The device MUST be configurable as to | 774 F5 4 U (ZIXETRAEELAY,
which DHCPv6 options it requests via RIRTCOERRFRETT 5.
DHCPv6.

WAN.IPV6. 17 | The connectivity parameters (obtained HARSAUIZITEE B A A,
via RA and DHCPv6) MUST be persistent | SRl DZIEEEH, KR TOHEL
across loss of WAN connection (or lack | Z##&519 5.
of response from WAN connection).

WANIPv6. | 18 | The device MUST continue to use the | 7RLRIZEALTIE, B4 33 D
connectivity parameters (obtained via RA | ZIZBERR R A H DN, RERIZ
or DHCP) and consider them valid until T, WAN.IPV6.{17,18EHICEET
either they expire or the device is HERBICEFTTS.
explicitly told to use different values.

WAN.IPv6. | 19 | The device MUST NOT advertise any WAN BlAf B Tz—RADTIAILE
address prefixes on the WAN using the EMELLTELTEHI LA RIRTE
IPv6 Neighbor Discovery protocol, or 5.
advertise itself as a default router

WAN.IPv6. | 20 | The device MUST provide up to 4 HARSAUIZIFEEREEL.

instances of option—data within a single
OPTION_VENDOR_OPTS (17) (RFC
3315) with IANA “ADSL Forum”
Enterprise Number as the
enterprise—number. Each instance will
have one of the 4 sub—options from
WAN.DHCPC.7 as the vendor—specific
opt—code, with the corresponding value in
the vendor—specific option—data. If the
value of a parameter is empty for the
device, then the sub—option MUST be
omitted. If there are no values to provide,

the entire option MUST be omitted.

xR
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3.3 Transitional IPv6 WAN Connection

3.3.1 6rd Transition Mechanism

IPv6 % % - mE LHEtE S

Section [tem Requirements HARSAOED S
WAN.TRANS.6rd. 1 The device MUST support the 6rd RIRCIREDE _Z=IZ,
transition mechanism as described in "BBF TIZ MUST 24 TH
draft-ietf-softwire=ipv6-6rd. This ' EWSEEEMT S.
includes being able to configure the
necessary parameters via TR-069 and
DHCPvV4, creation of the prefix, using the
created prefix as a “delegated prefix” for
purpose of including one of its /64s in
RA messages, and modifying the IP
header for traffic that goes between the
WAN and LAN devices.
WAN.TRANS.6rd. 2 The device MUST support enabling and | HARFSA 12 ER R (&AL

disabling of this feature on the “default”
routed IPv4 connection. 6rd is not

applicable to bridged WAN interfaces.

M, JHETFE.

3.3.2 Dual Stack Lite Transition Mechanism

Section

Item Requirements

HARSA2 ED R

WAN.TRANS.DS-LITE.

1 The device MUST support DS-Lite
(draft—ietf-softwire—dual—stack-lite)
with IPv4 in IPv6 encapsulation

(RFC 2473).

IR TCIREDE_EIZ,
‘BBF Tl& MUST E&E {4
ThHd LLVSiEihE BT
3.

WAN.TRANS.DS-LITE.

2 The device MUST support DS-Lite
DHCPV6 options to retrieve the
address or FQDN of the tunnel
concentrator
(draft-ietf-softwire—ds—lite-tunnel-

option).

HARZAUIZITER R IE AR
A, HISTE.
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Section

Item Requirements

HARSAU EDHLE

WAN.TRANS.DS-LITE. 3

The device MUST configure a static
IPv4 default route towards the
DS-Lite tunnel.

HARSAUIZIE b [E ALY
H, AETRE.

WAN.TRANS.DS-LITE. 4

The device MUST deactivate the
NAPT function on the DS-Lite

interface.

HARZAVIZITER R IF AR
A, HISRE.

WAN.TRANS.DS-LITE. 5

The device MUST support enabling
and disabling of DS—Lite.

HARZAUIZITER R IF AR
A, HISTRE.

3.4 PPP Client

Section Item Requirements HARSAO LD HE

WANPPP. | 1 | The device MUST support PPP and the HARSAITITER IR AL
associated protocols as defined in IETF RFCs H, HETE.
1332, 1334, 1661, 1877, 1994.

WAN.PPP. 2 The device MUST support IETF RFCs 1570 and | HA KRS A& sRalk (FAz Ly
2153 traffic and operate without fault. This is H, HETE.
not stating that specific extensions MUST be
supported directly. It is identifying that upon
receipt of non—standard or unrecognized PPP
extensions from the broadband network (e.g.,
vendor or proprietary), the device MUST
operate without fault.

WAN.PPP. 3 The device MUST support PPPoE over the HARSAUIZ(FER R AL
encapsulated Ethernet as defined in [IETF RFC | A%, XIGAE.
2516.

WANPPP. | 4 | The device MUST support IETF RFC 4638 in HARSAVIZITER IR AL
order to accommodate MTU/MRU values N, AEFE.
greater than 1492 bytes in PPPoE.

WAN.PPP. 5 If the device supports ATM, the device SHOULD | A KRS A IZIXER R (770N

support PPP over AAL5 (PPPoA) as defined in
IETF RFC 2364.

A, HISTFE.
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Section Item Requirements HARSAOEDHE
WANPPP. | 6 | The device MUST be able to save all logins and | A RS54 (ZIXER B IEAR0
passwords for PPP sessions originated by the M, HERE.
device. Passwords MUST NOT be available
outside of the internal operation of the device
(e.g., can not be queried nor displayed).
WAN.PPP. 7 The device MUST not immediately terminate HARSAUIZIZEE R (T AL
PPPoE sessions and upper layer protocol H, JAIGFE.
connections when the physical connection is
lost. It should defer the tear down process for
two minutes. If the physical connection is
restored during that time, the device MUST first
attempt to use its previous PPPoE session
settings. If these are rejected, then the original
PPPoE session can be terminated and a new
PPPoE session attempted.
WAN.PPP. 8 The device SHOULD incorporate a random HARSAUIZIE BRI
timing delay prior to starting each IP (v4 or v6) | A%, XIS,
and PPP session. This random timing delay helps
to reduce connection failures when a group of
users attempt to establish connections to a
service provider at the same time (e.g., after
power is restored to a neighborhood that had a
blackout).
WAN.PPP. 9 The device SHOULD not attempt immediate HARSAUIZIZ R F AL

additional PPP session connections upon
receipt of an authentication failure. A back off
mechanism SHOULD be implemented to limit
repeated attempts to reconnect in this situation.
3 connection attempts SHOULD be made
followed by a delay and then repeated by the
next sequence of connection attempts. The
delay SHOULD be 5 minutes at first, and then
repeated every 30 minutes as required. This
requirement only applies to automated

connection attempts.

A, HISTE.

10
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Section Item Requirements HARSAOEDHE
WAN.PPP. | 10 | If the device is using PPPoE client function HARSAUIZIZER IR [EAELY
actively, the device MUST be able to forward A, SAIEFE.
PPPoE sessions initiated from LAN devices as
additional PPPoE sessions to the WAN interface
(this is sometimes known as PPPoE
pass—through). Specifically these LAN initiated
PPPoE sessions MUST NOT be tunneled inside
the device's primary PPPoE client session.
WAN.PPP. | 11 | If the network implements the TR-059 type HARSAUIZITER R AL
architecture, and when fragmentation is H, JAIGFE.
required, the device MUST fragment all PPP
sessions that it originates on an access VC
using MLPPP interleaving as defined in IETF
RFC 1990.
WANPPP. | 12 | If PPP is used, the device MAY obtain an IPv4 | HA RS A IZIZERIR AR

subnet mask on its WAN interface using IPCP
(IPv4) extensions. If this is done, then IPv4
subnet masks will be communicated with IPCP
(IPv4) using the PPP IPCP (IPv4) option with
option code 144, the length of the option being 6
and the mask being expressed as a 32-bit mask
(e.g. 0XFFFFFF80), not as a number indicating
the consecutive number of 1s in the mask (from
0 to 32). The learned network information MAY,
but need not, be used to populate the LAN side
embedded DHCP server for the modem. The
learned network information is treated as a
subnet and not as a collection of individual
addresses. That is, the first and last address in
the subnet should not be used. The IPv4
address negotiated SHOULD, but need not, be

the one assigned to the modem.

A, HISTE.

11
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Section Item Requirements HARSAOEDHE
WAN.PPP. | 13 | The device MUST make the access HARSA I X iR IEAR L
concentrator name used with PPPoE N, AEFE.
connections available via the Web GUI, TR-064
or TR-069 request for diagnostic purposes.
WANPPP. | 14 | The device MUST support RFC 3544, “IP HARSAUIZITER IR AL

Header Compression over PPP”.

A, HISRE.

3.4.1 PPP Client for establishment of IPv6 connection

Section Item Requirements HARSA LD LB
WAN.PPP.IPV6. 1 The device MUST support IPv6 over | RARCIREDE ZZ=IZ,
PPP per IETF RFC 5072 and RFC "BBF TIE MUST REEHTH
5172. % ELNSEEHEIBN.
WAN.PPP.IPV6. | 2 | The device MUST support HARZAUITIF RIS AY,
establishment of an IPv6 over PPPoE | XIGAE.
connection according to the flow in
Annex A.1.
WAN.PPP.IPv6. 3 The device MUST allow any particular | 54 RS A (ZIEEE R ITERLVAY,
PPP connection to be configurable for | XIS 2.
IPv4—-only, IPv6—only, or both.
WAN.PPP.IPv6. 4 If the device is configured for multiple | HARSAIZILEER (FALLVAY,
PPPoE connections, it MUST be RIGRE.
possible to configure it to use the
same login and password for all, so
that only the domain is unique per
connection.
WAN.PPPIPv6. | 5 | The RG MUST NOT tear down a HARSAUITIFERRIR ISR AT,

shared (IPv4 and IPv6) PPP session if
error conditions prevent only one IP
stack (either IPv4 or IPv6) from
working. The session MUST be torn
down if error conditions apply to both

stacks

G E.

12
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3.5 Denial of Service Prevention

IPv6 % % - mE LHEtE S

Section Item Requirements HARSAL LD B
Note that the IPv6 parts of this module apply | HARSA2IZHE LAY, KERT,
only if the device has an IPv6 Stack. IRED 4 EICERRERY AL

», BBF TOEHEESHRT S

WAN.DoS. | 1 | The device MUST provide Denial of Service | HARTAUIZIELDY, RART,
(DOS) protection for itself and all LAN CPE | IR7E®D 4 E(ZFEMREERYIAD
including protection from Ping of Death, SYN | ', BBF TOEHZS BT 5.
Flood LAND and variant attacks. The
extent of this protection will be limited when
the device is configured as a bridge in which
only PPPoE traffic is bridged. This protection
MUST be available when the device
terminates IP (v4 or v6) or bridges IPv4.

WANDoS. | 2 | The device MUST reject packets from the | HARZAUIZALAY, RART,
WAN with MAC addresses of devices on the | IRFE®D 4 EIZFERERYAL
local LAN or invalid IP (v4 or v6) addresses | A, BBF TOEEZSIRT 5.
(e.g., broadcast addresses or IP (v4 or v6)
Addresses matching those assigned to the
LAN Segment).

WAN.DoS. | 3 | The device MUST reject any unidentified HARSAUIZIENAD, RERT,
Ethernet packets (i.e. any packet that is not | IRTED 4 EIZEHREZEYAD
associated with IP (v4 or v6) or PPPoE M, BBF TOEHZSRT 5.
protocols).

WAN.DoS. | 4 | The device MUST perform anti-spoofing HARSAUIZIEWA, RERT,
filtering for IPv6. All IPv6 traffic sent to the | JTED 4 E(ZFARERYAL
WAN from the LAN MUST have an IPv6 », BBF TOEHEZSRI S.
source address with a prefix assigned to the
LAN by the device, that was delegated from
the WAN (through DHCPV6 or configuration).

WAN.DoS. 5 Since the device must perform anti—spoofing | A KS A IZE LAY, AR T,

filtering for IPv6, until it has an IPv6 LAN
prefix delegation it MUST filter all upstream
IPv6 traffic from the home.

IBED 4 EICFTERERYAD
h, BBF TOREEZSHETS.
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3.6 Quality of Service

IPv6 % % - mE LHEtE S

Section

[tem

Requirements

HARSA2ED
24 34

Note that the IPv6 parts of this module apply only if the

device has an IPv6 stack.

WAN.QoS.

The device MUST support classification of WAN directed
LAN traffic and placement into appropriate queues based
on any one

or more of the following pieces of information:

(1) destination IP (v4 or v6) address(es) with subnet mask,
(2) originating IP (v4 or v6) address(es) with subnet mask,
(3) source MAC address,

(4) destination MAC address,

(5) protocol (TCP, UDP, ICMP, --+)

(6) source port,

(7) destination port,

(8) IEEE 802.1D Ethernet priority,

(9) FQDN (Fully Qualified Domain Name) of WAN session,
(10) Diffserv codepoint (IETF RFC 3260),

(11) Ethertype (IEEE 802.3, 1998 Length/Type Field), and
(12) traffic handled by an ALG, and

(13) IEEE 802.1Q VLAN identification.traffic and placement
into appropriate queues based on any one traffic and

placement into appropriate queues based on any one

HARSAUIZIF
EEAL. KR
LG TEMER
BERY

WAN.QoS.

The device MUST support classification of WAN directed
LAN traffic and placement into appropriate queues based
on any one or more of the following pieces of information:

(1) packet length.

HARSAIZIE
WAL KA
BB TIEME 1
e

WAN.QoS.

The device MUST support the differentiated services field
(DS Field) in IP (v4 or v6) headers as defined in IETF RFC
2474,

HARSAVIZIF
REEL. Rh
LI TIBMNZER
BERKS)

14
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IPv6 % % - mE LHEtE S

Section Item Requirements HARSA2ED
74 37
WAN.QoS. 4 The device MUST by default recognize and provide TARSAIZIE
appropriate treatment to packets marked with soEEL. KR
recommended Diffserv Codepoints, whose values and LU TEMER
behavior are defined in IETF RFC2474, 2475, 2597, 3246, BEEY
and 3260. Specifically, the values shown in the DSCP
column of the table below MUST be supported, except the
Cs0-7, which are optional.
DECP marking DSCP rmarking
Class Description (name) (decimal valug)
EF Realtime af 46
AF 4 —in-contract Premium class4 {in) afd 34
AF4 — out-of-contract Premium class4d (ouf) afd2, af43 36, 38
AF 3 —in-contract Premium class3 {in) afal 26
AF3 — out-of-contract Premium class3 (ouf) af3z2, afi3 28,30
AF 2 —in-contract Premium class2 {in) af21 18
AF 2 — out-of-contract Premium class2 {out) af22, af23 20,22
AF1 —in-contract Premium class1 {in) af 10
AF1 — out-of-contract Premium class1 {out) af1 2, af13 12,14
DEBE Defaultf Best Effort he 1]
Ce0 {optional)  Class Selector 0 csl 0
Cs1 {optional)  Class Selector csl 3
Cs2 {optional)  Class Selector 2 cs? 16
Cs3 {optional)  Class Selector 3 cs3 24
Csd (optional)  Class Selector 4 csd 3z
g foptional)  Class Selector s csh 40
Cs6 {optional)  Class Selector B [8:13] 48
Ce7 (optional)  Class Selector ¥ cs7 a6
WAN.QoS. 5 The device MUST be able to mark or remark the Diffserv | HAFSAIZ(&
codepoint or IEEE 802.1D Ethernet priority of traffic SEEL. KRR
identified based on any of the classifiers supported by the | LIfETiEINZ&R
device. 9 5.
WAN.QoS. 6 The device SHOULD support sending the following frame | HAFSAI1Z1E
types: untagged frames, priority—tagged frames, and SLEEL. KA
VLAN-tagged frames in the upstream direction. This LI TCEINER
satisfies TR-101 R-01. 9 5.
WAN.QoS. 7 The device SHOULD support setting the priority tag and TARSAIZIF
VLAN ID values. This satisfies TR-101 R—02. SEEHGL. JER
LI TIBMER
BEE}

15
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Section [tem Requirements HARSA2ED
HeEg
WAN.QoS. 8 The device SHOULD support receiving untagged and HARSAUIZIE
VLAN-tagged Ethernet frames in the downstream SREAL. KRR
direction, and SHOULD be able to strip the VLAN tagging | LAFCiEBINZ#&
from the ones received tagged. This satisfies TR-101 R-03. | §19 5.
WAN.QoS. | 9 | The device MUST support one Best Effort (BE) queue, one | AR S/ (Z[E
Expedited Forwarding (EF) queue and a minimum of four SHEHAGL. TR
Assured Forwarding (AF) queues. LI CEBME&
HEK)
WAN.QoS. 10 | The device MUST duplicate the set of queues for each TARSAIZIF
access session. This can be done logically or physically. sEEGL. JER
IPVERSEYIER S
HEK)
WAN.QoS. 11 The device SHOULD support the appropriate mechanism | HARFSAIZIE
to effectively implement Diffserv per hop scheduling SEEL. KRR
behaviors. A strict priority scheduler is preferred for EF. LI TEBME&
HEXK)
WAN.QoS. 12 | The device SHOULD support aggregate shaping of HARSAIZIE
upstream traffic. SoEEL. XA
IPVE-RSEYIER
HEK)
WAN.QoS. 13 | The device SHOULD support per—class shaping of TARSAIZIF
upstream traffic. SLEEL. KA
IPVE-RSEYIER
HEK)
WAN.QoS. 14 The device MUST support the capability to fragment traffic | HAFSA1Z1E
on sessions that it originates, in order to constrain the SEEL. RER
impact of large packets on traffic delay. LI TEBMmE &
HEK)
WAN.QoS. 15 | The packet size threshold before fragmenting AF and BE | /RS A IZI&

packets MUST be configurable.

SLEAGL. KR
LI CEMER
9%.
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3.6.1 Quality of Service for Tunneled Traffic

IPv6 % % - mE LHEtE S

Section Item Requirements HARSAOED S

This module only applies when the device is
an endpoint for a tunnel to the WAN. Note
that this module applies to IPv6 if it is used
as either the tunneled or the tunneling
protocol.

WAN.QoS.TUNNEL. 1 The device MUST be able to mark or remark | H A RS A IZIXER &
the Diffserv codepoint of traffic that will be | ZEL. RARLLIE TIEIN
placed over a tunnel, based on classification | Z{& 519 3.
of that traffic (prior to placing it on the
tunnel) using any of the classifiers
supported by the device. This only applies
when the traffic is going from LAN to WAN.

WAN.QoS. TUNNEL. 2 The device MUST be able to mark the HARSAVIZIFERE
Diffserv codepoint of the underlying tunnel | ZZL. RERLAFETIEM
or IEEE 802.1D Ethernet priority of Ethernet | Z#& 519 5.
that is transporting the tunnel, based on
classification of the tunneled traffic using
any of the classifiers supported by the
device. This only applies when the traffic is
going from LAN to WAN.

WAN.QoS.TUNNEL. 3 When the device receives tunneled traffic HARSAUIZILEEH
from the WAN, it MUST be able to mark or | L. ZRARLAFETIEMN
remark the Diffserv codepoint of that traffic, | Z & 519 5.
based on classification of the tunneled
traffic using any of the IP—layer or higher
layer classifiers supported by the device.

WAN.QoS.TUNNEL. 4 When the device receives tunneled traffic HARSAUIZILEEH

from the WAN, it MUST be able to mark the
IEEE 802.1D Ethernet priority of the LAN
Ethernet frame, based on classification of
the tunneled traffic using any of the
IP-layer or higher layer classifiers

supported by the device.

2L, RARLARET:EM
ERETS.

17
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Section Item Requirements HARSAOEDHE

WAN.QoS.TUNNEL. 5 When the device receives tunneled traffic | HARS AV IZIXEEEL
from the WAN, it MUST be able to mark or | L. ZRhRIAFETIEM
remark the Diffserv codepoint or mark the | Z&519 5.

IEEE 802.1D Ethernet priority of the LAN
Ethernet frame, based on classification of
the WAN Ethernet, using any of the
Ethernet—layer classifiers supported by the

device.

WAN.QoS.TUNNEL. | 6 | When the device receives tunneled traffic | T4 RS/ IZILEEE
from the WAN, it SHOULD be able to mark | ZiL. RARLARE TIEHN
or remark the Diffserv codepoint or mark RET9 5.

the IEEE 802.1D Ethernet priority of the
LAN Ethernet frame, based on classification
of the underlying tunnel, using any of the

IP-layer classifiers supported by the device.

18
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4 Local Area Networking (LAN)

4.1 General LAN Protocol

IPv6 % % - mE LHEtE S

Section Item Requirements HARSAL LD B
LAN.GEN. 1 | The device MAY support SOCKS as defined in | H A RS A (ZIXERaR ALY
IETF RFC 1928 for non—ALG access to the M, HIHRE.
public address.
LAN.GEN. 2 Both NetBios and Zero Config naming HARSAIZIZER B AL
mechanisms MAY be used to populate the M, HEAE.
DNS tables.
LAN.GEN. 3 The device MAY act as a NETBIOS master HARSAUIZIEEE B A ALY
browser for that name service. Y, SEFE.
LAN.GEN. 4 The device MUST support multiple subnets TARSAUIZIFE R AL
being used on the local LAN. N, RIRTIRE®D 3 EIZ,
BBF O MUST #BEEL TR
L1z T, MAY #8ELLT
kg %.

4.2 LAN IPv6 Addressing

Section Item Requirements HARSA2 LD

LAN.ADDRESSV6. | 1 | The device MUST create a Link Local | /RS AU ICIFFEMEL.
(LL) address for its LAN interface, and | RERLABE, LL D 52D
perform Duplicate Address Discovery | TIZBASE, LL DZEEIZDLY
(DAD), per RFC 4862. It MUST always | TIZERBRDZIEIZBILT
use the same LL address, even after | HRE19 5.
reboot or power failure.

LAN.ADDRESSV6. | 2 | The device SHOULD try alternate LL | HA RS AU ICIFFRMMEL .

addresses, if DAD fails. The vendor can
define the algorithm to be used in this

case.

KRR TRE R DR IEZE
RET 5.
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IPv6 % % - mE LHEtE S

Section Item Requirements HARSAED LB
LAN.ADDRESSv6. | 3 | The device MUST have a ULA prefix | ULA [CDUNTIE, RARLIBET
[RFC 4193]. It MUST always maintain | LD MNEBIEZIRET 5.
the same prefix, even after reboot or
power failure, unless this prefix is
changed through configuration (in
which case it maintains the changed
value).
LAN.ADDRESSv6. | 4 | The device MAY allow its ULA prefix to | ULA [ZDUNTIE, RARLABET
be changed through configuration. SR DIMEEIEERETT 5.
LAN.ADDRESSvV6. 5 | The device MUST support advertising | 71 FS AV ICEZF DR
a /64 from its ULA prefix through Y. (3.34)
Router Advertisement to be enabled /
disabled. When enabled, this /64 will be
included in RA messages, with L=1,
A=1, and reasonable timer values.
LAN.ADDRESSV6. | 6 | The devices MUST support RFC 4861 | RhRTiBET 5.
Router Specification requirements
(section 6.2).
LAN.ADDRESSvV6. 7 | The device MUST support HARSA4 12, M/O flag [
configuration of the following elements | DWVNTIXEIZEDEERFY.
of a Router Advertisement: “M and O” | RFC4191 [ZDW\TIXH MRS
flags (RFC 4861), Route Information A2k L MUST/SHOULD
(RFG 4191), and Default Router [Z2DOWTIEZDIRICHEET T
Preference (Prf) (RFC 4191). .
LAN.ADDRESSv6. | 8 | The device SHOULD support HARSAVICE—DREdE
configuration of the following elements | Y. (6.3.1)
of a Router Advertisement: MTU (RFC
4861).
LAN.ADDRESSV6. | 9 | The device MUST advertise (in RA) a | HARSA VIR —DiERHE

/64 prefix from all prefixes delegated
via the WAN interface. This will have
L=1, A=1, and lifetimes per the

received (from the WAN) delegation.

Y. (6.1.1)

20
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IPv6 % % - mE LHEtE S

Section Item Requirements

BARSAUED LT

LAN.ADDRESSV6. 10 The device SHOULD advertise DNS
server using the RDNSS option in
Router Advertisements (RFC 5006).

RFC6106 IZT, Standards
Track [ZE>TWVS. HAFS
AVITIEEEBA LAY, RAR
[CTERBADHERELT H. (&
HELTERLALY

4.3 DHCPv6 Server

Section [tem Requirements

BARSAUED LT

LAN.DHCPvV6S. 1 The device MUST support DHCPv6
server messages and behavior per IETF

RFC 3315.

HARSAVIZIE, PRLREFR
(6.1.2), DNS, Z Dt —/\7
FLR(6.2.2)DEEHEDAHHY.
BBF DR FaAURAEELT
WBTRTDAytE—I(ZD0
Tl&, 7 R—rLTLVELDT
SHRIRFTS.

LAN.DHCPV6S. 2 The device MUST support and be
configurable to enable/disable address

assignment using DHCPVG.

HARSAUIZIE, WBERET
[FEHEWATRUREERMNAERET
HB_EDHELBHY. (6.1.2)

LAN.DHCPvV6S. 3 The device MUST either have an
algorithm or allow configuration (or
both) as to which /64 prefix to use, from
any received WAN prefixes or its own

ULA prefix.

HAFZA4>Tld, DHCPv6 IZFR
53 7FLREAHICEET 5
BDHBHY.

(332,333, ,334)

LAN.DHCPV6S. 4 The device SHOULD be configurable to
support rules as to which host devices
will be assigned addresses through
DHCPV6. That is, it should be possible
for a service provider to place their own
host devices in the premises and have
the RG only support DHCPv6 address
assignment to those devices. Note that
this does not require use of the RA “M”
flag, as the service provider host

devices can be configured to always use

HARZAUIZIF R AR
n, HIETE.
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IPv6 % % - mE LHEtE S

Section Item Requirements HARSA LD HE
DHCPv6 for address assignment. The
DUID may help to identify host devices.
LAN.DHCPV6S. | 5 | The device MUST be configurable to HARSAVICIE, AMEET
enable/disable prefix delegation via TN TL Iy BTN
DHCPVS. AEETHAHEDH LR BHY.
(6.1.2)
LAN.DHCPV6S. | 6 | The device MUST support delegation of | HARSAUIZIE, HBMEET
any received WAN prefix and its own [T TL IO REEF A
ULA prefix, that is shorter than /64, A[EETHHED AL HY.
using mechanisms of RFC 3633. (6.1.2)
LAN.DHCPv6S. | 7 | The WAN / ULA prefixes that a device | A RSV ITIFERBH LY
is allowed to further delegate SHOULD | A, ST E.
be configurable.
LAN.DHCPV6S. | 8 | The device MUST support DHCPv6 HARSAVICIE, PRLRBEf
Information_request messages. (6.1.2), DNS, FD g —/\7
FLR(6.22)DEERDFHHY.
BBF DRFF 1A MMEELT
WBTRTDAYE—T(ZDLY
Tl&, ¥ R—LTVVELD T
SRIRFATS.
LAN.DHCPV6S. 9 The device MUST support the following | TARSAIZI&, 7L RER
DHCPv6 options: IA.NA (RFC 3315), (6.1.2) , DNS, ZDfthg—/\7
IA_PD (RFC 3633), and DNS_SERVERS | FL R(6.2.2) DB D#HHY.
(RFC3646). BBF DR FaAVMIHEELT
WBFTRTODAYE—T(2DLY
Tl&, Y R—FLTLVELD T
SRIRFATS.
LAN.DHCPv6S. | 10 | The device SHOULD support HARSA VIR HY.
Reconfigure Accept (RFC 3315) and (6.2.2)

pass the additional set of DHCP options
received from the DHCP client on its

WAN interface to IPv6 hosts.

LAN.DHCPVGS.

11

The options that the device will provide

via DHCPv6 MUST be configurable.

HARSAVIZFEERAL.
T ELL.
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4.4 Naming Services (IPv6)

IPv6 % % - mE LHEtE S

Section [tem Requirements

HARSA DB

LAN.DNSv6. 1 The device MUST act as a DNS server for
IPv6—capable LAN devices by supporting
IPv6 (AAAA) records in its DNS server (per
RFC 3596) and allowing these records to be
queried using either IPv4 or IPv6 transport
(RFC 3901).

HARSAVIZIF, FSURR
—MZBELCEEES bR H
Y. (5.1)

AAAA RR (FE2iR7ZzL.
RERTEMERET 5.

LAN.DNSv6. 2 The device MUST attach all known (for the
host device) globally scoped IPv6 addresses
to the DNS record for a particular host
device (see LAN.DNS.6), as AAAA records

for that device.

HARSAUIZIF 2B AL,
CPE JL—ARELTIEAEL N
ERLNBE-ORIGLENTE

=

E.

LAN.DNSv6. 3 The device SHOULD support dynamic DNS
(DDNS) for devices to provide their own
DNS information. This would override any
DNS entries the RG may have created for
the IP addresses included in the DDNS

request.

HARZAVICEES SRt
B2.D[EHHA, ®MISLEL
FE.

LAN.DNSv6. 4 The device MUST be able to query for A and
AAAA records using either IPv4 or IPv6
transport to DNS recursive name servers in

the WAN.

HARSA VIR BHY.
(5.1.1)

LAN.DNSv6. 5 The device SHOULD use a DNS recursive
name server obtained through DHCPv6
option (23 - OPTION_DNS_SERVERS) to
query for AAAA records to the WAN, as its

first choice.

TAAAA RR O query 17535
& . DHCPv6 THY#SL 1= DNS
Y—NZRBREELTERY
B1EWSRIRIE, HARS1>
[CEEIR S TULVAELY,
HELEWNFE.
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IPv6 % % - mE LHEtE S

Section [tem Requirements HARSA LD L
LAN.DNSv6. 6 When the device is proxying DNS queries for | TR-124i2 TIXl1Pv6 T®D
LAN devices, it SHOULD use the IPv6 query DAEJBERIZ B IZIT,
transport regardless of the transport mode | IPv6 TREILVEHEZITD
used by the LAN device, when querying to (SHOULD) |C &IZ%H>TULYS
the WAN. This is only possible if the device | A%, HA RS Tl
has IPv6 addresses for DNS recursive name | N5 AFR—F X ATREALR Y
servers on the WAN. SH 5 (MAY) (EERihEh
TWha.
FISLIELNFE.
LAN.DNSV6. 7 | The device MUST support receiving at least | A/ FS5 4> TILE kL.
2 DNS recursive name server IPv6 2 DL LD Nameserver &
addresses from the network through ZITRAZEMNAIRETH D
DHCPv6 option OPTION_DNS_SERVERS SEERMUBRETEMTE.
(23) (RFC 3646) .
LAN.DNSv6. 8 The device SHOULD allow the user to HARS4 212 Nameserver D

specify that the network—learned or
user—specified DNS recursive name server
addresses be passed back to the LAN
devices in DHCPvV6 responses instead of the
device's address itself as the DNS recursive

name server(s).

TELRERMBARDEER (T H
%.(6.2.2)

f=1ZL, E2f19 % Nameserver
DTELZADZERICET S
IR (L7 N2, RIRLARET
BREFE.
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4.5 Port Forwarding (IPv6)
Section [tem Requirements HARSA2 LD HE
LAN.PFWDv6. | 1 | The device MUST support security HARSA 21" simple

mechanisms described in

draft-ietf-v6ops—cpe—simple—security.

security” E1=[%"balanced
secrurity” [ZB89 SRR B0
R FE.

LAN.PFWDv6 2

Individual port forwarding rules MUST be
associated with a LAN device, not the IPv6
address of the LAN device, and follow the

LAN device should its IPv6 address change.

AARSAVIZFEFaYT4
—(4 E)LASHZERRANELY.
R—=bT+T—T 127 H8E
(LR LR TEEEERE S
3.

LAN.PFWDv6 3

The port forwarding mechanism of the
device SHOULD be easy to configure for
common applications and user protocols
(e.g., ftp, http, etc.) by specifying a protocol
name or application name in a “Common
Applications Names List” instead of a port
number and protocol type. A partial list of

applications for potential inclusion are

identified in Appendix [.

HARSAVIZIFEF2YTo
—(4 B)LUSMZEBA AR,
R—,IAT—T 42T 18
(R LAPE CIBRERETT
3.

46 MLD and

Multicast in Routed Configurations (IPv6)

Section

Item Requirements

HARSA 2 ED LB

LAN.MLD.ROUTED.

1 The device MUST support MLDv2 as
defined in IETF RFC 3810.

TARSAUIZEEd $HY(7.3.2)

LAN.MLD.ROUTED.

2 The device MUST support
functionality as described for IGMP in
requirements LAN.IGMP.ROUTED. 1,
3-5,7,9, 11, 14-16, 18-23

IPv6 T LF T v AMEREIL—
RERICFIAT Y —E RITIK
FLTWB=8, HARSA4>

[CENTIEERBRLTLVEL.

LAN.MLD.ROUTED.

3 The device SHOULD support
functionality as described for IGMP in
requirements LAN.IGMP.ROUTED. 6,
10, 17

IPv6 T ILF v RAEREIS—
BEMICRIAY 50 —EXITIK
FLTWAT8, HARZ1>

[SEWTIFEFRL TR
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IPv6 % % - mE LHEtE S

Section Item Requirements HARSA LD LB
LAN.MLD.ROUTED. 4 The device MUST be configurable to | IPv6 < JLF T X EREIL—
prevent sending MLD messages to BRI AT 59 —E RIZIK
the WAN interfaces for specified FLTWAT®H, TARSA4>
multicast addresses or scopes. IZHEWTIEEFBRL TV,
LAN.MLD.ROUTED. 5 The device MUST default to not IPv6 < JLF v AHEEEIE—

sending MLD messages for scope of

0 through 8.

RRBIIZFIART B —ERITIK
FELTWST=H, HAESAY
[SEWTIFEFERLTLVERLY.
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5 Management & Diagnostics

5.1 UPNP

IPv6 % % - mE LHEtE S

Section [tem

Requirements

HARSA ED R

MGMT.UPnP. 1

The device MUST support UPnP Device
Architecture 1.0. This specification is made

available for download at http://www.upnp.org.

HARZA42IZ, UPnP

v2.0 DBEfRERERT

BHESHRIRLET
Et.

MGMT.UPnP. 2

The device MUST support UPnP device
identification of the UPnP Device

HARS A1, UPnP
v2.0 DFZRZEERT

Architecture.The device MUST display itself as a | 2D ESIMRERLIET
network device with the following information: &t
— Manufacturer Name
— Modem Name
— Model Number
— Description (e.g. VendorName Wireless Gateway)
- Device Address (e.g. http://192.168.1.254)
5.1.1 UPnP IGD

Section Item Requirements HARSA ED LB

MGMT.UPnP.IGD. The device MUST support UPnP HARSA2IZ, UPnP
InternetGatewayDevice:1 Device Template v2.0 DOEZZERE RS
Version 1.01 Standardized DCP. BEMEIDNRMLLRET
This specification is made available for &t
download at http://www.upnp.org.

MGMT.UPnP.IGD. If UPnP IGD is supported, it MUST allow the | HA/RZ4>(Z, UPnP
user to enable logging of all UPnP IGD actions | v2.0 DRE{%%, itk
and events. T HMEIDRARLARE

THRET.

MGMT.UPnP.IGD. If UPnP IGD is supported, the user SHOULD | TARFZ4>(Z, UPnP
be warned upon enabling it that this may allow | v2.0 ME{%Z%, s0ik
applications to configure the box and allow FEHENESIHRERLLEE
unexpected accessing of local devices. THaEt
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5.2 Network Time Client

IPv6 % % - mE LHEtE S

Section Item Requirements HARSAL DB
Note that this module applies to IPv6 as HARSAUIZER R ALY,
well as IPv4, but only if the device has an | HGW A% NTP 547> kD #
IPv6 stack. BB DE&IZIE, IPv6 SV

AR—FTOT7 AL ATREIC
F REF(SHOULD)EWNVSEE i & R
IRCIBMYT 5 EERETT 5.
MGMTNTP. | 1 | The device MUST support an internal HARSAUTIER RS
clock with a date and time mechanism.
MGMTNTP. | 2 | The device clock MUST be able to be set | A RS A TIERIRH.
via an internal time client from an Internet
source using IETF RFC 1305.
MGMT.NTP. 3 The device MUST support the use of time | HARSA 2 TIEx R4}
server identification by both domain name
and IP (v4 or v6) address.
MGMT.NTP. 4 If the device includes default time server | HARS A TIEt &4}
values, they SHOULD be specified by
domain name and not by IP (v4 or v6)
address.
MGMTNTP. | 5 | The device SHOULD allow configuration of | 714 K54 TIERI R4} .
the primary and alternate time server
values in addition to or in place of any
default values.
MGMT.NTP. | 6 | If the device includes default time server | /RS A TIExt R4 .
values or time server values are identified
in documentation, these values SHOULD
be selected using industry best practices
for NTP and SNTP clients, as published in
section 10 of IETF RFC 4330.
MGMT.NTP. | 7 | The time client SHOULD support DNS HARSAUTIER RS

responses with CNAMEs or multiple A or
AAAA records.
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BARSAUED LT

MGMT.NTP.

The default frequency with which the
device updates its time from a time server
MUST NOT be less than 60 minutes, or

use an operator—specific configuration.

HARSATIER RS

MGMT.NTP.

The default frequency with which the
device updates its time from a time server
MUST NOT be greater than 24 hours, or

use an operator—specific configuration.

HARSAUTIER RS

MGMT.NTP.

10

The frequency with which the device
updates its time from a time server

SHOULD be able to be configured.

HARSAUTIER RS
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