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|. Getting Start

The SIPv6 Analyzer is a packet analysis tool for 1Pv6 SIP-based VolP applications. SIPv6
Analyzer, which developed by National Chiao Tung University (NCTU) Vol P Laboratory, contains
Packet Viewer, SIP Viewer, RTP Spy and Statistics functions. The software and hardware

requirements of the SIPv6 Analyzer are listed as follows:

® Network Interface Card(s): 10/100Mbps Ethernet or 802.11a/b/g WLAN card
® Processor: Intel Pentium 750MHz or faster x86-compatible CPU

® Disk Space: 50MB in hard disk

® Memory: 256MB or more RAM

® Operating System: Windows 2000/XP/2003

To download SIPv6 Analyzer, the user opens the web browser (e.g. I1E or Netscape), inputs the

URL http://www.csie.nctu.edu.tw/~yhsung/sipv6_analyzer (Figure 1 (1)) and click the hyper-link
named SIPv6 Analyzer 0.1.5 RELEASE in Figure 1 (2). Then the user can see a pop-up window
that prompts the user to save the setup file (setup.exe) of the SIPv6 Analyzer to the local hard disk.

The user can click the OK button on this window to save the setup file.
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Figure 1. Download SIPv6 Analyzer

[I. Installation

After downloading the setup file (setup.exe), the user can double-click the file to dart the
installation procedure. The detailed steps are illustrated in Figure 2. First, the user can see the Setup
Wizard and click the Next button to continue installation. Then the user can see the License
Agreement page of the SIPv6 Analyzer. This agreement based on GPL (GNU General Public
License). If the user accepts this agreement, he/she can choose | accept the agreement item. In
Figure 2 (4) and (5), the user selects a folder on the computer to install the SIPv6 Analyzer. In
Figure 2 (6) and (7), the user can select the components of the SIPv6 Analyzer. The SIPv6 Analyzer
components include the main program of the SIPv6 Analyzer, the binary executables of Ethereal
and installation program for WinPcap. The user can disable WinPcap selection if he/she already
installed it in the computer. Figure 2 (8) and (9) are the stepsto create the program'’s shortcuts in the
Sart Menu folder. Figure 2 (10) shows a list of selected components and the configurations for the

user who attemptsto review or change any settings.



',Z‘ Setup - SIPv6 Analyzer O =] ]’.,EL Setup - SIPv6 Analyzer 0.1.5 =1

License Agreement
Pleaze read the following important information before continuing.

Welcome to the SIPvH Analyzer
0.1.5 Setup Wizard

This will install 51PvE Analyzer 115 on your computer. Plzase read the following License Agreement. Y'ou must accept the terms of this

agreerment before continuing with the installation

Itiz recommended that you close all ather applications befare

continuing. GMU GEMERAL PUBLIC LICEMSE ﬂ
Wersian 2, June 1351

Click Next to continue, or Cancel to exit Setup.
Copyright [C] 1989, 1991 Free Software Foundation, Ine.
58 Temple Place, Suite 330, Boston, MA 021111307 USA

* Ever(o@ls;ermltted to copy and distibute verbatim copies

af thi document, but changing it is not allowed.
Preamble
I The licenses for mast saftware are designed ta take away your LI
R PP
HNC s

-
P o e h%‘hbn‘;érﬁéh?“

< Back I Mest > E Cancel |

¥ N
srrammnny

{15 Setup - SIPv6 Analyzer 0.1.5

Select Destination Directory

‘wWhere shourﬁvi Analyzer 0.1.5 be installed?
A

Selectine folder where you would like SIPvE Analyzer 0.1.5 to be installed, then click Selett the components you want ta install; clear the components pou do nat want o
Mest. ipétall. Click Mext when vou are ready to continue.

{5 Setup - SIPv6 Analyzer 0.1.5

Select Components

wdhich c(anTts should be installed?

Main Files 10.8 ME
thereal 0.70.2 155 ME

» WirPeap 3.0 05 Me

I ATBSCODEC

1 ATI Technologies
1) Barland
12 Comman Files LI
I < c bm_preload (5) j (7 )
The program requires at least 26.3 MB of disk space. Current selection requires at least 26.8 MB of disk space.
\“‘III."I: Iy :
¢ Back Nest » , Cancel | < Back ; Heut > I: Cancel |
H N Frrsammunay

{5 Setup - SIPv6 Analyzer 0.1.5

Select Start Menu Folder

‘where srtgﬁtup place the program's shortouts?
A

Seluct the Start Menu folder in which you would ke Setup to create the program's Click, Install to continue with the inztallation, or click Back if you want to review or
atortcuts, then click Mext. change any settings.

{5 Setup - SIPv6 Analyzer 0.1.5

Ready to Install
Setup is now ready ta begin installing 5IPE Analyzer 0.1.5 on vour computer.

H Diestination directory: -
any C:%Pragram Files\SIPvE Analyzer
Access [BM -
AcliveState ActivePerl 5.8 Setup type:
Adobe Fullinstallatior
ATIHYDRAVISION

Borland C++Builder & » Selected components:
Development Kits Main Files

Ethereal Ethereal 0.10.2
GlobalSCAPE WinPcap 3.0
HelpScribble 9
|oonE dit2 Start Menu folder: ( 1 0 )
}npné&ietup 4 SIPwE Analyzer et
oo Mot Frarmesni 31 1 = K o
L LLLIZA
< Back Newt » - Cancel | Cancel |

e

Figure 2. SIPv6 Analyzer installation process

Figure 3 is the installation procedure for WinPcap. If the user would like to install WinPcap,
he/she can click Next button. Then the user can see the license agreement page. If the user accepts
this agreement, he/she can choose Yes, | agree with all the terms of the license agreement. Then
the user can see WinPcap installation progress. In Figure 3 (4), the user can read the Readme
information, and he/she can click Next button to the final step for WinPcap installation. The user

can click OK button to finish the installation as show in Figure 3 (5).
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Please read the following information about the 'WinPeap 3.0 carefully.
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Installation Complete
The Installation ‘wizard has successfully installed WinPeap 3.0.

Important information about ‘wWinPcap 3.0

I an old version of WinPcap was already present on the spstem, it is strongly recommended to
reboot the system.

Fleaze vizit the WinPcap home page http:/Awinpeap. polito.it far information and updates.
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Figure 3. WinPcap installation process

After click Finish button as shown in Figure 4, the installation process of the SIPv6 Analyzer

is finished and the user is ready to use the SIPv6 Analyzer without rebooting the operation system.

installed icons.

Completing the SIPv6 Analyzer
0.1.5 Setup Wizard

Setup has finished installing SIPvE Analyzer 0.1.5 on pour
computer. The application may be launched by selecting the

Click Finish to exit Setup.

=lolx|

Finish

Figure 4. Finish SIPv6 Anayzer installation

[1l. User interface :

The main screen of the SIPv6 Analyzer shown in Figure 5 includes a menu bar and a tool bar.



The menu bar contains the File, Window and Help options. File option contains Remote
Capture(a), Local Capture(b), Open Offline Packet(c), Close Form(d), Quit(e) items. Window
option contains Next Window(f), Cascade(g), Tile Horizontally(h) and Tile Vertically(i)

items. The Help option contains Help(j), About(k), and Check New Version(l) items.
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Figure 5. User Interface — main screen
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Remote Capture allows the local host to interact with a remote host and capture packets that
are transmitted or received on the remote host. Local Capture is used to capture the packets that
are transmitted or received on the local host. The SIPv6 Analyzer can simultaneously listens on
multiple network interfaces, and the operations of network interface selection would be elaborated
in the demo scenario (demo.doc). Open Offline Packet is employed to restore the captured packets
(in libPCAP-format) from the hard-disk. Close Form and Quit are used to close an active project
(the project in use) and the SIPv6 Analyzer program, respectively. The user can select Help option
and click About to get current system status, the Copyright information and click SIPv6 Analyzer

Help to view user guide for SIPv6 Analyzer. If the user clicks the Check New Version item, the



SIPv6 Analyzer will pop-up awindow to check the version of the SIPv6 Analyzer. If there is a latest
version, the window will prompt the user to download the new installer for the SIPv6 Analyzer.
Figure5(1) to (8) shows atool bar, which includes the functions of capturing packet, opening
files, closing projects and adjusting windows. The functions of Buttons (1) to (4) are the same as
them of menu items (@) to (d) that are mentioned above. Button (5) switches the current active
project to next project window. Buttons (6) to (8) are utilized to re-arrange windows. Button (6)
cascades all project windows in the main screen. Button (7) tiles all windows in the main screen
horizontally. Button (8) tiles all windows in the main screen vertically. Figure5(f) to (i) has the same

functionality as the Button (6) to (8).
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Figure 6. User Interface of a Project

Figure 6 shows the user interface of a project which contains a tool bar and four tabs (i.e.,
Packet Viewer, SIP Viewer, RTP Spy, and Statistics). The functions of these components are
described as follows.

Button (1) is to gtart or stop capturing packets. Button (2) is to save the captured packets as a

WinPcap format file. Button (3) isto enable or disable Display filter. Button (4) is to set Capture



filter and Display filter. Button (5) is used to configure jitter buffer length. Buttons (6) to (9) are
to open or close Packet Viewer, SIP Viewer, RTP Spy and Satistics tabs, respectively. Frame
List (see Figure 6(10)) displays the captured packets and shows the sequence number, captured time,
source address, destination address and its encapsulation. Detail Frame Information (see Figure
6(11)) shows detailed information of the selected packet. Hex Information (see Figure 6(12))
shows packet information in hex format.

The SIP Viewer (see Figure 7) is one of the most important functions of the SIPv6 Analyzer.
General purpose analyzer such as Ethereal only lists the captured packet and displays their protocol
headers. The SIP Viewer collects the SIP packets through the SIP dialog including SIP Call-Id,
From and To header fields. In Figure 7 (1), Dialog (Call-leg) List shows the SIP message grouped
by SIP dialog. The Call-ID field is the Call-ID header in the SIP message. The Caller field which
represents for originator is the From header field in the SIP message. The Callee field which
represents for terminator is the To header field in the SIP message. In Figure 7 (2), the SIP Packet

List shows all SIP messages belonging to the selected SIP dialog.
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Figure 7. User Interface of SIP Viewer



The RTP Spy (Figure 8) collects RTP packets and playback. In Figure 8 (1), Session List
collects RTP packets according to the media description in the SDP fields and groups them into the
RTP sessions according to the SSRC field of the RTP header. In Session List, Session field contains
the destination IP address and port of a RTP session. SSRC field lists the SSRC (Synchronization
Source) fields in RTP headers. The Media Type field is the audio/video codec that set in RTP
packet header. The Packet Count field presents the packet count that belongs to a RTP session. By
double-clicking the entry in Session List, a RTP session is selected and listed in M edia Instance
(Figure 8 (2)). Users can play back the video/voice by selecting an entry in Media Instance and
clicking the play button in Figure 8(3). In Media Instance list, M edia Description field presents
the destination address, port and RTP payload type of this RTP stream. The Status field contains
three states (i.e., Ready, Playing or Complete) for one media instance. The Packet Count field is
the packet count of the selected RTP stream and L ength field is the duration of this RTP stream. In

Figure 8 (3), The Play Control Panel is contains three buttons to play, stop or pause the RTP
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Figure 8. User Interface of RTP Spy
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The Satistics (Figure 9) shows the Host Traffic, Packet Distribution and Network
Throughput of the local host. In Figure 9 (1), the Host Traffic shoes the packet count and byte
count of each flow (a pair of source and destination IP addresses). In Figure 9 (2), Packet
Distribution shows the packet distribution of different protocols in Network layer, Transport
layer and Application layer. The Network layer tab contains three protocols (i.e., |Pv4, IPv6 and
Others). The Transport layer page contains the TCP, UDP and Other protocols. The Application
layer page contains SIP, RTP, HTTP and Other protocols. In Figure 9 (3), the Flow Statistics

shows current network throughput of the local host.

§ SIPv6 Analyzer - [C-\capA\[Pvhisample cap] _|5 ﬂ
T Ele Wimdow Help =1l
FwEX FEED |
P =
|lod v&« EBm] LA e
B PocketViewer | %, SIP Views: | 8 ATP Spy, i Statistc | \TJ \=)
A B T N T T T T T T P T Ty Py Ty e sy R L LTI ITITITITIT I I T Iy
Haost Traffic Packet Distribution
Source |Destinatlnn Bytes | Packets | i Network. I Transport App\icaticlnl
£e80::20d: 60EE: £e13: 8652 2001:235: £85:310: 204 acEE: fesh: LEE 288 4
: fed0::204:acff:fed3icedd fed0::204:60EF: fel3i BAL2 136 2 Metwark Layer Packet Distribution
d| £es0: :z04racer rean: 10 2001:235: £85: 310 20d: 60LL: fellr 6L 7z 1
§|zo0i:z38:E88 a0 18 2001:235: £85: 310 20d: 60EE: fel3: 6L 1636 z 0 Cthers
V| 2001:238: £88: 310: 4d7h: c588: he0z: de03 2001:238: £88:310: 20d: 60EE: feld: B6E2 295038 1273 BiPvd
Y| z001:238: £88:310:3482: 12111 a00: cofe 2001:238: £88:310: 204: acff: febb: LEE 250756 1laz LLEL
Y| z001:238: £88:310: 20d: 60££: fel3: B6£2 2001:238: £86:310: 204: acEf: fed3: cedd 5083 11
4| 2001: 238: £86:310: 2041 acEE: fedd: cedd 2001:238:£688:310: 20d: 60EE: fel3z 862 144 2
d| 2001 238: £85:310: 204: actf: fedb: LE£ fed0::20d:60ff: fel3iB6EE 546 2
192.168.0.230 192.168.0.855 229 1

2,489

E Flow Statistic { Packets Per Second )

+|| Throughput: O packets

Figure 9. User Interface of Statistics
V. Conclusion
In the existing stage, the SIP-based multimedia applications (e.g., Video phone) are important
drivers to promote IPv6. To assist the development and deployment, we design and implement the
SIPv6 Analyzer. The SIPv6 Analyzer provides convenient user interfaces for IPv6 SIP and RTP
packets. This document presents the installation steps and describes the function of each component

(i.e., the button on the tool-bar or the item of the menu). Users can exercise the operation of the
9



SIPv6 Analyzer through the captured file (i.e. IPv6sample.cap). The detail operation of the demo

scenario can be found in the document (i.e. demo.doc). The up-to-date program and the related

documents (e.g., the captured file and the user guide) can be downloaded from the web site (i.e.

http://www.csie.nctu.edu.tw/~yhsung/sipv6 analyzer).

Related Links:

1. SIPv6 Analyzer: http://www.csie.nctu.edu.tw/~yhsung/sipv6_analyzer

2. Demo Scenario: http://www.cs e.nctu.edu.tw/~yhsung/sipv6_analyzer/demo.pdf

3. User Guide: http://www.csie.nctu.edu.tw/~yhsung/sipv6_analyzer/user-guide.pdf

4. 1Pv6 Sample File: http://www.csie.nctu.edu.tw/~yhsung/sipv6_analyzer/| Pv6sample.cap
5. Demo Video: http://www.csie.nctu.edu.tw/~yhsung/sipv6_analyzer/video.ppt
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