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2. 701565 o e o e iy e e ey ) IPU@ Mobile IPvE Destination option
3.0000176 3ffe::110:202:bh3ff:Teli:6dco 3ffe:0:3:320:202 :2dff: Fezg FCQE Echo reguest
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e e aillls s siddd i
...... e
-] weE, . . A5

CHEEE () M4, - 0L
234567




Experiment: Step 2 orrespondel

Root

FMA (5

::3:400/64 A ﬁ
Leat2 Leafl
FMA EMA
::3:420/ 64 1. 3: 320/ 64

== Ping (ICMP Echo request & rep
MOg“e =l Hy-Binding Update
sl Hy-Binding ACK

EMA- Farainn Mahilitvy Aqant | | e 11\, Bindina Inform



cait Lapture  Uisplay 1001s FP ' I S S

Tirme Saurce Destination Frotocaol | Info

o ow WIS 2T TE. . LIUV.2US GHSTT S TELGS UL 2lNTE. . Lo SUS S SUTT S TEST.TIUTD LMW ELTT TEQUEST

2.65909817 3ffe:0:3:320:202:2dff fe2b:fch2 3ffe::120:202:2dff:Te30:9858e IPVE mMobile IPvE Destination option
2.700138 3ffe::120:202:2dff:fe30:5586e 3ffe:0:3:320:202 :2dff:Fe25:Fc92  IFPVE Mobile IPwE Destination option
2.7001303 3ffe:0:3:320:202:2dff:fez2b:fco 3ffe::110:202 :h3ff:feli:6dco IPwvE Mobile IPvE Destination option
2.7015965 3ffe::110:202:b3ff:feli:6dcO 3ffe:0:3:320:202 :2dff:Fe25:Fc92  IFPVE Mobile IPvE Destination option
3. 000174 Gmguplny z @ & Gmgupley = ICMPWE  Echo reguest

003364

000392

$:110:202 b3t ifelB:adco TCMPWE  Echo reply
: 3 ] ] : 4 Echo reguest

=

me 15 142 on wire, 142 capltmm

:;QEE IE'rI‘D'tDCEﬂ version & MN Care'Of Address ‘1,

sersion: 6

rraffic class: 0x00
“lowlabel: 0x00000
“ayload length: 88
lext header: IPvE destination option (Ox3c)

Hop 1imit: &3

~ource address: 3ffe:0:3:320:202:2dff:fe20:fcoz
vestination address: 3ffe::110:202 :h3ff:feli:a6dcO

tination Option Header

lext header: ICMPYE (0x3a)
_angth: 2 (24 bytes)
“adM: 4 bytes

ption Type: 201 (0xc%) I Home Address I
yption Length @ 16
jome Address @ 3ffe::120:202:2dff:fez25:fcoz (3ffe::120:202:2dff:fez9:fco2)
ernet Control Message Protocol wé

wpe: 125 (Echo replyl

“ade: O

“hecksum: 0x7565% (incorrect, should be 0x73620

[D: Ox4516

equence: 0xG9700

vata (56 bytes)

oo gl 00 5" 3C T AT Te OO 00 00 05 05 A0 02 04 AR N R

...... R
Wi, —, 0L 234567




Experiment: Step 2 orrespondel

Root
FMA
::3:400/64
23y 300/ 64
Leaf2 Leafl
FMA EMA
::3:420/ 64 ::3:320/ 64

== Ping (ICMP Echo request & rep
Mobile _Bindi
Node sl HY/ Bl.ndl.ng Update

sl Hy-Binding ACK

EMA- Farainn Mahilitvy Aqant | | e 11\, Bindina Inform



cait Lapture  Uisplay 100ls FP ' I S B

Tirme Source Destination Frotocal  |Info

0.043757 3ffe::110:202:b3ff:feli:6dcO 3ffe:r:lz20:202:2dff:fe2o:fco2 ICMPwE  Echo reguest
0.046326 3Ffe:0:3:100:250:haff:feed:8317 3ffe::110:202:b3ff:feli:6dco IFVE mMobile IPwéE Destination optior
0. 048004 3ffe:0:3: 100 250: baff feed:8317 3ffe::110:202 :h3ff:feli:6dch ICMPwE  Echo reply
1.043823 Sutt : : SOl ot : : minin | 7 ICMPwE  Echo reguest
1.046780 5ffe: thaff: 7 3ffe: 11c 1fel 0 CMPvE  Echo reply

2. 043870 = - Echo reguest

2. 046882 EFfE 0 3 100 & baff feed 831? Effe 110 202 bEff felE EdCO ICMPYE =aln rep1y

e B B e oy B T = TN e B B B e BT St T = -1 0 i T RAMS 2T el L e o

me 9 142 on wire, 142 captured)

et e Root FMA Address CN
ernet Protocol version &

Tination Qption Heaoer

lext header: ICMPWE (0x3a)

ength: 2 (24 hytes)
“adi: 4 hytes

ption Type: 201 (0xc®) l Home aAddress I
yption Length @ 16
jome address @ 3ffe::120:202:2dfF:Te20:fco92 (3ffe::l120:202:2dff:fe2o:Fch2)
ernet Control Message Protocol wé

ype: 129 (Echo reply)

“ade: O

“hecksum: 0xd96l (incorrect, should be Oxcde?d

[D: Ox4516

efuence: Dxe502

vata (56 bytes)

Oa Ob Oc Od 0e Of 10 11 12 13 14 15 146 17 18 1%
la 1b 1c 1d 1e 1f 20 21 22 23 24 25 26 27 28 29 ...... LO"#R%E ()
2a Zb 2c 2d 2e 2f 30 31 32 33 34 35 38 37 W, - 0L 2345867



Step 2: Result

Visitor List

By Our SNMP Monitoring Tool



et Counter | Visitor List
Rign Mobilite Agent

- -
| Root Foreign Mobility Agent
Root : Home Address
[ Leat1 :

| / Destination Address | Care-Of Address |Lifetime
0 B B AU E B C B B SHIE 42 1
Leaf-2 ) i
-§affe0000ONO001 2002022dffe28fc92 £ g £ [3ffe00000083 03200202 2dfffe 2892 8981 |1

\WI\ \I\
Home

Care-of
Address Address ‘1’

| Lear 1 Foreign Maility Agent

Home Address

_ Destination Address
3ffe0000000001 2002022 dfffe258fc92

affe0000000001100202631fe186dc0

Care-0f Address

Lifetime| &

3ffe0000000303200202 2dfffe 28792 42 1
|3Te00000000012002022dffe281c92 3e00000000012002022de30986e  |2fe00000003032002022dfe28fc92 9981 |1
The same as above.
| Leaf-2 Foreign Mobility Agent
Home Address Destination Address Care-0f Address |Lifetime|_E
Ao MILL INULL - '




Outline

o Experiment Environment

o Experiment
Stepl
Step?2
Step3



Experiment: Step 3 orrespondel

Switching

320/ 64

== Ping (ICMP Echo request & rep
Mogile ==l Hy-Binding Update

sl Hy-Binding ACK

EMA- Farainn Mahilitvy Aqant | | e 11\, Bindina Inform




Step 3: Result

Update Home Agent &
Correspondent Node

By Ethereal



Experiment: Step 3 orrespondel

Root
FMA

Switching
point

m} %
. |=| Home
..%ow 64 .- 1201 64 Agent
Leafl U
FMA

2

11 3:320/ 64

== Ping (ICMP Echo request & rep
=l Hy-Binding Update

sl Hy-Binding ACK

EMA - Farainn Mahilitys Anant | = 1\, _Rindina Inform




cait Lapture  Uisplay 1001s 1

Tirne SOlrnE [lz=tinating FProtocol | Info

5.5954471 o . - : eI . ICMPWE  Meighbor solicitation
5.954656 3ffe:0:3:400:202:b3Ff:fedh:aldce feB0::202:b3ff:fedb:920b 6 Meighbor advertisement
5.954819 3ffe::120:202:2dff:fe30:586e 3ffe:0:3:420:202: 2dffF:fe20:fch2 IPVE ile IPvE Destination opti
5.955371 3ffe:0:3:420:202:2dff:fe25:fco2 3ffe::110:202 :h3ff:Teli:6dcO IPVE Mok L i fon optir
5.955625 3ffe::110:202:b3ff:fell:6dcO 3ffe:0:3:420:202:2dff:fe28: o2 IPVE mMobile IF fon optir
6.4595745 3ffe::110:202:h3ff:feli:6dco 3ffe:0:3:420:202 1 2dfF:Fe20:Fch2 ICMPwE  Echo regues

7.495782 3Iffe::110:202 :hff:felR:6dcn Affe:0:3:420:202 : 2dff:Fr20: 02 TCMPWE  Fohn rennes

me 240 (9% on wire, 94 captured)

ernet II

ernet Protocol version &

Tination option Header (MY

Jext header: IPvE destination option (0x3o0 MN Cal’e-Of Address 2

ength: 2 (24 hytes)

“adi: 4 hytes
ption Type: 201 (0xc9) - Home Address

yption Length @ 16

jome address @ 3ffe::120:202:2dfF:Te20:fco92 (3ffe::lz0:202:2dff:fe2o:fch2)
Tination option Header

lext header: IPWE no next header (0x3k0

ength: 1 (16 hytes)
ption Type: 198 (0OxcCA) l Einding Update I
yption Length @ 8

it = Acknowledge (A} @ Binding Acknowledgement reqguested
1.. .... = Home Registration (H) : Home Registration
0. .... = Router (R} : MOt a Router

= buplicate address Detection (D) : Do not perform Duplicate address Detection
sl Registration (M) @ mMap Registration

ee. 0L = BiCasTTEEmselLEl D0 not reguest for bicasting

refix Length @ &4
~equence MWumber @ 133
Gife Time @ 10000
adM: 4 bytes

00 02 b3 Ob 92 0b 00 02 b3 0b a0 ce 85 dd 60 00 ... ... e )

00 00 00 28 3¢ fe 3Ff fe 00 00 00 03 04 20 02 02 s BCr Ty sowws

2d ff fe 28 fc 92 3Ff fe 00 00 00 OO0 01 20 02 02 — T

2d ff fe 30 98 6e 3c 02 01 02 00 00 <% 10 3f fe i R R 2
00 00 00 00 01 20 02 02 2d £f fe 29 fc 92 3b 01 ..... s e
Ch 08 <8 40 00 85 00 00 Z¥ 10 01 02 00 QO i S Pl

Update
Home Agen




cait Lapture  Uisplay 1001s 1 - S

Tirme Saurce Destination Fratocol | Info

5.954232 3ffe:0:3:420:202:2dff:fe29:fco2 3ffe::120:202:2dff:Te30:986e IPVE mMobile IPwE Destination optir
5.5954471 feB80::202:h3ff:felb:520h ffoz::1l:ffob:adce ICMPWE  Meighbor solicitation
5.954656 3ffe:0:3:400: 202 baff:fedh:atce feB0::202:b3ff:fedb:920b ICMPvE  NMeighbor advertisement
5.5954819 P e v i . 2 IPVE Mobile IPvE Destination opti
5.955371 3 '“'?'*Zi:h_h:z_ 7 _EZ: C92 3 ::"“:- o, IFvE 2 IPve Destination opt
.G55625 : : : : B : : IPVE mMobile IPwE Destination optir

495745 E'F'FE 110 202 bE'F'I: 'FElE &dco
JAO5FR2 Iffe: 110202 thff:felR:6dcn

me 244 (594 on wire, 94 captured)
ernet II
ernet Protocol version &
Tination option Header (MY
Jext header: IPvE destination option (0x3o0 MN Cal’e-Of Address 2
ength: 2 (24 hytes)
“adi: 4 hytes
ption Type: 201 (0xc9) - Home Address
yption Length @ 16
jome address @ 3ffe::120:202:2dfF:Te20:fco92 (3ffe::lz0:202:2dff:fe2o:fch2)
Tination option Header
lext header: IPWE no next header (0x3k0
ength: 1 (16 hytes)
ption Type: 198 (0OxcCA) l Einding Update I
yption Length @ 8
Lvve wnew = Acknowledge (a2 @ Binding Acknowledgement reqguested
0.. .... = Home Registration (H) : Mo Home Registration

0. .... = Router (R} : MOt a Router

. . = Duplicate address petection (D) : Do not perform Duplicate address Detection

_ MAP Registration M) : MAP Registration

cee TUL. = BICAST T LD 0T reguest for bicasting
3ref1x Length : &4
~equence MWumber @ 134
Gfe Time : 60
adM: 4 bytes

E'F'FE l:l 3 420 202 2d1:'|: 'FE29 'FC'EEIE
Affe:0:3:420:202 : 2dff:Fr20: 02

Echo reguest
renlest

=] dnoun

TCMPW R

00 02 b3 Ob 92 0b 00 02 b3 0b a0 ce 85 dd 60 00 ... ... e B

00 00 00 28 3¢ fe 3Ff fe 00 00 00 03 04 20 02 02 s BCr Ty sowws o Update

Ed ;; FE 249 'Fé 52 3F fe 00 00 00 00 01 10 0% 22 T I C d 'I
3 e 18 6d <0 3C 02 01 02 00 00 C% 10 3 =] ERERRE] SRR 2

00 00 00 00 01 20 02 02 2d ff fe 29 fc 92 3b 01 ..... s e Orrespon en

ch 08 88 40 00 85 00 00 00 3< 01 02 Q0 0o e e e N
ode




Experiment: Step 3 orrespondel

Root
FMA

Switching
point

s j;//é; \\\\ °
131300/ 64 N
(2) Leafl ' ’
’ ? FMA

11 3:320/ 64

== Ping (ICMP Echo request & rep
I\/Iogile ==l Hy-Binding Update

sl Hy-Binding ACK

EMA - Farainn Mahilitys Anant | = 1\, _Rindina Inform




cait Lapture  Uisplay 1001s 1

Tirme Saurce Destination Fratocol | Info

5.954232 3ffe:0:3:420:202:2dff:fe29:fco2 3ffe::120:202:2dff:Te30:986e IPVE mMobile IPwE Destination optir
5.5954471 feB80::202:h3ff:felb:520h ffoz::1l:ffob:adce ICMPWE  Meighbor solicitation
5.954656 pale S aAnn 2o, : ; RO e ; ; ICMPwE  NMeighbor advertisement
5.954815 3ffe::120: (fesl IFvE Mobile IPwE Destination opti
G, 0553 7] S mngeiesempesesieseiemte e omesepe i gty e ) Mobile IPvé Destination opti
5.955625 3ffe::110:202:b3ff:feli:Bwl 3ffe:0:3:420:202:2df 20 fco2 IPVE Mobile IPvE Destination opti
6.455745 3ffe::110:202 b3 :fel8:6dc) e 0:3:420:202 1 2dfF:FeNg: B2 ICMPvE  Echo reguest

7.495782 3Iffe::110:202 :hff:felR:6dcn P2 ONGCO2 = T

me 243 (118 on wire, 118 captured) HA Address MN Care_of Addl’eSS t2’

ernet II

ernet Protocol version &

Tination Qption Heaoer

Jext header: IPvE routing (Ox2h)
ength: 2 (24 hytes)

ting Header, Type O

Tination option Header

lext header: IPYVE no next header (0x3h)
ength: 1 (16 hytes)
“adl

Jption Type: 7 (0x07) I Binding Acknuw1edgement|
yption Length @ 11
=tatus: 0 - Binding Update accepted
~equence MWumber @ 133

Cife Time : 777

e _

Update
Home Agen




cait Lapture  Uisplay 1001s 1

Tirme Saurce ]Desﬂnaﬂun Fratocol | Info

5.954232 3ffe:0:3:420:202:2dff:fe29:fco2 3ffe::120:202:2dff:Te30:986e IPVE mMobile IPwE Destination optir
5.5954471 feB80::202:h3ff:felb:520h ffoz::1l:ffob:adce ICMPWE  Meighbor solicitation
5.954656 3ffe:0:3:400:202:b3Ff:fedb:aldce feB0::202:b3ff:fedb:920b ICMPvE  NMeighbor advertisement
5.954819 3ffe::120:202:2dff:fe30:586e 3ffe:0:3:420:202: 2dffF:fe20:fch2 IPVE Mobile IPvE Destination opti
5.955371 & i @ o = = IPVE Mobile IPvE Destination opti

. 955625 Destination opti

Mobile IPVA
ICMPwE  Echo reguest
TCMPYER  Fohn reniest

eI
2202

el

G.4595745 3
7 Iffe:n=3:42

LA087R? 3ffe:110:202:

me 245 (118 on wire, 118 captured)
ernet II

ernet Protocol version &

Tination Qption Heaoer
Jext header: IPvE routing (Ox2h)
ength: 2 (24 hytes)

ting Header, Type O

Tination option Header

lext header: IPYVE no next header (0x3h)
ength: 1 (16 hytes)
a1

Jption Type: 7 (0x07) I Binding Acknuw1edgement|
yption Length @ 11

-‘ -
Arff:

MN Care-of Address ‘2’

=tatus: 0 - Binding Update accepted
~equence MWumber @ 134
Cife Time @ 777

e _

DO Update
""" . Correspondent
DR Node




Step 3: Result

Binding Inform

By Ethereal



Experiment: Step 3 orrespondel

Root
FMA

Leaf?2
e (3)

FMA

Switching

== Ping (ICMP Echo request & rep
Mobile R
Node el Hy Bl.ndl.ng Update

=l Hy-Binding ACK

EMA - Farainn Mahilitys Anant | = 1\, _Rindina Inform



cdit Lapture  Lhsplay 1aols I - o - -

Tirme . Saurce Destination Pratocol | Infa

0.0265906 3TTe:0:3:300:202:b3TT:Teli8:15¢ TeBo: :2d0:b7Tf::Tebe:4808 ICMPvE  Neighbor advertisement
1.000033 3ffe::110:202:b3ffF:feli:6dch 3ffe:0:3:320:202:2dFF:fe2G: b2 ICMPWE  Echo reguest

1.002062 3ffe:0:3:320:202:2dff:Fe25:fct 3ffe:110:202 :b3ff:feli:6dc0 ICMPvE  Echo reply

2.000068 3ffe::110:202:b3ff:fell:6dchd  3ffe:0:3:320:200:2dff :fe28:fchl ICMPWE  Echo reguest

2.002130 3ffe:0:3:320:202:2dff:fe2%:fct 3ffe::110:202 b3 feli:6dcO ICMPvE  Echo reply

3.000138 3ffe::110:202:b3ff:feli8:6dco  3ffe:0:3:320:202:2dff :fez2o:fco2 ICMPWE  Echo reguest

4.000172 RN W ol = L T P AWl LAl N LN e il oF =W E LK aFale ICMPwE  Echo reguest

4. 3 o e e e = z 3 : :fel . IPvG Mobile IPVE Destination Coption
. 5330352 Mobile IPvE Destination option

HA Address MN Care-of Address ‘1’

me 11 (118 on wire, 118 captured)
ernet II

ernet Protocol version &
Tination Qption Heaoer
Jext header: IPwE routing (Ox2h)
ength: 2 (24 hytes)

ting Header, Type O

Tination option Header

lext header: IPWE no next header (0x3k0

Shgehs 1 (16 bytes) 200: Binding Inform

ption Type: 7 (0x07) - Binding Acknowledgement

I"\:ﬁ'i-"ﬁn I nnj-i-ln - 1]

=tatus: 200 - Binding Update was rejected
I A

fe Time @ 777

wefresh @ 777




cdit Lapture  Lhsplay 1aols I - o - -

Tirme . Saurce Destination Pratocol | Infa

0.0265906 3TTe:0:3:300:202:b3TT:Teli8:15¢ TeBo: :2d0:b7Tf::Tebe:4808 ICMPvE  Neighbor advertisement
1.000033 3ffe::110:202:b3ffF:feli:6dch 3ffe:0:3:320:202:2dFF:fe2G: b2 ICMPWE  Echo reguest

1.002062 3ffe:0:3:320:202:2dff:Fe25:fct 3ffe:110:202 :b3ff:feli:6dc0 ICMPvE  Echo reply

2.000068 3ffe::110:202:b3ff:fell:6dchd  3ffe:0:3:320:200:2dff :fe28:fchl ICMPWE  Echo reguest

2.002130 3ffe:0:3:320:202:2dff:fe2%:fct 3ffe::110:202 b3 feli:6dcO ICMPvE  Echo reply

3.000138 3ffe::110:202:b3ff:feli8:adco  3ffe:0:3:320:202:2dff :fez29: Fc92 ICMPYE  Echo reguest

A, 000172 =L e W Y e L 2 e e o ol Y Pl =L W I LI B I 0 S N o i sl ok = & TCMPw G Echo requegt

4.533224 1:120:202::2dff :Te30: 9868 EFFE:O:E:EED 202 EdFF Fezg Fc92 IPVE mMobile IPvE Destination option

33032 ST LG ZOE ST T els R R R P ERry IFvE Mobile IPvE Destination option

me 12 (118 on wire, 118 captured)
ernet II

ernet Protocol version &

Tination Qption Heaoer
Jext header: IPwE routing (Ox2h)
ength: 2 (24 hytes)

ting Header, Type O

Tination option Header

lext header: IPWE no next header (0x3k0

Shgehs 1 (16 bytes) 200: Binding Inform

ption Type: 7 (0x07) - Binding Acknowledgement
- 1)

CN Address MN Care-of Address ‘1’

I"nﬁ'i--: P e o =

=tatus: 200 - Binding Update was rejected
I o2l

Afe Time @ 777

wefresh @ 777




Step 3: Result

Visitor List

By Our SNMP Monitoring Tool



eign Mokility Agent
Foot
[ Leat1

[ Lear2

i ]
Root Foreign Mobility Agent /
Home Address

/ Destination Address | Care-Of Address |Lifetime

|1

SﬁEI:IEIEIIIIDDIJ12I]I]2I]22dfffEEEIfI:92 2 nN30420020224dfe 29792 |EIEIEIS |1

Address

| Lear 1 Foreign Maility Agent

__ Home Address | Destination Address | Care-Of Addrass |Lifetime :
3ffe0000000001 2002022 dfffe258fc92 |3ffeEIIZIEIIZIEIIIIIJEIIJ11DDEDEbeﬁe']EEch |3ﬁeIIIIIIDDDDDSDEEDDEDEEdfﬁEEEfﬁEE 4 3
320000000001 200202 20fe257c02 |3freIIIEIEIEIEIEIDEID1EDDEDEEdﬂTeEDQBEe |3ﬁeEIEIEIEIEIEIEIEEIBEDDEDEdeﬁEEQfEEIE

MN is left.

Caused by Binding Inform

Leaf-2 Foreign Mobility Age

: Horme Address | Destination Address | Care-Of Address | Lifetime C
-|3ffe0000000001 2002022 dfffe29fca2 i3ﬁeDDDDDDDDD11Dnznzbaﬂ‘re'l 86dcO i3ﬁeI:IEIDDDDDSDHDDEDEEdfﬁeEQEQE 559 i1
3Iffe0000000001 2002022 dffe29fca2 .SﬁeDDDDDDDDmEDDEDEEdfﬁemQEEe .3ﬁeIZII:IDDDDDSDalEDDEDEEdfﬁeEchQE @99z |1

The same as Root FMA. I

phcray |



Step 3: Result

Statistics of HIMIPv6 Control
Message Packets

By Our SNMP Monitoring Tool



ﬁm

Action
| FPacket Type | Leaf Fhs 1 Leaf Fhda 2 || Roaot Fhls Home Agent Correspondent kode Mahile Nndlw

Receive Hy-Bindinglnf.. |Send Hy-Binding Ack  |(Send Hy-Bindinalnfor... [Receive Hy-Binding L. |Send Binding Reguest

Hierarchical MohilelPvt Packets

 Packet Type | Leaf Fhia | | Leaf FMA 2 | Root FMA | HomeAgent | ComespondentMode | Mobile Nod
dingUpdate Sent |0 0 PiRy | 0 0
dingAck Sent 0 18 Lz\) é) 43 0
dinglnform Sent 0 0 ( 2) )iy 0 0
dingUpdate Revd |0 0 0 K ) 14 0
dingAck Rovd !III 1] 1] ! 1] ]
dinginform Revd |2 5 0 u\ 0 0
uteridy Rov 0 0 0 u\ 0 0
dinglUpdate Passed |3 12 4 1] \ 1] ]
dingAck Passed 4 17 /3\ !EI \ 1] ]
dingUpdate Blocked |0 18 ( 2) 0 \ 0 0
|

 Packet Type | Leaf FMa 1 | LearFmaz/ | Root Fia | Hime Agent Correspondent Mode Mobile Nod

Root FMA blocked two 4 ; : No matter how many
Hy-BU, and sends two ; o times MN moves, HA
Hy-BA by pretending HA E E only receives one Hy-BU
and CN, respectively. 0 0 and sends one Hy-BA.
Then, it sends two Hy-BI. 0 o o o




Thank Youl!



