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1 │∂╘⌐ 

1.1 ─ ≤  

⁸IPv4 ▪♪꜠☻─ ⅜ ╡ ↕╣⁸ ⌂Ⱡ♇♩꞉כ◒ ─ IPv6

⅜ ╘╠╣≡™╢⁹ 

↓─╟℮⌂ ⌐⅔™≡⁸2008 9 ⌐⁸IPv6 ה 1─ IPv4/IPv6

꞉כ◐fi◓◓ꜟכⱪ WG │⁸₈IPv6 ⱪכꜟ◓◓fi◐כⱩ꞉◘כ♃כꜟ SWG ₉

2╩ ⇔√⁹↓─ SWG≢│⁸▬fi♃כⱠ♇♩ ⅜☻ⱶכ☼⌐ IPv6 ─ ⅜

⌐⌂╢╟℮⌐⁸ISP ⌐╟╢ IPv6 ─☻ⱦכ◘ ⌐ ⌂₈ ╢↑⅔⌐₉♃כꜟ

─ ╩╕≤╘╢↓≤╩ ≤⇔≡™╢⁹↓↓≢ ℮₈ ─ ₉⌐

⇔≡│⁸▬fi♃כⱠ♇♩ ─ ╩│∂╘⁸ ♃כꜟ ⱬfi♄כ⅔╟┘ IPv6

☻ⱦכ◘ ─ ⌐≡ ╩ ∫√⁹ 

│⁸₈IPv6 ≡⌐SWG₉כ♃כꜟ ╩ ╘≡⅝√ ╩⁸ ⌂▪►♩

ⱪ♇♩₈IPv6 ─↓√╕fi₉≤⇔≡╕≤╘√╙─≢№╢⁹▬ꜝ♪▬●♃כꜟ │⁸

─♃כꜟ ⅔╟┘ ISP⌐⅔↑╢ IPv6 ─☻ⱦכ◘ ⌐ ⇔≡ ╩ ≈╙

─≢│⌂™⁹ 

 

 

 

                                                   
1 IPv6 ה : http://www.v6pc.jp/  
2 IPv6 /SWG: http://www.v6pc.jp/jp/wgכ♃כꜟ coexistenceWG/v6hgw-swg.phtml  
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1.2 ●▬♪ꜝ▬fi─ ≤ ≤∆╢  

●▬♪ꜝ▬fi≢ ℮▬fi♃כⱠ♇♩ │⁸ ♃כꜟ ◙כꜚ ⌐ ↕

╣╢ ♃כꜟ ╩ ⇔≡ Ⱡ♇♩꞉כ◒╩ ISP ⌐ ∆╢ ╩ ⇔≡™╢⁹╕

√⁸IPv6 ◒♇♃☻ꜟ▪ꜙ♦│☻ⱦכ◘ ╩ ⇔≡⅔╡⁸IPv4 ─ │ IPv4

≢ ℮↓≤╩ ≤⇔≡ ∆╢⁹↕╠⌐⁸IPv4 ▪♪꜠☻ ⌐╟╡ LSN Large Scale 

NAT ⌂≥─ IPv4 ─ ⌐ ™ ≤⌂╢ ⌐ ⇔≡╙ ≤⇔≡™╢⁹ 

⌐⁸ ≤⇔√Ⱡ♇♩꞉כ◒ ╩ ∆╢⁹ 

 

─Ⱡ♇♩꞉כ◒  

ה Ⱡ♇♩꞉כ◒ 

♩♇ⱱ♇♩☻ⱳה ─ ─Ⱡ♇♩꞉כ◒ 

♩fi▪▬ꜝ◒ה ⅜ ∆╢Ⱡ♇♩꞉כ◒ 

ה NAT ─Ⱶ♪ꜟⱲ♇◒☻╩ ⇔√Ⱡ♇♩꞉כ◒ 

 

╕√⁸ ∆╢ IPv6 ⁸│≡⇔≥♃כꜟ ╩ ⌐ ⇔√ ≢⁸

≤↕╣╢ ╩ ∆╢╙─≤⌂╢⁹ 

●▬♪ꜝ▬fi│⁸ ⌐⁸ ─ ₁⌐ ╕╣╢↓≤╩ ≤⇔≡ ⇔≡™╢⁹ 

╩♃כꜟ ¶ ה ∆╢ ₁ 

¶ ISP⌂≥⁸▬fi♃כⱠ♇♩ ╩ ╩☻ⱦכ◘╢∆ ↕╣≡™╢ ₁ 
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1.3 ≤ ⌐ ⇔≡ 

●▬♪ꜝ▬fi⌐≡ ↕╣≡™╢ │⁸IAjapan ▬fi♃כⱠ♇♩

⌐⅔™≡╕≤╘≡™╢⁸₈IPv6 ₉3⌐ ∫≡™╢⁹ ⌐ ∆╢ │

╩ ⇔≡ ⅝√™⁹╕√⁸ ⌐ ↕╣≡™⌂™ ⌐ ⇔≡ ⌐ ∆╢⁹ 

 1-1 ●▬♪ꜝ▬fi≢ ℮  

  

ULA  

RFC 4193  

Unique Local IPv6 Unicast Addresses ⁹◘▬♩ ⌂≥⁸꜡ ꜟ◌כ

≢ ∆╢√╘⌐ ↕╣√ IPv6 ꜚ♬◐ꜗ☻♩▪♪꜠☻⁹IPv4

─ⱪꜝ▬ⱬכ♩▪♪꜠☻ RFC 1918 ⌐ ∆╢⅜⁸ⱪ꜠ⱨ▫♇

◒☻─ ╩ꜝfi♄ⱶ⌐ ∆╢↓≤⅜ ↕╣≡⅔╡⁸▪♪꜠☻

─ ╩ ╘≡™╢⁹ 

TR-069 Technical Report 069 ⁹BroadBand Forum ─ ╘╢ ─

≈≢№╡⁸™╦╝╢ CPE ╩ ∆╢√╘─▪ⱪꜞ◔כ◦

ꜛfi ─ⱪ꜡♩◖ꜟ╩ ⇔≡™╢⁹ ⌐│⁸SOAP/HTTP ⌐

╟╡ CPE ≤ Ᵽכ◘ ACS Auto Configuration Server

≤─ ─ ╩ ⇔≡™╢[44]⁹ 

UPnP  Universal Plug and Play ⁹UPnP Forum ─ ╘╢ ─

≢№╡⁸ ╩ ⇔√∞↑≢Ⱡ♇♩꞉כ◒⌐ ∆╢↓≤╩

≤∆╢↓≤╩ ≤⇔≡™╢⁹ ⌐│⁸ ─ ≈ ─

╛ ─ ⌂≥─ ╩ XML ≢ ⇔⁸∕╣╩ SOAP/HTTP

─ ⱪ꜡♩◖ꜟ⌐╟╡ ∆╢[45]⁹ 

 

IPv 4 ▪♪꜠☻≤ IPv 6 ▪♪꜠☻ ╩ ≈ ≤⇔≡⁸₈IPv 4/IPv 6₉≤™℮ ╩

™≡™╢⁹╕√⁸IPv6 ▪♪꜠☻─ⱪ꜠ⱨ▫♇◒☻◘▬☼╩ ∆╢ ⌐│₈ ⱪ꜠ⱨ▫

♇◒☻ ⅜ ™ ™₉╩ ™≡⅔╡⁸∕─ ╩ ⌐ ∆╢⁹ 

╡╟35/ה ™ ⱪ꜠ⱨ▫♇◒☻ ⅜ 35ⱦ♇♩╟╡ ™↓≤╩ ∆╢ /32 

ⱪ꜠ⱨ▫♇◒☻◘▬☼≤⇔≡│∕─ ⅜ ™↓≤╩ ∆ 

╡╟35/ה ™ ⱪ꜠ⱨ▫♇◒☻ ⅜ 35ⱦ♇♩╟╡ ™↓≤╩ ∆╢ /64 

ⱪ꜠ⱨ▫♇◒☻◘▬☼≤⇔≡│∕─ ⅜ ™↓≤╩ ∆ 

                                                   
3 IPv6 IAJapan http://www.iajapan.org/ipv6/v6term/glos sary_01.html  
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1.4 ●▬♪ꜝ▬fi ⌐№√╡ 

≢│⁸ ●▬♪ꜝ▬fi⌐≡ ╡ →╢ ─♃כꜟ ⌐ ∆╢ ╩╕≤╘⁸

●▬♪ꜝ▬fi─ ╩ ∆╢⁹ 

1.4.1 ISP⅜ ∆╢  

●▬♪ꜝ▬fi⅜ ∆╢ ISP ⌐╟╢ IPv6 ─☻ⱦכ◘ │⁸  1-1 ⌐ ∆╟℮

⌐ ⅝ↄ 4≈─ ⌐ ↑╢↓≤⅜≢⅝╢⁹ 

 

IPv6 ISP

ISP
ISP

/48 /64

ISP

ISP ISP
DNS

ISP

 

 1-1 ISP ☻ⱦכ◘─  

☻◒♇▫ⱪ꜠ⱨה ╡ ≡ 

IPv6 ≢│⁸IPv4 ⌐⅔↑╢ ≥☻ⱦכ◘ ⌂╡⁸ⱪ꜠ⱨ▫♇◒☻ ≢─▪♪꜠☻

╡ ≡⅜ ≤⌂╢⁹ ╡ ≡ⱪ꜠ⱨ▫♇◒☻◘▬☼│◘כⱦ☻⌐╟╡ ⌂╢⅜⁸

⌡ⱪ꜠ⱨ▫♇◒☻ ⅜/64⅛╠/48─ ≤ ↕╣╢[8]⁹ 

☻꜠♪▪ה ╡ ≡ 

IPv6 ─ ─♃כꜟ WAN ▬fi♃כⱨ▼כ☻⌐ ⇔≡⁸ISP ⅛╠ ─

⌂≥─ ≢▪♪꜠☻╩ ∆╢ ⅜ ⅎ╠╣╢⁹ 

ה ─  

⌐ IPv4 ─ ≤ ⌐⁸ISP⅛╠│♦ⱨ◊ꜟ♩ꜟכꜚ⅜♩כ◙ ⌐ ↕╣╢⁹ 
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◒כⱠ♇♩꞉ה ─  

ISP ⌐◙כꜚ⅜ ⇔≡ Ᵽכ◘╢∆ │⁸ ⌂ ≤⇔≡ ⅎ╠╣╢∞↑≢

│⌂ↄ⁸DHCP ⌂≥⌐╟∫≡ ↕╣╢↓≤⅜ ≢№╢⁹ 

─╟℮⌂ ╖⅜ ↕╣╢ ╩ ⌐⁸ ⅜♃כꜟ ∆╢ ⅜№╢

─ ⌐ ╘√⁹ 

1.4.2 Ⱡ♇♩꞉כ◒─  

⁸│≢♃כꜟ ⇔√ ISP ⅛╠ ↕╣╢ Ⱡ♇♩꞉כ◒ ╩ Ⱡ♇♩꞉

⌐◒כ ⅔╟┘ ╡ ≡╢ ⅜№╢⁹ ●▬♪ꜝ▬fi≢│⁸ Ⱡ♇♩꞉כ◒┼─

Ⱡ♇♩꞉כ◒ ⌐ ⇔≡ ♃כꜟ─ ╩ ╡ →≡™╢⁹ 

 

IPv6 ISP

ISP

ISP DNS

DNS

ISP

 

 1-2 Ⱡ♇♩꞉כ◒─  

☻꜠♪▪ה ⱪ꜠ⱨ▫♇◒☻─ ╡ ≡ 

ISP ⅛╠ ╡ ≡╠╣√▪♪꜠☻ ╩ ™⁸ ─ LAN ⌐ ⇔≡ⱪ꜠ⱨ▫♇◒☻

╛▪♪꜠☻╩◒ꜝ▬▪fi♩ ⌐ ╡ ≡╢ ⁹ ה ⌂≥ ₁⌂ ⅜ ⅎ

╠╣╢⁹ 

◒כⱠ♇♩꞉ה ─  

DNS ─≤⌂Ᵽכ◘ ╩◒ꜝ▬▪fi♩ ⌐ ∆╢ ⁹ ↕╣≡™╢™ↄ≈

⅛─ ⅜ ∆╢⁹ 
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ה ─  

◒ꜝ▬▪fi♩ ⌐ ∆╢ ≤⇔≡│♦ⱨ◊ꜟ♩ꜟכ♩─╖╩ ∆╢ ⅜

≤ ⅎ╣╠╢⁹ 

ה ⅛╠─▪◒☿☻  

IPv6 ≢╙⁸IPv4 ─ ≤ ⌐ ┼─ ⅜ ≤↕╣╢⁹ ⌐⁸IPv6 ≢│

≢☻꜠♪▪ꜟⱣכ꜡◓ Ⱡ♇♩꞉כ◒⅜ ↕╣╢ ⅜ ™√╘⁸ ⅛╠─

▪◒☿☻ │ ≤ ⅎ╠╣╢⁹ 

DNSה ⱪ꜡◐◦ ꜞ♂ꜟⱣ  

◒ꜝ▬▪fi♩ ⅛╠ ISP─ ∆╢DNS◘כⱣ╩ ∆╢↓≤╙ ≢№╢⅜⁸

IPv4 ─ ≤ ∂╟℮⌐ DNS ╩ ∆╢ ⅜ ↕╣╢⁹ 

ה  

IPv4 ─ ≤ ⌂╡⁸ ╡ ≡▪♪꜠☻ ⅜ ↄ⁸ ⅜ ∆╢↓≤┼─

⇔™ ⅜ ╘╠╣╢⁹╕√⁸ ⌐☻ⱦכ◘ ∆╢⅜⁸ⱴꜟ♅◐ꜗ☻♩⌐ ∆

╢ ⅜ ╙☻כ◔╢⌂⌐ ↕╣╢⁹ 

⌐♃כꜟ 1.4.3 ╘╠╣╢  

1.4.1 ⅔╟┘ 1.4.2 ≢ →√ ה☻ⱦכ◘ ╩ ≤⇔≡⁸ ●▬♪ꜝ▬fi≢ ╡

→╢ ⌐♃כꜟ ╘╠╣╢ ╩  1-2─╟℮⌐ ⇔√⁹ 

⌐♃כꜟ 1-2  ╘╠╣╢ ≤  

   

▪♪꜠☻ ⱪ꜠ⱨ▫

♇◒☻  

ⱪ꜠ⱨ▫♇◒☻ ─  3.1 

▪♪꜠☻ ⱪ꜠ⱨ▫♇◒☻ ─  3.3, 5.3, 6.1 

WAN ▪♪꜠☻  3.2, 8.1.1 

  7.2 

▪♪꜠☻ ⱪ꜠ⱨ▫♇◒☻  7.1 

ⱴꜟ♅◐ꜗ☻♩  7.3 

▪◒☿☻ ♃כꜟ  ┼─▪◒☿☻  4.2 

Ⱡ♇♩꞉כ◒┼─▪◒☿☻  4.1, 7.2.3 

ꜟכꜟ  4.1(4.1.2) 

Ᵽכ◘  DNS ⱪ꜡◐◦  5.2, 5.3, 5.4, 5.5 

DNS ꜞ♂ꜟⱣ  5.6 

Ⱡ♇♩꞉כ◒ ─ ≤  6.2, 8.2.4.2 , 8.2.4.3  

♃כꜟ ─  8.1, 8.2 
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●▬♪ꜝ▬fi≢│⁸↓╣╠─ ╩ ─ ≡≢╕≤╘≡™╢⁹ 

2 ≢│⁸IPv6 ╩☻ⱦכ◘ ∆╢ ISP ⌐ ⇔≡ ∆╢ ⌐ ≤⌂╢ ─

╩ ℮⁹√∞⇔⁸2008 ⌐⅔™≡⁸ISP ⅜ ∆╢ IPv6 ─☻ⱦכ◘

⅜ ≢№╢↓≤⅛╠⁸↓─ ≢│⁸IPv6 ☻ⱦכ◘ ─ ─╖≤⇔≡™╢⁹ 

3 ≢│⁸ISP ⅛╠ ╡ ≡╠╣╢▪♪꜠☻ ─ ⌐ ╩ ≡≡ ╩ ∆

╢⁹ ⌐ ∆╢ⱪ꜡♩◖ꜟ⌐ ⇔≡│ 6 ⅔╟┘ 8 ⌐≡ ∆╢⁹ 

4 ≢│⁸ ⅛╠─▪◒☿☻ ⌐ ⇔≡ ≤⌂╢ ╩╕≤╘╢⁹IPv6 ≢│◄

fi♪♠כ◄fi♪ ⅜ ⌐⌂╢√╘⁸ ─ ╙ ∆≤ ⅎ╠╣╢⁹ 

5 ≢│⁸DNS ☻ⱦכ◘ ─ ╩╕≤╘╢⁹IPv4 ─ ≤ ⌐ DNS ⱪ꜡◐◦

╩ ∆╢ ⌐ ⅜ ⌂ ⌂≥╩ ∆╢⁹ 

6 ≢│⁸ Ⱡ♇♩꞉כ◒ ─ ⅛╠ ╩ ℮⁹ 

7 ≢│⁸ ⌐ ∆╢ ╩╕≤╘≡⅔╡⁸ⱴꜟ♅◐ꜗ☻♩ ⌐≈™≡╙

╣╢⁹ 

8 ≢│⁸IPv6 ╩☻ⱦכ◘ ∆╢ ISP ⅛╠ ≤⌂╢ ≤⇔≡─ ╩

℮⁹ ─ ⅜↓↓╕≢⌐╕≤╘√ ≤⌂╢√╘ⱳ▬fi♃╩ ⇔≡™╢⁹ 

 

─╟℮⌐ ⌐♃כꜟ ╘╠╣╢ ╩ ⇔⁸ ╩  1-3 ⌐ →╢

⌐ ⇔≡ ╩╕≤╘≡™╢⁹ 

 1-3 ─  

  

 ⌐ ∆╢ ╩  

⌐♃כꜟ  ⌂ ─ ╩  

 ╡№→√ ─ ╩" / /○ⱪ◦ꜛfi"≢  

MUST ∏ ≤↕╣╢  

SHOULD ↕╣≡™╢↓≤⅜ ↕╣╢  

○ⱪ◦ꜛfi MAY ─≡⇔≥♃כꜟ│ ⌂╙─ ⱦכ◘

☻ ⌂ ⌂≥ ≢№╢√╘ ≢╟™  

 ≤⇔≡ →√ ─ ╩ ⅝ ⇔√ ╩  

 ╩ ╘╢ ⌐ ↕╣√ ⌂≥╩  
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2 ISP┼─  

↓─ ⅜♃כꜟ⁸│≢ ISP ╩☻ⱦכ◘─ ∆╢ ⌐ ≤⌂╢ ⌐ ⇔≡╕≤

╘╢↓≤╩ ≤⇔≡™╢⁹√∞⇔⁸ ●▬♪ꜝ▬fi ⌐⅔™≡⁸ISP ⌐╟╢ IPv6

Ⱡ♇♩꞉כꜞ─◒כ♅ꜗⱦꜞ♥▫─ ⅜ ≢№╢↓≤⅛╠⁸≥─╟℮⌂

⅜ ∆╢─⅛⌐≈™≡─ ─╖≤⇔≡™╢⁹⇔√⅜∫≡⁸↓─ ⌐♃כꜟ⁸│≢

≤↕╣╢ │ ∫≡™⌂™⁹╕√⁸ ⌐⅔↑╢ ⌐ ⇔≡╙

│ ≤⇔≡™╢⁹ 

2.1 Ⱡ▬♥▫Ⱪ  

2.1.1  

ꜟfiⱠ♩≢♃כꜟ ╩ ⇔⌂™Ⱡ▬♥▫Ⱪ ≢ IPv6 Ⱡ♇♩꞉כ◒─ꜞ

╩▫♥ꜞⱦꜗ♅כ ∆╢⁹ 

 

◙כꜚ

IPv6▬fi♃כⱠ♇♩

♃כꜟ
 

 2-1 Ⱡ▬♥▫Ⱪ  

2.2 PPPoE/PPPoA 

2.2.1  

PPP ◙כꜚ≢ ┼ IPv6 Ⱡ♇♩꞉כꜞ─◒כ♅ꜗⱦꜞ♥▫╩ ∆╢[1] [2] [3]⁹ 

 

IPv6▬fi♃כⱠ♇♩

LAC LNS

L2TP
◙כꜚ

♃כꜟ

PPP

 

 2-2 PPPoE/PPPoA  
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2.3 IPⱬכ☻─♩fiⱠꜟ IPv6 over IPv4הIPv6 over IPv6⌂≥  

2.3.1  

IP ≢◌ⱪ☿ꜞfi◓⇔⁸ꜚ ◙כ ┼ IPv6 Ⱡ♇♩꞉כꜞ─◒כ♅ꜗⱦꜞ♥▫╩

∆╢[4] [5] [6] [7]⁹ 

 

IPv4╛IPv6
Ⱡ♇♩꞉כ◒ IPv6▬fi♃כⱠ♇♩

♩fiⱠꜟ

◙כꜚ

♃כꜟ
 

 2-3 IP ⱬכ☻─♩fiⱠꜟ  
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3 ▪♪꜠☻ ╡ ≡  

↓─ ─♃כꜟ⁸│≢ WAN ⁸LAN ⅔╟┘ LAN ☿◓ⱷfi♩⌐ ↕╣╢ ┼

─ ▪♪꜠☻─ ╡ ≡ ⌐≈™≡ ═╢⁹ 

3.1 ⱪ꜠ⱨ▫♇◒☻ ╡ ≡ 

☻ⱦכ◘⁸│≢ ╩☻◒♇▫ⱪ꜠ⱨ⌐◙כꜚ⅜ ╡ ≡╢ ⌐♃כꜟ⁸⌐ ╘

╠╣╢ ⌐≈™≡ ∆╢⁹ 

3.1.1 Ⱡ♇♩꞉כ◒┼ ∆╢ⱪ꜠ⱨ▫♇◒☻  

ISP ⅛╠ DHCPv6 -PD⌐≡ ≢⅝╢↓≤⁹ 

MUST  

DH CPv6-PD│⁸IPv6 ⱪ꜠ⱨ▫♇◒☻ ╡ ≡╩ ⌐ ∆╢√╘─ ⱪ

◙כꜚ⁹╢№≢ꜟ◖♩꜡ ⌐╟╢ Ⱶ☻╩⌂ↄ∆√╘⌐╙⁸ │ ≤

∆╢⁹ 

 

≢⅝╢↓≤⁹ 

MUST  

ISP ⅜ DHCPv6 -PD ⌐╟╢ⱪ꜠ⱨ▫♇◒☻ ⌐ ⇔≡™⌂™ ─

─√╘⌐⁸ ≤∆╢⁹ 

3.1.2 Ⱡ♇♩꞉כ◒┼─ ╡ ≡ⱪ꜠ⱨ▫♇◒☻◘▬☼ 

/48 /64─ ☻ⱦכ◘≢ ⅜ ╡ ≡√ⱪ꜠ⱨ▫♇◒☻╩ ≢⅝╢↓≤⁹ 

MUST  

₈JPNIC ⌐⅔↑╢ IPv6 ▪♪꜠☻ ╡ ╡⅔╟┘ ╡ ≡ⱳꜞ◦⁸≡™⅔⌐[8]₉כ

◄fi♪◘▬♩⌐│ ⌐/48 /64 ─ ╡ ≡╩ ∆╢↓≤⅜ ╘╠╣≡™╢

√╘↓─ ─ⱪ꜠ⱨ▫♇◒☻╩ ⅎ╢↓≤╩ ≤∆╢⁹ 

 

 ̧ ☿◓ⱷfi♩ ☿◓ⱷfi♩─ ╛⁸DMZ ─ ⌂≥╩ ⇔√ ⌐│⁸

☿◓ⱷfi♩ /64 ╟╡ ™ⱪ꜠ⱨ▫♇◒☻ ─ ⅜ ╕⇔™≤ ⅎ╢⅜⁸

╡ ≡ⱪ꜠ⱨ▫♇◒☻◘▬☼│◘כⱦ☻ ⅜ ∆╢ ≢№╢⁹ 

 ̧ SOHO ╩ ⅎ√ ⁸/48╟╡ ™ⱪ꜠ⱨ▫♇◒☻ ⅜ ╡ ≡╠╣╢ ╙

№╢⁹ 
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3.1.3 ⱪ꜠ⱨ▫♇◒☻─ ╡ ≡ 

☻ⱦכ◘ ⌐◙כꜚ⅜ ∆╢ⱪ꜠ⱨ▫♇◒☻⌐≈™≡│⁸ ⌐ ╡ ≡╢⅛⁸

⌐╟╡ ∆╢⅛⅜ ⅎ╠╣╢⁹ 

 

⌐◙כꜚ ∆╢ⱪ꜠ⱨ▫♇◒☻╩ ≤∆╢↓≤⁹ 

SHOULD  

⌂ⱪ꜠ⱨ▫♇◒☻ ╡ ≡╩ ∆╢√╘⌐│⁸ⱡכ♪─ ↄ─

⅜№╢ ⱪ꜠ⱨ▫♇◒☻ ─ꜞ♫fiⱣꜞfi◓⁸ ⌐ ⇔≡™╢

╩≥↓╕≢ ∆╢⅛ ⁹ ─◒כⱠ♇♩꞉◙כꜚ⁸│≢ ╩

⇔√ ⁸ ⱪ꜠ⱨ▫♇◒☻ ╡ ≡─ ⅜ ╟╡ ╕⇔™√╘⁸

╡ ≡╩ ≤∆╢⁹ 

≤⇔√ ≢╙⁸ⱪꜝ▬Ᵽ◦כ ╩ ◙כꜚ⁸⇔ ⅛╠─ⱪ꜠ⱨ

▫♇◒☻ ⌐│ ⅎ╠╣╢╟℮⌐∆═⅝≢№╢⁹ 

 

⌐◙כꜚ ∆╢ⱪ꜠ⱨ▫♇◒☻⅜ ─ ⌐╟╡ ∆╢↓≤⁹ 

○ⱪ◦ꜛfi MAY  

─◙כꜚ ⱪꜝ▬Ᵽ◦כ╩ ∆╢√╘⌐ ≤™℮ ⅜№╢⁹╕√⁸ ⁸

IPv4 ≢│ ╡ ≡⅜ ≢№╡⁸ ─ ╠⅛◙כꜚ╩ ╘╠╣╢

⅜№╢⁹⇔⅛⇔⌂⅜╠⁸ ◙כꜚ─ ⅜ⱪ꜠ⱨ▫♇◒☻ ⌐

≢⅝╢⅛≤™℮ ╛⁸ⱪ꜠ⱨ▫♇◒☻ ╡ ⅎ ⌐ ─♃כꜟ ⅜

⌐⌂╢↓≤⅛╠⁸ ⁸○ⱪ◦ꜛfi ™≤∆╢⁹ 

 

 ̧ ⱪ꜠ⱨ▫♇◒☻╩ ≤⇔√ ⌐│⁸ꜟ ☻◒♇▫ⱪ꜠ⱨ⅜♃כ ╩ ≢⅝

╢↓≤ ╡ ≡╠╣√ⱪ꜠ⱨ▫♇◒☻╩ ⇔≡⅔⅝⁸ ⅜№∫√

⌐│ ⌐ ∆╢↓≤ ╛⁸ ─☿♇◦ꜛfi─ ™⁸ ◙כꜚ⌐

─ꜞ♫fiⱣꜞfi◓⌐ ∆╢ ─ ⅜ ≤⌂╢ 3.3.3 ╙ ⁹ 

 ̧ ▪♪꜠☻╩ ⌐∆╢⅛⁸ ─ ⌐╟╡ ☻ⱦכ◘│⅛╢∆ ⱦכ◘─

☻ ≢№╢⅜⁸∕╣∙╣⌐ ה ⅜ ∆╢  3-1 ⁹ 
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 3-1 ╡ ≡▪♪꜠☻ ⌐╟╢  

 

 

 

 

 

 

 

 

 

 

◌♥◗ꜞ ⌂▬ⱷכ☺  ☿◐ꜙꜞ♥▫/ⱪꜝ▬Ᵽ◦כ 

ISP ≤─ ╩

∆╢ ▪♪꜠☻⅜

╦╢ 

⅜◙כꜚ ISP-A ⅛╠

ISP-B ⌐ ╩ ∆╢

 

⅜  

 

 

 

 

 

 

 

∆═≡─ 

▪♪꜠☻⅜  

╦∫≡⇔╕℮ 

⅜№╢ 

fi◒♄►fiꜞה  

ה ♃כꜟ  

─ ⌐⌂∫≡™⌂™ 

│◙כꜚ ▪♪꜠☻ 

─ⱷꜞ♇♩╩  

 

ⱪꜝ▬Ᵽ◦כ  

№╡ 

 

 

─ ⌐ 

 ◙כꜚ╢™≡∫⌂

│ ╩ ≢⅝╢ 

⅜ ╦╢ ▪

♪꜠☻⅜ ╦╢ 

⅜◙כꜚ ∫ ⇔╩∆╢

 

○Ɑ꜠כ◦ꜛfi

─ ▪♪꜠☻⅜

╦╢ 

ISP Ᵽ♇◒Ⱳכfi─

⌐  

─◙כꜚ ─

▪♪꜠☻⅜ ╦╢ 

DoS ╩ ↑√─≢▪

♪꜠☻╩ ⇔√™  

─ ▪♪꜠☻

⅜ ╦╢ 

│ↄ⇔╙♃כꜟ

PC ╩ ∆╢ ⌐▪♪

꜠☻⅜ ╦╢ │◙כꜚ

⅛⌂™  

 

3.2 WAN ▪♪꜠☻ 

≢│⁸ WAN─♃כꜟ ☻ⱦכ◘ ≤─ ─ꜞfi◒ ⌐ ∆╢▪♪꜠☻

⌐≈™≡ ═╢⁹ 

─☻꜠♪▪ꜟⱣכ꜡◓ 3.2.1  

WAN─♃כꜟ ╩☻꜠♪▪ꜟⱣכ꜡◓⁸╙⌐ ≢⅝╢↓≤⁹ ∆╢▪

⌐◙כꜚ⁸│☻꜠♪ ╡ ≡√▪♪꜠☻ ⅛╠≢│⌂ↄ⁸◘כⱦ☻ ⅜

∆╢ ⅛╠≤∆╢⁹ 

SHOULD  

☻ⱦכ◘ ◙כꜚ⁸─ ─ ╩ ≢⅝╢╟℮⌐⇔√™≤™℮ ⁸

☻ⱦכ◘⁸┘╟⅔ ♃כꜟ⅜ ╩☻ⱦכ◘⌐ ⇔╛∆ↄ∆╢√╘⌐

WAN─♃כꜟ ⌐▪♪꜠☻╩ ≢⅝╢╟℮⌐∆╢⁹ 

 

 ̧ ╩☻꜠♪▪ꜟⱣכ꜡◓ ∑∏⌐⁸ꜞ fi◒꜡כ◌ꜟ▪♪꜠☻∞↑≢─ ╙ ⅎ╠

╣╢⁹ 

 ̧ ☻ⱦכ◘ ⅜ ∆╢↓≤╩ ⇔≡™╢√╘⁸ꜚ ◙כ ╡ ≡ ⅛╠≢│

⌂ↄ⁸◘כⱦ☻ ⅜ ⅛╠ ╡ ≡╢↓≤⅜ ╕⇔™⁹⇔⅛⇔⌂⅜╠⁸
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☻ⱦכ◘ ⅜ ∆╢▪♪꜠☻╩ ⇔√ ─◙כꜚ⁸

≤⌂╢↓≤⅜ ↕╣╢⁹↓─▪♪꜠☻⅜ ⌐ ↕╣⌂™ ─◙כꜚ⁸

⇔≡™⌂™▪♪꜠☻⌐ ∆╢ ⌂▪◒☿☻╩ ∆ ─☿◐ꜙꜞ♥▫ ─

⅜ ∆╢ ⅜№╢⁹ 

─☻꜠♪▪ꜟⱣכ꜡◓  3.2.1.1  

WAN ╩☻꜠♪▪ꜟⱣכ꜡◓⌐ ∆╢ ⁹ 

WAN ▬fi♃כⱨ▼כ꜡◓─┼☻כⱣꜟ▪♪꜠☻╩ ⌐ ≢⅝╢↓≤⁹ 

MUST  

─◙כꜚ ╩ ↕⌂™ ╩ ∆╢√╘⌐⁸ ≤∆╢⁹ 

─℮∟™∏╣⅛─ ╩ ≤∆╢⁹ 

[a] SLAAC Stateless Address Auto Configuration  

[b] DHCPv6  

 

 ̧ SLAAC╩ ∆╢ ⌐│⁸ ⁸ ↕╣√▪♪꜠☻╩ ∆╢ ╖ DDNS

≤ ☻ⱦכ◘⁸≥™⌂⇔ ⅜ ↕╣√▪♪꜠☻╩ ╢↓≤⅜≢⅝⌂

™⁹ 

 ̧ ⌐№√∫≡│⁸ 2009 4 ⁸DHCPv6 ≢│ⱪ꜠ⱨ▫♇◒

☻ ⌐ ♃כꜟ ⱪ꜠ⱨ▫♇◒☻○ⱪ◦ꜛfi≤─ ⅜ ≢№╢↓

≤⌂≥ ⁸IPv6 ☻כ▼ⱨכ♃Ᵽꜟꜚ♬◐ꜗ☻♩▪♪꜠☻⌐⅔™≡│⁸▬fiכ꜡◓─

⅜ 64 ⱦ♇♩ ≢№╢≤ ↕╣≡™╢↓≤[46]⁸⅔╟┘ WAN

⌐ ╡ ≡╢▪♪꜠☻ⱪ꜠ⱨ▫♇◒☻◘▬☼≤⁸ ⇔℮╢ 7.1 ≤─

⌡ ™╙ ⅜ ⁹ 

─☻꜠♪▪ꜟⱣכ꜡◓  3.2.1.2  

WAN ╩☻꜠♪▪ꜟⱣכ꜡◓⌐ ∆╢ ⁹ 

WAN ▬fi♃כⱨ▼כ꜡◓─┼☻כⱣꜟ▪♪꜠☻╩ ≢ ≢⅝╢↓≤⁹ 

MUST  

⅜ ≢№╢⅜⁸ ╙ ≢№╢√╘⁹ 
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3.3 LAN ▪♪꜠☻ 

≢│⁸ ─♃כꜟ LAN ◙כꜚ Ⱡ♇♩꞉כ◒≤─ ─ꜞfi◒ ⌐ ∆╢

▪♪꜠☻ ⌐≈™≡ ═╢⁹ 

3.3.1 ⱪ꜠ⱨ▫♇◒☻─  

ISP ⅛╠ DHCPv6 -PD ≢ ↑ ∫√ⱪ꜠ⱨ▫♇◒☻╩ ⌐/64─ⱪ꜠ⱨ▫♇◒☻╩

⇔∕╣╩ LAN ⌐ ≢⅝╢↓≤⁹ 

MUST  

ISP ◙כꜚ⅜ ⌐ ⇔√ⱪ꜠ⱨ▫♇◒☻╩⁸ ⌐ ─ ⌐ ∆╢

⅜ ≢№╢√╘⁹ 

 

 ̧ ∆╢ⱪ꜡♩◖ꜟ│ 6.1 ╩ ⁹ 

 ̧ /64╟╡ ™ⱪ꜠ⱨ▫♇◒☻╩DHCPv6 -PD≢ ↑ ∫√ ⌐/64ⱪ꜠ⱨ▫♇◒

☻─ │ ⇔⌂™⁹ ⅎ┌ DHCPv6 -PD ≢/48 ─ⱪ꜠ⱨ▫♇◒☻╩ ↑

∫√ ⁸LAN ⌐ ∆╢ │ 49 64 ⱦ♇♩─ ≢ ╩ ╘╢ ⅜

№╢⁹∕─ ╘ │ ≤⇔⁸ ≢│ ⇔⌂™⁹ 

3.3.2 ⱪ꜠ⱨ▫♇◒☻─  

└≤≈─╙⇔ↄ│ ─ ISP ⅛╠ ─ⱪ꜠ⱨ▫♇◒☻╩ DHCPv6 -PD ≢ ↑

∫√ ⁸≥─ⱪ꜠ⱨ▫♇◒☻╩ LAN ⌐ ∆╢⅛ ≢⅝╢↓≤⁹ 

○ⱪ◦ꜛfi MAY  

ISP ⅜ ∆╢ ╛⁸ISP ⅜ ─ ₁─ⱪ꜠ⱨ▫♇◒☻╩ ∆╢

⌐ ∆╢√╘─ ≢№╢⅜⁸ ─ ⅜№╢ │ ⇔≥♃כꜟ

≡│ ≢№╢≤ ⅎ╠╣╢√╘⁸○ⱪ◦ꜛfi ™≤∆╢⁹ 

 

 ̧ ⱪ꜠ⱨ▫♇◒☻≤ ⱪ꜠ⱨ▫♇◒☻╩∕╣∙╣ 1 ≈∏≈ ∆╢╟℮⌂

⅜☻ⱦכ◘ ⅎ╠╣╢⁹ 

 ̧ ⱪ꜠ⱨ▫♇◒☻≤ ⱪ꜠ⱨ▫♇◒☻⌐│∕╣∙╣─ ⅜№╡⁸ꜚ ⅜◙כ

≢⅝╢↓≤⅜ ╕⇔™⁹ 

 ̧ ─ⱪ꜠ⱨ▫♇◒☻╩ ⇔√ ⌐ ─Ⱡ♇♩꞉כ◒⌐▪◒☿☻≢⅝⌂ↄ

╙☻כ◔⌂℮╟╢⌂ ⅎ╠╣╢⅜⁸∕─╟℮⌂ⱪ꜠ⱨ▫♇◒☻⌐≈™≡│

≢│ ⇔⌂™⁹ 
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3.3.3 ⱪ꜠ⱨ▫♇◒☻─  

◙כꜚ ╡ ≡ⱪ꜠ⱨ▫♇◒☻⅜ ─ ⌐╟╡ ─☻ⱦכ◘╢∆ ⁹ 

WAN ─ ⌐╟╡⁸ISP ⅜ DHCPv6 -PD ⌐≡ ∆╢ⱪ꜠ⱨ▫♇◒☻

⅜ ⇔√ ⌐⁸LAN ⌐ ∆╢ⱪ꜠ⱨ▫♇◒☻╩╩ ⌐ ≢⅝╢↓≤⁹ 

SHOULD  

◙כꜚ ╡ ≡ⱪ꜠ⱨ▫♇◒☻╩ ─ ⌐╟╡ ╩☻ⱦכ◘╢∑↕ ⇔

√ ☻ⱦכ◘⁸ ⌐╟╢ⱪ꜠ⱨ▫♇◒☻─ כⱠ♇♩꞉◙כꜚ⁸⅜

◒⌐⅔↑╢ ⌐ ⅎ╢ ╩ ⌐ ⅎ╢ ⅜№╢⅜⁸ⱪ꜠ⱨ▫♇◒☻─

╡ ⅎ⌐≈™≡⁸ ─ ╙ ≢№╢√╘⁸ ≤∆╢⁹ 

⌂ │ ⇔⌂™ 3.1.3 ⅔╟┘ 6.1.2 ╙ ⁹ 
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4 ⅛╠─▪◒☿☻  

◙כꜚ⁸│≢ Ⱡ♇♩꞉כ◒╩ ∆╢√╘⌐ ≤ ⅎ╢▪◒☿☻

⌐≈™≡ ═╢ ≤⇔≡⁸IPv6 ─ ⁸IPv4╙≡™⅔⌐♃כꜟ ─ ⌐

╠╣≡™√☿◐ꜙꜞ♥▫ NAT/NAPT ⌐╟╡ Ⱡ♇♩꞉כ◒⅛╠ Ⱡ♇♩꞉

─┼◒כ ⅜ ╦╣≡™√ ╙ ╗ │ ≤∆╢⁹ 

4.1 ⅛╠─▪◒☿☻  

4.1.1 ⅛╠─▪◒☿☻╩ ∆╢ 

4.1.1.1  ▪◒☿☻ ─  

LAN ⅛╠ WAN ┼─ │ ↕∑⁸ ⅛╠ ┼─

│ ∆╢▪◒☿☻ ⅜ ⅎ╢↓≤⁹ 

MUST  

─ IPv4 ─♃כꜟ ≤ ─▪◒☿☻ │ ≤ ⅎ╢√╘⁹ 

♦ⱨ◊ꜟ♩─ ≢│ ⅛╠ ┼─ ╩ ≤⇔≡™╢⅜⁸ ⌐╟╡

⌐≢⅝╢↓≤╙ ⌐ ≢№╢ 4.1.2 ╙ ─↓≤ ⁹ 

 

LAN

WAN

 

 4-1 ⅛╠─▪◒☿☻  
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4.1.1.2  ▪◒☿☻ ─  

ⱨ▫ꜟ♃⌐╟╡▪◒☿☻╩ ≢⅝╢↓≤⁹ 

 ̧ ⅛╠ ┼│⁸♦ⱨ◊ꜟ♩≢ ↕∑╢⁹ 

 ̧ TCP│ ⅛╠ ┼─ SYN ╩♦ⱨ◊ꜟ♩≢ ∆╢⁹ 

 ̧ UDP │ ⅛╠ ┼─ ⱪ꜡♩◖ꜟ─╖ ↕∑⁸∕─ ─ⱪ꜡♩◖ꜟ│♦

ⱨ◊ꜟ♩≢ ∆╢⁹ 

ⱪ꜡♩◖ꜟ DNS⁸∕─ ☻ⱦכ◘ ≢ ≤⌂╢ⱪ꜡♩◖ꜟ TV⁸

⌂≥ ⁹ 

 ̧ ICMPv6 │ ⅛╠ ┼ ⌂ⱷ♇☿[9]☺כ─╖ ↕∑⁸∕─ │♦ⱨ◊ꜟ

♩≢ ∆╢⁹ 

MUST  

∞≤ ╦╣╢Ⱡ♇♩꞉כ◒☿◐ꜙꜞ♥▫꜠ⱬꜟ╩ IPv6 ≢╙ ∆╢↓

≤│ ≢№╢√╘⁹ 

 

 ̧ ⅛╠─♩ꜝⱨ▫♇◒⌐ ⇔≡☿◐ꜙꜞ♥▫─ ⌂≥⅛╠ ⅜ ⌂

╙№╢⁹ ⅎ┌⁸◘כⱦ☻ ⅜ ╡ ≡√▪♪꜠☻ ╩ ▪♪꜠☻⌐╙

≈ ╩ ∆╢ ⌂≥⅜ →╠╣╢⁹ 

 ̧ ▪◒☿☻ ╩ ∆╢ ⌐│⁸ⱨꜝ◓ⱷfi♩↕╣√Ɽ◔♇♩─ ╩ ⇔≡

∆╢ ⅜№╢⁹ 

4.1.1.3  ▪◒☿☻ ─  

ⱨ▫ꜟ♃ SPI ⌐╟╡▪◒☿☻╩ ≢⅝╢↓≤⁹ 

 ̧ ⅛╠ ┼│⁸♦ⱨ◊ꜟ♩≢ ↕∑╢⁹ 

 ̧ ⅛╠ ┼─ ⅜№∫√◖Ⱡ◒◦ꜛfi╩ ⇔⁸↓─◖Ⱡ◒◦ꜛfi⌐≈™≡

│ ⅛╠ ┼ ↕∑╢⁹ 

SHOULD  

 

 ̧ ─ IPv4 NAT ─☿◐ꜙꜞ♥▫꜠ⱬꜟ╩ IPv6 ≢╙ ∆╢√╘⌐ ⌂

≢№╢√╘⁸ ≤∆╢⁹ 

 ̧ SPI ⌐ ⇔≡│⁸RFC 4787─ ╙ ─↓≤[47]⁹ 

4.1.2 ⅛╠─▪◒☿☻╩ ∆╢  

⁸ ∆╢ ╩ ≢⅝╢↓≤⁹ 

MUST  
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IPv6 / ▪♪꜠☻≢▪◒☿☻╩ ≢⅝╢↓≤ MUST  

Ⱬ♇♄ ⱪ꜡♩◖ꜟ ╩ ≢⅝╢↓≤ 7.2.3 ─  MUST  

ⱪ꜡♩◖ꜟ Ⱬ♇♄ ≢▪◒☿☻╩ ≢⅝╢↓≤ SHOULD  

Ⱬ♇♄♅▼כfi╩ ╢↓≤ MUST  

ICMP ─ Type≤ Code≢▪◒☿☻╩ ≢⅝╢↓≤[9]  SHOULD  

TCP/UDP ─ / ⱳכ♩ ≢▪◒☿☻╩ ≢⅝╢↓≤ MUST  

─ IPv4 Ⱡ♇♩꞉כ◒─☿◐ꜙꜞ♥▫꜠ⱬꜟ╩ IPv6 ≢╙ ∆╢√╘[10]⁹  

Ⱬ♇♄♅▼כfi╩ ╢ ⌐⁸≥─ ─ ↕╕≢ ╢ ⅜№╢⅛│⁸ ⌐

∆╢ ⁸ ⌂ │⌂™ ⁹ 

4.2 ⌐ ∆╢▪◒☿☻  

┼─ ⌐ ∆╢▪◒☿☻ ⅜ ≢№╢↓≤⁹ 

MUST  

⅜ IPv6 ⱱ☻♩≤⇔≡ ☻ⱦכ◘╢∆ ⌐≈™≡⁸☿◐ꜙꜞ♥▫

⅜ ⌂√╘⁹ 
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5 DNSⱪ꜡◐◦ ꜞ♂ꜟⱣ  

≢│⁸ IPv4 ─♃כꜟ ↄ⌐ ↕╣≡™╢DNSⱪ꜡◐◦ ┘⁸

ꜞ♂ꜟⱣ ∕─ ─ DNS ⌐≈™≡ ═╢⁹[14]╙ ─↓≤⁹ 

5.1  

DNS

ISP

/

DNS
/

 

 5-1 DNS ⱪ꜡◐◦ ꜞ♂ꜟⱣ ─  

DNS ⱪ꜡◐◦ ꜞ♂ꜟⱣ⅜ ⌂  

⇔√ ─ⱷꜞ♇♩ 

DNS ─Ᵽכ◘ ◐ꜗ♇◦ꜙ╩ ⇔√  

⅜⌂™ ⌐⅔™≡⁸◒ꜝ▬▪fi♩⌐ ⇔≡ DNS ─Ᵽכ◘ ⅜ ⁹ 

─ꜟ◌כ꜡ ⅜≢⅝╢⁹ 

⇔⌂⅛∫√ ─♦ⱷꜞ♇♩ 

⌐⅔↑╢ DNS ─Ᵽכ◘ ⌐╟╡⁸ ╛ ─ ⅜ ∆╢

⅜№╢⁹ 

Web-GUI ┼─▪◒☿☻⌐ FQDN ≢│⌂ↄ⁸IP ▪♪꜠☻╩ ∆╢ ⅜№╢

─◙כꜚ ⁹βIPv6 ▪♪꜠☻─ │  

http://web.setup / ќ http:// [2001:db8::1] / 

DNS ⱪ꜡◐◦ ꜞ♂ꜟⱣ ╩ ∆╢ ─  

│ ⅛╠─ ╩ ⌐ ℮↓≤⁹ 

♩ꜝfi☻꜠כ♃כ╛ ALG ─ ⅜ ╢ ⁸↓─ │♩ꜝfi☻꜠כ♃כ╛

ALG ─ ≤⌂╢ ⁸ │ ≤⇔√⁹ 

DNS ─ ⌐╟╡⁸ ─ ⅜ ╢ ⁸ ⅜ ⇔⌂™ ™ ╦∑

╩ ╢↓≤⌐⌂╢ꜞ☻◒⅜№╢ ⁸ ⅜ ≢№╢⁹ 
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DNSꜞ♂ꜟⱣ │ IPv4 ⅔╟┘ IPv6 ⌐ ╦╠∏ ∆═⅝ ≤⇔≡ ⇔≡™╢⁹ 

5.2 ♩ꜝfi☻ⱳכ♩ 

DNS

ISP

/

IPv4 / IPv6

IPv4 / IPv6

DNS

 

 5-2 ♩ꜝfi☻ⱳכ♩─  

5.2.1 ⌂♩ꜝfi☻ⱳכ♩ 

DNS ⱪ꜡◐◦─ ISP ─ DNS Ᵽכ◘ │⁸IPv6 ♩ꜝfi☻ⱳכ♩≤ IPv4

♩ꜝfi☻ⱳכ♩─ ⅜ ≢№╢↓≤⁹ 

MUST  

ISP ⌂≥⅛╠ ↕╣╢ DNS ⅜☻꜠♪▪Ᵽכ◘ IPv4הIPv6 ™∏╣─ ≢№∫

≡╙ ≤∆╢√╘⁹ 

5.2.2 ∆╢♩ꜝfi☻ⱳכ♩ 

⅛╠─ DNS ≤ ─♩ꜝfi☻ⱳכ♩≢ⱪ꜡◐◦ ╩ ℮↓≤⁹ 

○ⱪ◦ꜛfi MAY  

♩ꜝfi☻ⱳכ♩╩ ∆╢↓≤≢⁸ ⌐≡ ∆╢ ⅜ ╠╣⌂™

⅜№╢√╘[15]⁹ 

♩ꜝfi☻ⱳכ♩≢─ⱪ꜡◐◦ ⅜ MUST/ SHOULD ≢│⌂ↄ MAY ≢№╢

│⁸ ♃כꜟ DNS ⱪ꜡◐◦ ⅛╠ ╢№⅜Ᵽכ◘ꜙ◦♇ꜗ◐⌐ ⌐

│♩ꜝfi☻ⱳכ♩╩ ⅎ╢ ⅜№╢ ⅜№╢√╘⁹ ⅎ┌⁸ ⅛╠ DNS ⱪ

꜡◐◦┼─ ™ ╦∑⅜ IPv6 ♩ꜝfi☻ⱳ⁸∏╠╦⅛⅛╙⌐╢№≢♩כ◐ꜗ♇◦ꜙ

⅜Ᵽכ◘ IPv4 ♩ꜝfi☻ⱳכ♩─╖─ ≢№╢ ⌐│⁸DNS ⱪ꜡◐◦⌐│♩

ꜝfi☻ⱳכ♩ ⅜ ≢№╢⁹ 

♩ꜝfi☻ⱳכ♩≢─ⱪ꜡◐◦ ╩ ℮ ⁸DNS ⱪ꜡◐◦⌐│ ⅛╠

↕╣√♩ꜝfi☻ⱳכ♩╩ ⇔≡⅔ↄ ⅜ ≢№╢⁹ 
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IPv4 ▬fi♃כⱠ♇♩≢╙ ™ ╦∑ ▪♪꜠☻⌐╟∫≡ DNS ⅛╠─ ⅜

⌂╢ ⅜№╢─≢⁸♩ꜝfi☻ⱳכ♩╩ ╦∑≡╙ ∂ ╩ ∏⇔╙ ╠╣╢

╦↑≢│⌂™⅜⁸ ─ ≢│♩ꜝfi☻ⱳכ♩╩ ╦∑≡⅔ↄ↓≤╩ ∆╢⁹ 

5.3 DNSⱪ꜡◐◦≤⇔≡ ∟ ↑╢▪♪꜠☻─  

DNS

ISP

/

/ ULA / 

DNS

 

 5-3 ∟ ↑╢▪♪꜠☻─  

5.3.1 DNSⱪ꜡◐◦≤⇔≡ ∟ ↑╢▪♪꜠☻─  

ꜚ♬◐ꜗ☻♩▪♪꜠☻ ─☻꜠♪▪ꜟ◌כ꜡◒Ᵽꜟ▪♪꜠☻⁸ULA⁸ꜞfiכ꜡◓

™∏╣⅛ ≢ ∟ ↑ ≢№╢↓≤⁹ 

MUST  

ꜚ♬◐ꜗ☻♩▪♪꜠☻≢ ∟ ↑╢↓≤⅜≢⅝╢ ⅜№╢⁹ 

ULA ≢ ∟ ↑╢ ⁸DNS ⱪ꜡◐◦⌐│№╠⅛∂╘ ∆╢ ULA ╩ ⇔≡

⅔ↄ ⅜№╢⁹ ⁸ULA ⅜ LAN ≢ ⌐ ↕╣≡™√ │ ⇔⌂™

─ ULA ╩ ∆╢ ╖⅜ ≢№╢⁹ 

 ̧ DNS ⱪ꜡◐◦⅜ ULA ╩כꜞ◄◒≢ ∟ ↑╢ ⁸ ⌐ ⇔≡│▬fi♃כⱨ

≡⇔≥☻כ▼ ∑∏⁸ ⅛╠─╖⌐ ≢⅝╢ ⌐⌂∫≡™≡╙╟™⁹ 

 ̧ DNS ⱪ꜡◐◦⅜◓꜡כⱣꜟ▪♪꜠☻≢◒◄ꜞכ╩ ∟ ↑╢ ⁸ ─

№╢™│☿♇♩▪♇ⱪ ⌂≥⁸DNS ⱪ꜡◐◦⌐◓꜡כⱣꜟ▪♪꜠☻⅜

↕╣≡™⌂™ ⅜ ∆╢↓≤⅜ ⅎ╠╣╢⁹↓─ ⁸DNS ⱪ꜡◐◦⌐│

⅜♩♇◔Ɽ─כꜞ◄◒ ⅛⌂ↄ⌂╢√╘ ⅜ ≢№╢⁹ 

╕√⁸DNS ─ ─ ≤⌂╢ DNS ⱪfiꜞ♂ꜟⱣ≤⌂╠⌂™╟℮⌐⁸כ○

WAN ╩כꜞ◄◒─╠⅛ ↑ ↑⌂™⌂≥─ ⅜ ≤⌂╢⁹ 

 ̧ DNS ⱪ꜡◐◦⅜ꜞfi◒꜡כꜞ◄◒≢☻꜠♪▪ꜟ◌כ╩ ∟ ↑╢ ⁸ ─☿◓

ⱷfi♩⅛╠─◒◄ꜞכ⅜ DNS ⱪ꜡◐◦⌐ ⅛⌂ↄ⌂╢⁹╕√⁸ ꜞ♂ꜟⱣ≢ꜞ
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fi◒꜡כ◌ꜟ▪♪꜠☻⅜ ≢⅝⌂™⌂≥─ ⅜№╢ ⅜№╢√╘ ⅜

≢№╢⁹ 

⌂⅔⁸mDNS RFC 4795 [53]─ ╩∆╢↓≤╙ ⅎ╠╣╢⁹ 

5.4 DNS◘כⱣ⅜ ∆╢ ─  

IPv4

IPv4
IPv6DNS

IPv6

ISP
/

DNS

 

 5-4 DNS ─Ᵽכ◘  

♅כ◘ 5.4.1 ⌐╟╢  

─ DNS ╩Ᵽכ◘ ∆╢↓≤⅜≢⅝⁸ ♅כ◘ ⌐╟╡ DNS ─ ╩

℮↓≤⁹ 

MUST  

┼─ ╩ ╘╢√╘⁹ 

5.4.2  

─ⱳꜞ◦כ⌐ ∂≡ DNS ╩Ᵽכ◘ ⌐ ∆╢♪ⱷ▬fi ⌂≥─

⅜№╢ │∕─ ≢ ⌐ꜟכꜟ√╣↕ ℮↓≤⁹ 

○ⱪ◦ꜛfi MAY  

│ↄ⇔╙◙כꜚ ISP ─ ╩ ∆╢√╘⁹ 

 

 ̧ ♅כ◘ ≤♪ⱷ▬fi ─™∏╣╙⁸ⱴꜟ♅ⱪ꜠ⱨ▫♇◒☻ ⌐⅔↑

◒כⱦ☻Ⱡ♇♩꞉כ◘╢ ─ DNS Ᵽכ◘ ─ ⌐╙⌂╡ ╢⅜⁸

≢│⌂™ ⁸∕─ ╩ ⇔√ ≢ ∆═⅝≢№╢[16] [17]⁹ 

 ̧ IPv6 ♩ꜝfi☻ⱳכ♩≤ IPv4 ♩ꜝfi☻ⱳכ♩─DNS◘כⱣ⅜∕╣∙╣№╢ ─

⌐ ∆╢ │⌂™⁹ 
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 ̧ ≢│ IPv6 ─ DNS ⌐Ᵽכ◘ ⅜№╢─≢ IPv4 ⌐⇔√™≤™℮ ╛⁸

™ ─ IPv6 ┼─ ╩ ∆╢─≢№╣┌ IPv6 ⌐∆═⅝≤™℮ ╙№╡⁸

─ ⅛╣╢≤↓╤≢№╡⁸ ─ ≢№╢⁹ 

 ̧ OS─ꜞ♂ꜟⱣ≢│ IPv6 ╩ ⇔≡™╢╙─⅜ ™⁹ 

 ̧ DNS ≢│⁸♩ꜝfi☻ⱳכ♩⌐ ╦╠∏⁸ ∂ ⅜ ∫≡ↄ╢↓≤⅜ ≤⌂∫

≡™╢⁹ 

5.5 ◐ꜗ♇◦ꜙ 

5.5.1 ◐ꜗ♇◦ꜙ  

⅛╠─ DNS ⌐╟╡ ╠╣√ ╩◐ꜗ♇◦ꜙ⇔≡⅔⅝⁸ ─ DNS

⅜№∫√ │⁸◐ꜗ♇◦ꜙ ╩ ∆╢↓≤⁹ 

○ⱪ◦ꜛfi MAY  

ISP ─ DNS ─Ᵽכ◘ ( / Ɽ◔♇♩─ )⅜ ≢№╢√╘⁹ 

◌Ⱶfi☻◐[18]◒♇♃▪כ⌂≥ DNS ⌐ ∆╢ ⅜ ≈⅛∫√ │⁸ ⌂

⅜ ╘╠╣╢↓≤⅛╠∕─ ╩ ⇔√ ≢ ∆╢ ⅜№╢⁹ 

DNS

ISP

/

DNS

 

 5-5 DNS ◐ꜗ♇◦ꜙ  
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5.6 ꜞ♂ꜟⱣ  

ꜞ♂ꜟⱣ≢ ⌂ ─ │ ∏⇔╙ IPv6 ─╙─≢│⌂™⅜⁸IPv4 ╟╡╙

⌐ ⇔≡™╢ ⁸ ┼♃כꜟ ∆╢☻Ɑ♇◒≤⇔≡ ⇔≡⅔ↄ↓≤╩ ∆╢⁹ 

DNS

ISP

/

EDNS0 / TCP 53

EDNS0 / TCP 53

DNS

 

 5-6 DNS ꜞ♂ꜟⱣ  

 ♪כ◖꜠☻כ♁ꜞ 5.6.1

⅛╠─ DNS ⌐ ♪כ◖꜠☻כ♁ꜞ⁸≡⇔ RR ─ ⌐ ╦╠∏ ≡

⌐ ∆╢↓≤⁹ 

MUST  

RR ╩ ∆╢≤⁸ ⌐≡ ∆╢ ⅜ ╠╣⌂™√╘⁹ 

5.6.2 EDNS0 

EDNS0 [19]⌐ ⇔√ OPT RR ╩ ╗ Ɽ◔♇♩╩ ⌐ ⇔⁸512byte

╩ ⅎ╢ ╩ ⌐ ⌂↓≤⁹ 

MUST  

AAAA ╛ PTR⁸SPF⁸SRV⁸TXT⁸DNSSEC ─ ⌐╟╡⁸DNS Ɽ◔♇

♩⅜ 512byte ╩ ⅎ╢ ⅜ ⇔≡™╢√╘⁹ 

5.6.3 TCP 53 ⱳכ♩  

⅜ DNS Header TC=1 ⌐╟╡[20] [21] TCP ⌐ⱨ◊כꜟⱣ♇◒⇔≡

DNS ╩ ∫√ ⌐⅔™≡╙ ⌐ ╩ ℮↓≤⁹ 

UDP 53 ⱳכ♩∞↑≢⌂ↄ⁸TCP 53 ⱳכ♩⌐⅔™≡╙ ∟ ↑╢↓≤⁹ 

MUST  

─ DNS ⌐ ∆╢ ╢ ™⌐ ╩ ⅎ⌂™√╘⁹ 
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5.6.4 DNSSEC  

DNSSEC ⌐ ⇔√ ─Ɽ◔♇♩╩ ╙⇔ↄ│ ⌐ ⌂↓≤

[22] [23] [24]⁹ 

EDNS0 OPT RR DO bit ⅜☿♇♩↕╣≡™╢⁹ 

RRSIG⁸DNSKEY ⁸DS⁸NSEC⁸NSEC3⁸NSEC3PARAM ─ RR⅜ ↕╣╢⁹ 

DNS Header  Bit ⌐ CD checking disabled ╛ AD authentic data ⅜ ↕

╣╢⁹ 

○ⱪ◦ꜛfi MAY  

─ DNS ⌐ ∆╢ ╢ ™⌐ ╩ ⅎ⌂™√╘⁹ 

⁸Windows XP ╛Windows Vista ⌐│ ↕╣≡™⌂™√╘⁸ │ ↄ

⌂™≤ ⅎ╠╣╢⁹Windows  7≢│ DNSSEC ⅜ ↕╣≡⅔╡ IPsec≤─

⅜ ↕╣≡™╢√╘⁸IPsec ╩ ∆╢ ⅜№╢ ⅜№╢[25]⁹ 

─♃כꜟ DNS ⱪ꜡◐◦/ꜞ♂ꜟⱣ ≤⇔≡⁸ ╩ ╗ ╩

∆╢⅛⁸№╢™│ IP ▪♪꜠☻─ ─╖─ ⱪ꜡◐◦≤⇔≡ ∆╢⅛

│ ≢№╢⁹ 
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6 Ⱡ♇♩꞉כ◒┼─  

≢│⁸ ⅜♃כꜟ ⌐ ⇔≡ ∆╢▪♪꜠☻ ⱪ꜠ⱨ▫♇◒☻ ⅔

Ᵽכ◘┘╟ ─ ⌐≈™≡ ═╢⁹ 

6.1 ▪♪꜠☻ ⱪ꜠ⱨ▫♇◒☻ ─  

6.1.1 RA⌐╟╢  

Ⱡ♇♩꞉כ◒─ ⌐ ╡ ≡╢ⱪ꜠ⱨ▫♇◒☻╩ RA ≢ ∆╢ ╩ ≈

↓≤⁹ 

MUST  

IPv6 ⌐♃כꜟ ─ ≢№╢√╘[28]⁹ 

ⱪ꜠ⱨ▫♇◒☻╩ ISP ⅛╠ ⇔√ ─ LAN ┼─ ⱳꜞ◦כ ⌐≈™

≡│⁸3.3.2 ╩ ⁹ 

 

 6-1 RA ⌐╟╢ⱪ꜠ⱨ▫♇◒☻ ─  

RA≢ ∆╢ⱪ꜠ⱨ▫♇◒☻ │⁸♦ⱨ◊ꜟ♩╩/64≤∆╢↓≤⁹ 

MUST  

☻꜠♪▪☻꜠♩כ♥☻╢↑⅔⌐ ≢│⁸ ↄ─ ⅜▪♪꜠☻─

64ⱦ♇♩╩▬fi♃כⱨ▼כ☻ ID ≤∆╢√╘⁹ 

/64 ─ⱪ꜠ⱨ▫♇◒☻ ≢ ⇔√ ⁸LAN ⌐▪♪꜠☻⅜ ⇔ↄ

↕╣⌂™ ⅜№╢ ⌐ ∆╢↓≤⁹ ⅎ┌⁸Windows Vista SP1 ≢│/64

─ⱪ꜠ⱨ▫♇◒☻⅛╠▪♪꜠☻ ≢⅝⌂™⁹ 

SLAAC RFC 4862 ─ ≢│⁸RA─ Prefix Information Option ─ prefix 

length ≤⁸ⱡכ♪ ─ ≈ interface ID ─ ↕─ ⅜ 128≢ ™ ⌐│⁸
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∕─ Prefix Information Option ╩ MUST ≤⌂∫≡™╢[29] [48]⁹ 

6.1.2 DHCPv6⌐╟╢  

─ ⌐▪♪꜠☻╩ DHCPv6 [27]≢ ∆╢ ╩ ≈↓≤⁹ 

○ⱪ◦ꜛfi MAY  

Ⱡ♇♩꞉כ◒─ ⌐ ─▪♪꜠☻╩ ╡ ≡√™ ⌐ ≢№╢√╘⁹ 

 

 6-2 DHCPv6 ⌐╟╢▪♪꜠☻ ─  

DHCPv6 -PD[30]⌐╟╡ ♃כꜟ ⌐ⱪ꜠ⱨ▫♇◒☻╩ ∆╢ ╩

≈↓≤⁹ ⌐ ∆╢ⱪ꜠ⱨ▫♇◒☻╩ ≢⅝╢ ╩ ≈↓≤⁹ 

○ⱪ◦ꜛfi MAY  

⌐ ⅜♃כꜟ─ ∆╢ ⁸ ⌐♃כꜟ ↕╣√ ⌐ ╡ ≡╢

ⱪ꜠ⱨ▫♇◒☻╩ ∆╢√╘⁹ 

 

 6-3 DHCPv6 -PD ⌐╟╢ⱪ꜠ⱨ▫♇◒☻ ─  
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Ᵽכ◘ 6.2 ─  

6.2.1 RA⌐╟╢  

LAN ☿◓ⱷfi♩⌐ ⇔≡⁸DNS ╩☻꜠♪▪Ᵽכ◘ ∆╢ ╩ ≈↓≤⁹ 

○ⱪ◦ꜛfi MAY  

⌐⅔™≡⁸RA⅛╠ DNS Ᵽכ◘ ╩ ∆╢ [31]⅜ ↕╣╢√╘⁹ 

 

 6-4 RA Ᵽכ◘╢╟⌐ ─  

6.2.2 DHCPv6⌐╟╢  

LAN ☿◓ⱷfi♩⌐ ⇔≡⁸DHCPv6 ⌐≡ DNS ╩☻꜠♪▪Ᵽכ◘ ∆╢ ╩

≈↓≤⁹ 

MUST  

─ ≤⇔≡⁸DHCPv6 ⌐╟╡ DNS Ᵽכ◘ ╩ ∆╢ ⅜

≢№╢√╘⁹ 

≤⇔≡│⁸DHCPv6 ⅜ Standard Track RFC 3646 ≢№╢─⌐ ⇔⁸RA

─ │ Experimental RFC 5006 ≢№╢[32]⁹ 

 

LAN ☿◓ⱷfi♩⌐ ⇔≡⁸DHCPv6 ⌐≡∕─ ☻꜠♪▪Ᵽכ◘─ SIP⁸NTP ⌂

≥ ╩ ∆╢ ╩ ≈↓≤⁹ 

○ⱪ◦ꜛfi MAY  

⅜◙כꜚ ╩☻ⱦכ◘ Ᵽכ◘─╘√╢∆ ╩⁸ ⌐ ∆╢√╘⁹ 

╩☻꜠♪▪Ᵽכ◘─≤ ∆╢⅛│ ISP ☻ⱦכ◘─ ⌐ ∆╢⁹ 

DHCPv6 ≢ ☻꜠♪▪Ᵽכ◘⌂  

SIP Ᵽ[49]⁸DNSכ◘ Ᵽ[50]⁸NISכ◘ Ᵽ[51]⁸SNTPכ◘  ≤⌂Ᵽ[52]כ◘
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DHCPv6 ─Ɽꜝⱷכ♃  

http://www.iana.org/assignments/dhcpv6 -parameters/  

DHCPv6

- 2001:DB8:1:1::53

- 2001:DB8:1:1::123

- 2001:DB8:1:1::5060 

Sample Server Addresses 

DNS 2001:DB8:1:1::53 

SNTP 2001:DB8:1:1::123

SIP 2001:DB8:1:1::5060  

 6-5 DHCPv6 Ᵽכ◘╢╟⌐ ─  

6.2.3 DHCPv6ꜞ꜠כ  

DHCPv6 כ꜠ꜞ ╩ ≈↓≤⁹ 

○ⱪ◦ꜛfi MAY  

ISP ⅜ Ⱡ♇♩꞉כ◒ ╩ ∆╢ ⅜ ↕╣╢√╘⁹ 

≈─ ⌐≡ DHCPv6 Ᵽכ◘ ≤ DHCPv6 כ꜠ꜞ ╩ ⇔⌂™⁹ 

 ̧ DHCPv6 כ꜠ꜞ ╩ ≤⇔√ ⁸DHCPv6 Ᵽכ◘ │ ≤∆╢

DHCPv6 Ᵽכ◘ ╩ ⇔√ ⁹ 

 ̧ DHCPv6 Ᵽכ◘ ⅜ ≤⌂∫≡™╢ │⁸DHCPv6 כ꜠ꜞ │ ≤∆

╢⁹ 

 

 6-6 DHCPv6 כ꜠ꜞ  
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◓fi▫♥כꜟ 7 ⱴꜟ♅◐ꜗ☻♩  

≢│ ⌐♃כꜟ IPv6 ⌐☻ⱦכ◘╩ ∆╢ ⌐ ◓fi▫♥כꜟ⌂

/ⱴꜟ♅◐ꜗ☻♩ ⌐ ⇔≡ ∆╢ 

7.1 ⇔≡™⌂™▪♪꜠☻ Ⱡ♇♩꞉כ◒┼─ ─ ™ 

DHCP v6-PD ⌐╟╢▪♪꜠☻ ╡ ≡╩  ⱦ☻⁹כ◘℮

╡ ≡╠╣√ⱪ꜠ⱨ▫♇◒☻ ≡─♩ꜝⱨ▫♇◒╩ ⌐ⱨ◊꞉כ♪⇔⌂™

╩ ≈↓≤⁹ 

MUST  

↕╣≡™⌂™▪♪꜠☻ ≡─Ɽ◔♇♩╩♦ⱨ◊ꜟ♩ꜟכ♩⌐ⱨ◊꞉כ♪

∆╢≤⁸TTL ⅜ 0⌐⌂╢╕≢Ɽ◔♇♩⅜ ≥♃כꜟ ISP ♃כꜟ ≢Ⱨfiⱳfi

⇔≡⇔╕℮⁹↓─Ⱨfiⱳfi ╩ ←√╘⁹ 

 

 

Prefix delegation 

2001:DB8:1::/48 

2001:DB8:1:1::/64 

Destination  

2001:DB8:1::/48 

 

 7-1 DHCP v6-PD ⌐╟╢▪♪꜠☻ ╡ ≡╩  ☻ⱦכ◘℮

 

WAN ╩ Point -to-Point ꜞfi◒≤⇔≡ ╩  ⱦ☻⁹כ◘℮

Point -to-Point ꜞfi◒─ꜟ⁸≡⌐♃כ ▬fi♃כⱨ▼כ☻ ─▪♪꜠☻ ─Ɽ◔

♇♩╩ ↑ ∫√ ⌐│ ICMPv6 Destinati on Unreachable messages, Code 3

Address unreachable ╩ ⇔⁸Ɽ◔♇♩╩ ⇔⌂™↓≤[33]⁹ 

MUST  

TTL ⅜ 0⌐⌂╢╕≢Ɽ◔♇♩⅜ ≥♃כꜟ ISP ♃כꜟ ≢Ⱨfiⱳfi∆╢↓≤

╩ ←√╘⁹ 
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:2 

:1 

Destination 

2001:DB8::3/64 2001:DB8::/64 

ICMPv6 Destination  

Unreachable messages 
 

 7-2  WAN ╩ Point -to-point ꜞfi◒≤⇔≡  ☻ⱦכ◘╢∆

ה 7.2 Ⱬ♇♄ 

7.2.1 WAN ⌐⅔↑╢  

WAN ⅜♩כꜟ◒♇▫♥♃☻─↑ ≢⅝╢↓≤⁹ 

MUST  

♦ⱨ◊ꜟ♩ꜟכꜟ≤⌂♩כ♃⌐≡ ⌐ ╩∆╢ ⅜ ⌂√╘⁹ 

Ⱡ◒☻♩ⱱ♇ⱪ▪♪꜠☻⌐ꜞfi◒꜡כ◌ꜟ▪♪꜠☻╩ ≢⅝⌂™≤ ICMPv6 ─

ꜞ♄▬꜠◒♩ ⅜ ⌐ ⅛⌂ↄ⌂╢√╘⁸ꜞfi◒꜡כ◌ꜟ▪♪꜠☻╙ ≢

⅝╢ ⅜№╢⁹ 

 

:2 

:1 

2001:DB8::/6

4 
::/0 via 

2001:DB8::1 

 

 7-3 WAN ↑─☻♃♥▫♇◒  

 

 

 




